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24668 Ferschweiller - Germany
+33 6 82 87 64 58
matus.njounguep@gmail.com

COMPETENCIES

SOC/SIEM : Alerts monitoring and
analysis, incident handling, threat
detection.

DLP : PAM /IAM, encryption,
cryptographic services, PKI .

Security Engineering : policies,
procedures, risk-based approach, vendor
coordination.

Cloud : AWS, GCP and Azure

Web services : SOAP & REST API

Methodologies : ITIL, Agile, DevOps

FORMAL EDUCATION

2015: Master Degree in
Telecommunication — INSA de Lyon
2010: Bachelor Degree in information

technology — ESMT de Dakar

TRAININGS & CERTIFICATIONS

Certified CyberArk Defender

Certified Stormshield Data Security Expert
Certified Cloud Security Professional
(ongoing)

SPOKEN LANGUAGES
FREMNCH: Native language

ENGLISH: Fluent

GERMAN: Basics

Matus Njounguep
IT Security Expert

Senior IT Security Expert with over 9 years of experience in financial and
regulated environments, Specialized in Security Operations, incident response,
I1AMIPAM and data protection. Strong hands-on expertise with SIEM, EDR PAM,
PKI, HSM and KMS3. Experienced in cross-functional collaboration to strengthen
cyber resilience,

Experience

2020 - today IT Security Engineer Expert
WORLDLINE Financial Services — Luxembourg
Work Context: | work as technical lead in Security Operations Engineers team
of Worldline which involves protecting data and IT systems..
Achievements: Maintain operational effectiveness of security infrastructure,
provide technical security support to different entity, and find solutions that
improve the worldline Security posture,
Key functions:

 Technical lead within the Security Operations Engineers team

+ Operate and maintain security platforms for : PAM,S0OC, and FIM

« Analyze security alerts and contribute to incident detection and response

= Privileged access Management PAM

= Maintain procedures, runbooks and security documentation

* Vulnerabilities assessment

= Files integrity monitoring

= Automate security operations
FUNCTIONAL ENVIRONMENT :
Linux , Windows , CyberArk PaS Suite , Splunk, SentinelOne, Qualys,
AWS GCPAZURE, Terraform , Ansible, Power shell, Bash, Python, Service line,
slack, PagerDuty, Office 365, MS project, ITIL, Agile,DevQps.

2017 - 2020  Cybersecurity Operations Engineer
BNP Paribas — Paris
Work Context: work in Cybersecurity department of BMP providing secure IT
environments to support business processes in the most efficient manner.
Achievements:KMS infrastructure migration, internal PKI platform migration,
Strong authentication platform for bank's IT migration, integration of security
evens monitoring solution.
Key functions:

= Member of Security Operations / CSIRT-like team

= Incident investigation, root cause analysis and remediation

* Design and operation of PKI, KMS and strong authentication platforms

* HSM key ceremonies and cryptographic key management

= Security monitoring, logging, auditing and documentation
FUNCTIONAL ENVIRONMENT :
Linux ,WINDOWS, OpenTrust, Openssl, NCIPHER Connect , Apache, SQL,
DXS, METHSM, Tomcat, WIRESHARK, CMS, arl OCSP, CRL, IBM
Websphere, Python, Shell/lBash, SOAP/REST API, RSA SECURID,



Football, table tennis , babyfoot

2016 — 2017System and security engineer

SYSTEMIS IT — Paris

Context: Help customers to protect their information and their performance
against Cybercrime.

Achievements: achievements of several projects around the problematics of
strong authentication, operational security, application security, audit..

Key function:

Overhaul of Systemis IT information system.

Systemis IT urbanization.

Expertise and integration of PKI solutions

Expertise and integration of Data encryption solutions

Install required security patches and updates for a wide range of applications
Document IT architecture and operations processes related to subject;
Analyze logs and other data to identify, investigate and manage threats

Server and desktop Hardening

FUNCTIONAL ENVIRONMENT :

LINUX, WINDOWS SERVER 2008 TO 2019, SDS, PKI SDAM, OPENLDAP,
FIREWALLING (PFSENSE), NGINX, APACHE, SQL, MICROSOFT AZURE,
POWER SHELL, BASH, PYTHON, OPENSSL, WIRESHARK, MICROSOFT
OFFICE 365, MS PROJECT.

2014 — 2015IT consulting engineer

ORANGE BUSINESS - Lyon

Context: Help customers to implements practical and pragmatic solutions
intended to optimize their IT.

Achievements: achievements of several projects around the problematic
unified communication.

Key function:

Overhaul of Systemis IT information system.

Migration and coexisting of mail servers (Exchange, 0365, Bluemind)
Migration and coexisting of TolP servers (Link, Link Online, Skype for
business)

Active Directory GPO Management

Customer’s infrastructure auditing

Document IT architecture and operations processes related to subject;
Analyze logs and other data to identify, investigate and manage threats

FUNCTIONAL ENVIRONMENT :
ACTIVE DIRECTORY, AZURE AD, ADFS, AAD CONNECT, MICROSOFT
OFFICE 365, LYNC VOICE, BTIP TRUNCK SIP, AUDIO CODES.



