


1. Introduction

What Is SRE?

Site Reliability Engineering applies software 
engineering principles to operations in order to create 
highly reliable, scalable, and maintainable systems. 
The primary objective is not to eliminate failures 
entirely, but to design systems that can detect, 
withstand, recover from, and learn from failures 
efficiently.

SRE bridges the gap between development velocity 
and operational stability — ensuring that the teams 
shipping software are also accountable for its behavior 
in production.

Objectives of This Guide

This guide provides actionable best 
practices across the full SRE discipline:

Reliability engineering

Service level management

Monitoring and observability

Incident response

Automation and toil reduction

Capacity planning

Change management

Security and resilience

Continuous improvement



2. Reliability Best Practices

Define Reliability as a Business 
Objective

Reliability should be aligned with business 
requirements rather than arbitrary uptime targets. 
When reliability goals are disconnected from 
customer expectations, teams optimize for the 
wrong outcomes — either over-investing in 
redundancy that customers don't notice, or under-
investing in areas that directly impact revenue and 
trust.

Customer-Aligned Goals

Define reliability targets based on what 
customers actually experience and expect.

Measurable Targets

Establish quantifiable service targets that 
can be tracked and reviewed quarterly.

Prioritized Services

Focus engineering investment on business-
critical services with the highest customer 
impact.

Establish Reliability Ownership

Reliability cannot be owned by a single team in 
isolation. It must be a shared responsibility woven 
into the culture of engineering, operations, and 
product teams alike. Without clear ownership, 
incidents go unacknowledged, escalations stall, 
and systemic problems persist across release 
cycles.

Service Ownership

Define clear ownership for every production 
service, with named accountable teams.

Accountability

Assign production accountability so that 
ownership is not ambiguous during 
incidents.

Escalation Paths

Maintain documented escalation procedures 
so on-call engineers know exactly who to 
contact.



3. Service Level Management Best 
Practices
Effective service level management creates a shared language between engineering and business 
stakeholders. SLIs, SLOs, and error budgets form the foundation of data-driven reliability decisions.

SLIs — Service Level 
Indicators
Measure customer-facing 
service performance with 
meaningful, quantifiable 
signals.

Service 
Type

SLI 
Exampl
es

Web 
Applicat
ions

Availabil
ity, 
latency

APIs Respon
se time, 
error 
rate

Databas
es

Query 
latency, 
uptime

Infrastr
ucture

Resourc
e 
utilizati
on

SLOs — Service Level 
Objectives
SLOs translate SLIs into 
targets that teams commit to 
maintaining. They must be 
realistic, measurable, and 
reviewed regularly to remain 
relevant.

Base SLOs on historical 
performance data

Align SLOs with actual 
customer expectations

Review and recalibrate 
SLOs quarterly

Avoid aspirational targets 
that create false 
confidence

Error Budgets
Error budgets quantify the 
acceptable amount of 
unreliability and create a 
mechanism for balancing 
feature velocity with stability.

Track error budget 
consumption in real time

Use budget status to 
guide release decisions

Pause risky deployments 
when budgets are 
exhausted

Communicate budget 
status to all stakeholders



4. Monitoring Best Practices
Effective monitoring focuses on signals that reflect customer experience rather than drowning teams in 
technical noise. The goal is actionable insight, not comprehensive data collection for its own sake.

The Four Golden Signals

Latency
Measure response times for successful and 
failed requests separately. Slow failures mask 
real performance degradation.

Traffic
Measure demand on your services — requests 
per second, active sessions, or transactions 
processed.

Errors
Measure failure rates and unsuccessful 
requests. Distinguish between explicit errors 
(5xx) and implicit failures (wrong results).

Saturation
Measure how "full" your service is. Track the 
resources most constrained — CPU, memory, 
I/O, or queue depth.

Monitoring Best Practices

Monitor customer experience as the primary 
signal

Monitor all critical dependencies, not just your 
own services

Monitor infrastructure and application layers 
together

Establish clear monitoring ownership per 
service

Review dashboards regularly to prune stale 
metrics

Dashboard Design Principles

Easy to understand at a glance during an 
incident

Focus exclusively on actionable metrics

Highlight business impact, not just technical 
state

Support rapid troubleshooting with drill-down 
capability



5. Observability Best Practices
Observability extends beyond monitoring by enabling engineers to ask arbitrary questions about system 
behavior — even questions that weren't anticipated when the system was built. It is the foundation for rapid 
diagnosis in complex, distributed environments.

Logs
Capture detailed system events 
with structured, consistent 
formatting. Centralize log 
collection so engineers can 
search across services during an 
incident. Standardize log formats 
to enable automated parsing and 
correlation.

Metrics
Track numerical performance 
indicators over time to identify 
trends, anomalies, and 
degradation patterns. Metrics 
provide the quantitative 
backbone for SLIs and 
dashboards. Retain historical 
data to support capacity planning 
and regression analysis.

Traces
Follow individual requests as they 
traverse distributed systems. 
Distributed tracing reveals 
latency hotspots, unexpected 
dependencies, and failure 
propagation paths that logs and 
metrics alone cannot expose.

Correlating logs, metrics, and traces across a single request is the gold standard of observability. 
Invest in tooling that enables unified telemetry correlation and retain historical data to support 
postmortem investigations.



6. Alerting Best Practices

Reduce Alert Fatigue

Too many alerts reduce operational 
effectiveness faster than too few. When on-
call engineers are bombarded with 
notifications, critical signals get lost in 
noise. Alert fatigue leads to desensitization, 
slower response times, and engineer 
burnout — ultimately making systems less 
reliable, not more.

Every alert that fires should demand a 
human response. If no action is warranted, 
the alert should be eliminated or demoted.

Core Alert Design Principles

Actionable — every alert requires a 
defined response

Relevant — tied to real customer or 
business impact

Timely — fires early enough to allow 
mitigation

Prioritized — severity levels guide 
response urgency

Alert Severity Framework

Severity Description

Critical Immediate response 
required — customer-
facing service down

High Significant service 
impact — response 
within 30 minutes

Medium Moderate impact — 
response within 
business hours

Low Informational — review 
during scheduled 
operations

Alerting Best Practices

Alert on symptoms visible to customers, not internal 
causes

Avoid duplicate alerts from multiple monitoring 
systems

Review alert effectiveness in every postmortem

Eliminate or tune noisy alerts on a regular schedule

Use alert routing to match severity to the right team



7. Incident Management Best Practices
A formal incident response process transforms chaotic, ad-hoc reactions into structured, efficient 
responses. Consistency in how incidents are handled reduces mean time to resolution and prevents small 
problems from becoming catastrophic outages.

The Incident Lifecycle

ResolveMitigateEscalateAssessDetect

Incident Management Best Practices

Define clear incident severity levels with 
explicit criteria

Maintain up-to-date escalation procedures and 
runbooks

Establish dedicated communication channels 
per incident

Document incidents consistently using a 
standard template

Conduct regular incident drills to test 
preparedness

Communication During Incidents

Provide stakeholder updates on a defined 
cadence

Communicate facts only — avoid speculation 
on causes

Inform business stakeholders promptly when 
SLOs are breached

Publish a clear recovery status as soon as 
mitigation is confirmed



8. Blameless Postmortem Best Practices
Blameless postmortems are one of the most powerful tools in an SRE organization's arsenal. They 
transform painful incidents into organizational learning by focusing attention on systemic causes rather 
than individual mistakes. A culture of psychological safety during postmortems is a prerequisite for honest, 
high-quality analysis.

1
Incident Summary
What happened? Provide a concise description of the incident, its duration, and its visible 
impact to customers and internal systems.

2
Timeline
When did it happen? Document a precise, factual sequence of events from the first signal to 
full resolution — including response delays and decision points.

3
Root Cause Analysis
Why did it happen? Identify the underlying systemic causes using structured techniques such 
as the 5 Whys or fishbone analysis. Avoid stopping at the proximate cause.

4
Impact Assessment
What was affected? Quantify the impact in terms of customer requests affected, SLO budget 
consumed, and downstream service dependencies disrupted.

5
Action Items
How can recurrence be prevented? Define specific, assigned, time-bound corrective actions. 
Track completion and measure whether changes actually improve reliability.

Share postmortem findings across the organization. Lessons learned in one team frequently 
apply to adjacent systems — broad visibility multiplies the value of every postmortem conducted.



9. Toil Reduction Best Practices

What Is Toil?

Toil is operational work that is 
manual, repetitive, automatable, 
tactical, and scales linearly with 
service growth. It doesn't contribute to 
long-term reliability improvement — it 
simply keeps the lights on. Toil 
crowds out engineering work, reduces 
job satisfaction, and makes scaling 
operations extremely expensive.

The 50% Rule

Many mature SRE organizations aim 
for less than 50% of operational 
effort spent on manual work. When 
toil exceeds this threshold, it's a 
strong signal to pause feature work 
and invest in automation and self-
service tooling.

Common Toil Examples

Manual Deployments

Repeated hand-cranked release processes that should 
be automated via CI/CD pipelines.

Repetitive Ticket Processing

High-volume, low-value operational requests that can 
be replaced with self-service workflows.

Manual Server Maintenance

Patching, certificate rotation, and configuration 
updates that should be automated end-to-end.

Repeated Troubleshooting

Recurring issues that expose a systemic root cause 
demanding a permanent engineering fix.



10. Automation Best Practices
Automation is the primary mechanism through which SRE teams scale operational capacity without 
proportionally growing headcount. Well-designed automation improves consistency, reduces human error, 
and enables engineers to focus on higher-value reliability work.

Deployments
Implement full CI/CD pipelines that automate 
build, test, and release workflows. Eliminate 
manual steps from the critical path to 
production.

Infrastructure
Manage all infrastructure through code (IaC). 
Terraform, Pulumi, and similar tools make 
infrastructure reproducible, reviewable, and 
version-controlled.

Monitoring
Implement auto-remediation for well-
understood failure modes. Automated 
runbooks reduce MTTR and free on-call 
engineers for novel problems.

Scaling
Configure auto-scaling policies that respond to 
demand signals before performance degrades. 
Horizontal and vertical scaling should require 
zero human intervention during normal 
operation.

Automate safely. Every automated action must be thoroughly tested, version controlled, and 
equipped with rollback capabilities. Monitor automated systems as rigorously as the services 
they manage — automation failures can cascade faster than human errors.



11. Capacity Planning Best Practices

Forecast Future Demand

Capacity planning prevents performance degradation 
before it becomes visible to customers. Reactive 
capacity management — purchasing resources only 
after saturation is observed — guarantees that 
customers experience the consequences of under-
provisioning. Proactive planning requires understanding 
growth trends, seasonal patterns, and the capacity 
impact of new product launches.

Effective capacity planning is not a one-time exercise. It 
is a continuous discipline that requires regular 
forecasting cadences, defined escalation thresholds, 
and tested scaling procedures. The goal is to maintain 
sufficient resource headroom while avoiding wasteful 
over-provisioning that inflates infrastructure costs.

Best Practices

Monitor utilization trends continuously, not just 
during planning cycles

Establish capacity thresholds that trigger 
procurement or scaling actions

Forecast growth at least one quarter ahead

Test scaling capabilities before demand arrives, not 
during incidents

Maintain resource buffers to absorb unexpected 
traffic spikes

Key Capacity Metrics

Metric Purpose

CPU Processing 
demand and 
compute 
headroom

Memory Resource usage 
and leak 
detection

Storage Data growth and 
retention 
planning

Network Traffic demand 
and bandwidth 
saturation

Track capacity metrics at both the 
infrastructure layer and the 
application layer. Application-level 
saturation signals — such as queue 
depth and thread pool exhaustion 
— often precede infrastructure 
saturation and provide earlier 
warning.



12. Change Management Best Practices
Changes — deployments, configuration updates, infrastructure modifications — are the leading source of 
production service disruptions. A structured change management discipline reduces the blast radius of 
changes and accelerates recovery when things go wrong.

Blue-Green Deployment
Maintain two identical production 
environments. Switch traffic 
between them atomically, 
enabling instant rollback by 
redirecting traffic to the previous 
environment. Ideal for minimizing 
downtime during major releases.

Canary Deployment
Release changes to a small 
subset of users or servers first. 
Monitor error rates and latency 
on the canary population before 
gradually expanding traffic. 
Catches regressions before full 
rollout.

Rolling Deployment
Gradually replace existing 
instances with new ones, 
maintaining service availability 
throughout the update. Balances 
risk reduction with deployment 
speed for stateless services.

Always monitor deployments actively for at least 30 minutes post-release. The majority of 
deployment-related incidents manifest within the first few minutes of traffic exposure — 
automated rollback triggers can dramatically reduce MTTR.



13. Reliability Engineering Best 
Practices
Resilient systems are architected to tolerate component failures without causing major service disruptions. 
The fundamental principle is that no single component failure should result in complete service 
unavailability. This requires deliberate design choices at every layer of the stack.

Resilience Best Practices

Eliminate every identifiable single point of 
failure in critical paths

Implement redundancy at the compute, 
storage, and network layers

Use load balancing to distribute traffic and 
absorb instance failures

Design for graceful degradation so partial 
failures don't cascade

Test recovery procedures regularly — not only 
in production incidents

High Availability Checklist

Redundant infrastructure across independent 
failure domains

Multi-zone deployment to survive AZ-level 
failures

Automatic failover with tested RTO targets

Load balancing with health-check-driven 
routing

Backup systems tested for restoration 
accuracy



14. Disaster Recovery Best Practices

Prepare for Major Failures

Disaster recovery ensures business 
continuity when failures exceed the 
scope of normal resilience 
mechanisms. Regional outages, data 
corruption events, and multi-zone 
failures require predefined recovery 
playbooks that have been tested and 
validated.

A disaster recovery plan that has 
never been tested is not a plan — it is 
a hypothesis. Regular recovery testing 
is the only way to validate that RTO 
and RPO commitments are achievable 
under real conditions.

Key Recovery Metrics

Metric Meaning

RTO Recovery 
Time 
Objective — 
maximum 
acceptable 
downtime 
duration

RPO Recovery 
Point 
Objective — 
maximum 
acceptable 
data loss 
window

Disaster Recovery Best Practices

1 Document Recovery Plans

Maintain detailed, step-by-step recovery runbooks for 
every critical service. Documentation must be 
accessible when primary systems are unavailable.

2 Conduct Recovery Testing

Schedule quarterly disaster recovery drills. Test both 
technical recovery procedures and human 
coordination across teams. Document findings and 
update plans accordingly.

3 Maintain and Validate Backups

Regularly verify that backup systems are functional 
and that data can be restored to within RPO targets. A 
backup that cannot be restored provides no 
protection.

4 Review Plans Annually

Architecture changes, team changes, and new 
dependencies invalidate old recovery plans. Annual 
reviews ensure plans remain accurate and executable.



15. Security Best Practices for SRE
Reliability and security are not competing priorities — they are complementary. An unsecured system 
cannot be considered reliable. Security failures cause incidents, data breaches create outages, and 
unpatched vulnerabilities become blast radii that dwarf ordinary operational failures.

Least Privilege Access
Grant only the permissions required for 
each role and service. Minimize the blast 
radius of credential compromise by 
ensuring no account has more access than 
it needs to function.

Secrets Management
Store credentials, API keys, and certificates 
in dedicated secrets management systems. 
Never embed secrets in source code, 
container images, or configuration files 
checked into version control.

Automated Patching
Automate OS and dependency patching 
workflows. Unpatched vulnerabilities 
represent a reliability risk, not just a 
security risk — many production incidents 
originate in known CVEs that were never 
remediated.

Security Monitoring
Monitor for authentication failures, privilege 
escalation, configuration drift, suspicious 
network activity, and unauthorized 
changes. Security events must be 
integrated into the same incident response 
workflow as operational events.



16. Cloud Reliability Best Practices
Cloud-native systems require specialized reliability practices that leverage the elasticity, managed services, 
and geographic distribution that cloud providers offer. Simply lifting and shifting on-premises architectures 
to the cloud without redesigning for cloud-native patterns forfeits most of the reliability benefits cloud 
infrastructure provides.

Managed Services
Use managed databases, 
queues, and platform 
services when appropriate. 
Offloading operational 
burden to the cloud provider 
reduces the surface area 
your team must maintain.

Multi-Zone 
Deployment
Deploy critical workloads 
across multiple availability 
zones. A single AZ failure 
should not cause service 
unavailability for any 
production system with an 
availability SLO above 99%.

Auto-Scaling
Implement auto-scaling 
policies that respond to 
demand signals proactively. 
Define both scale-out and 
scale-in thresholds to 
optimize cost without 
compromising capacity 
headroom.

Stateless Services
Design application services to be stateless 
wherever possible. Stateless services can be 
replaced, scaled, and failed over without data 
loss or session disruption.

Infrastructure as Code
Manage all cloud resources through version-
controlled IaC. This ensures reproducibility, 
auditability, and the ability to recreate 
environments from scratch during disaster 
recovery scenarios.



17. Kubernetes Reliability Best Practices
Kubernetes provides powerful primitives for building resilient container platforms, but its flexibility also means 
that reliability must be deliberately configured — it is not provided by default. Misconfigured Kubernetes 
workloads are a common source of preventable production incidents.

Reliability Controls Reference

Control Purpose

Liveness Probe Detect and restart 
unhealthy containers 
automatically

Readiness Probe Control traffic routing to 
prevent requests hitting 
unready pods

Horizontal Pod 
Autoscaler

Match workload 
demand without manual 
scaling intervention

Resource Limits Prevent noisy neighbor 
resource exhaustion on 
shared nodes

Pod Disruption Budgets Ensure minimum 
availability during 
voluntary disruptions

Kubernetes Best Practices

Resource Limits

Define CPU and memory requests and 
limits for every container. Unconstrained 
containers can exhaust node resources 
and cause cascading failures across co-
located workloads.

Health Checks

Configure both liveness and readiness 
probes for all production workloads. 
Probes that are too sensitive create 
flapping; probes that are too lenient 
mask real failures.

Rolling Updates

Configure maxSurge and 
maxUnavailable carefully to balance 
deployment speed against availability 
guarantees during rollouts.

Cluster Health Monitoring

Monitor node conditions, etcd latency, 
API server availability, and control plane 
component health as first-class 
reliability signals.



18. Continuous Improvement Best 
Practices
Reliability is not a destination — it is a continuous journey that requires sustained investment, 
measurement, and iteration. SRE maturity develops incrementally as teams build better instrumentation, 
more comprehensive automation, and stronger postmortem practices over time.

Measure
Collect reliability data: SLO 

compliance, error budget 
consumption, incident 

frequency, and toil levels.

Analyze
Review trends, identify 
systemic patterns, and 
prioritize the reliability 
investments with the highest 
expected impact.

Improve
Implement corrective actions, 
automation projects, and 
architectural changes that 
address the root causes 
identified in analysis.

Validate
Confirm that improvements 
produce measurable reliability 
gains. Close the loop between 
action and outcome.

Repeat
Reliability improvement is 

never finished. Each iteration 
raises the floor, enabling the 

next cycle to tackle 
progressively more complex 

challenges.



19. SRE Team Best Practices
Effective SRE teams combine deep engineering skills with operational expertise and a strong automation 
mindset. The most successful SRE organizations are characterized by data-driven decision making, a 
blameless culture, and genuine collaboration with development and product teams. Building a high-performing 
SRE team requires investing in both technical skills and organizational practices.

Team Characteristics

Engineering 
Skills

SREs must be 
strong software 
engineers capable 
of building, 
maintaining, and 
improving complex 
automated 
systems alongside 
traditional 
operational 
responsibilities.

Automation 
Mindset

The default 
response to 
recurring 
operational work 
must be to 
eliminate it 
through 
engineering, not to 
absorb it through 
manual effort.

Data-Driven 
Decisions

Reliability 
investments 
should be justified 
by data: incident 
frequency, error 
budget 
consumption, toil 
measurements, 
and SLO trends.

Collaboration 
Culture

SRE effectiveness 
depends on strong 
relationships with 
development 
teams. Reliability 
is a product of 
shared ownership, 
not enforcement 
from a separate 
operations silo.

Core Team Responsibilities

Reliability engineering and architecture review

Incident response and on-call management

Monitoring platform ownership and dashboard 
maintenance

Capacity planning and growth forecasting

Automation development and toil elimination

Postmortem facilitation and action item tracking

SLO definition, measurement, and reporting

Operational improvement program management

SRE team size should scale with the 
complexity and criticality of services 
supported — not linearly with the number 
of engineering teams. Invest in self-service 
tooling and developer enablement to 
extend SRE impact without proportionally 
growing headcount.



20. SRE Maturity Best Practices
SRE maturity develops progressively as organizations build foundational capabilities, instrument their 
systems, formalize their processes, and ultimately achieve a state of continuous, data-driven reliability 
optimization. Understanding where your organization sits on the maturity curve helps prioritize the highest-
leverage investments.

1
Level 1: Initial
Reactive operations. Incidents are handled ad-hoc. No formal SLOs. Monitoring is sparse 
and alert-heavy.

2
Level 2: Managed
Basic monitoring and processes in place. Incidents follow a loose workflow. 
Some SLIs defined but SLOs not yet formalized.

3

Level 3: Defined
Formal SRE practices established. SLOs defined and tracked. Error 
budgets used to govern release decisions. Blameless postmortems 
conducted consistently.

4

Level 4: Automated
Significant automation coverage. Toil below 50%. CI/CD 
pipelines mature. Auto-remediation handles common 
failure modes without human intervention.

5

Level 5: Optimized
Continuous reliability improvement driven by 
data. Proactive capacity management. Chaos 
engineering in regular use. SRE practices 
embedded across all engineering teams.



21. Common SRE Mistakes to Avoid
Awareness of common anti-patterns is as valuable as knowledge of best practices. These operational 
pitfalls are consistently observed across organizations of all sizes and represent some of the most 
frequent root causes of SRE program stagnation.

⚠ No SLOs Defined

Without SLOs, reliability cannot be measured, 
communicated, or improved. Teams operate 
without a shared understanding of what "good 
enough" looks like, leading to both under-
investment and over-engineering in the wrong 
places.

⚠ Excessive Alerts

Alert fatigue is a systemic reliability risk. When 
everything is critical, nothing is. On-call 
engineers who are constantly paged stop 
trusting alerts — and miss the ones that 
actually matter.

⚠ Manual Deployments

Manual release processes introduce 
inconsistency, increase operator error rates, and 
make rollbacks slow and unreliable. Every 
manual deployment step is a reliability risk that 
grows with deployment frequency.

⚠ Lack of Automation

Organizations that fail to invest in automation 
accumulate operational debt that compounds 
over time. As services grow, manual operational 
overhead scales linearly while engineering 
capacity does not.

⚠ Ignoring Postmortems

Skipping postmortems or failing to track action 
items guarantees that the same incidents recur. 
The learning loop that postmortems provide is 
essential to breaking the cycle of repeated 
failures.

⚠ Monitoring Too Many Metrics

Comprehensive data collection without focus 
creates confusion, not insight. Tracking 
hundreds of metrics without prioritization 
buries the signals that matter under an 
avalanche of noise.



22. SRE Quick Best Practices Checklist
Use this checklist as a practical self-assessment tool for your SRE program. Each item represents a 
foundational practice that mature SRE organizations have in place. Gaps in coverage highlight the highest-
priority areas for investment.

RELIABILITY

Define SLOs for all customer-facing services

Track SLIs with real-time dashboards

Manage error budgets and communicate 
status

Review reliability objectives quarterly

MONITORING

Monitor the four golden signals for every 
service

Reduce noisy alerts through regular review

Build actionable, customer-focused 
dashboards

Track customer experience as the primary 
signal

INCIDENT MANAGEMENT

Define incident severity levels with clear 
criteria

Maintain up-to-date runbooks for common 
failures

Conduct blameless postmortems for major 
incidents

Track postmortem action items to completion

AUTOMATION

Measure and reduce toil below 50% of 
operational effort

Automate all deployments through CI/CD 
pipelines

Implement auto-remediation for known failure 
modes

Version control all automation scripts and IaC

SECURITY

Apply least privilege access across all systems

Monitor for authentication failures and 
privilege escalation

Protect secrets with dedicated secrets 
management tooling

Automate OS and dependency patching 
workflows

Use this checklist in quarterly SRE 
reviews to measure program maturity, 
identify gaps, and prioritize reliability 
investments. Completing all items 
represents a strong foundation for Level 
3+ SRE maturity.



https://www.gsdcouncil.org/certified-site-reliability-engineer-foundation
https://www.gsdcouncil.org/certified-site-reliability-engineer-foundation

