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Certified ISO 27001:2013 Lead
Implementer

ABOUT CERTIFICATION OBJECTIVES

It validates expertise in planning, 1.Plan audits effectively.
implementing, managing, and 2.Conduct audit interviews.
maintaining an ISMS compliant with ISO 3.Understand ISO/IEC 27001:2013
27001. standard for ISMS.

4.0versee audit programs.
Certified ISO 27001 Lead Implementers 5.Create audit reports.
possess in-depth knowledge of audit 6. Prepare non-conformity reports.
planning, executing interviews, 7. Conduct on-site audits.
managing programs, designing reports, 8.Take charge of an audit team.

drafting non-conformity reports, 9.Implement and manage 1SO 27001-
conducting on-site audits, leading compliant ISMS

teams, and tackling real-world audit 10. Explore real-life challenges
challenges. . .
encountered during audits.

This certification enhances credibility,
positioning individuals as trusted
experts in information security and
opening doors to diverse career
opportunities.

Our Accreditation:

The Global Skill Development Council (GSDC) is the leading third-party, Vendor neutral,
) international credentialing and certification organization. The Global Skill
Development Council (GSDC) is proud to be ANSI Accredited Member.
The American National Standards Institute (ANSI) is a private, non-profit
organization that administers and coordinates the U.S. voluntary standards and

American National Standards Institute .
conformity assessment system.

The Global Skill Development Council (GSDC) is the leading third-party, vendor-

neutral, Intern-ational credentialing and certification organization. The Global Skill
Development Council (GSDC) is proud to be ABICB accredited member.Accreditation
Board For Inter- national Certification Bodies's accrediation is globally recognized as

the highest certificati- on for training institutes as it is an independent autonomous
body




COURSE SYLLABUS

1. Overview of ISO 27001
e |SO 27001 Mission & Objectives
e [SO 27001 methodology
e |SO 27001 focus areas
e Review and monitor
e Improvement and maintenance
e |SO 27001 Clauses

2.Information Security Management Systems
(ISMS)

e Skill in establishing security metrics

* Creating a Project Plan for ISMS 1ISO 27001

e Understanding Governance Frameworks

e Principles, Concepts, and Benefits of ISMS.

e Introduction to Management Systems

* Exploring the PDCA Cycle (Plan-Do-Check-

Act)

3.Introduction to Auditing
* Defining & planning auditing
e Types of audit
e Techniques and principles
e Phases of audit

4.1SO 27001 Audit Execution
e Creating audit reports
* Analyzing data
* Implementing audit procedures
e Evaluating documents and reports
» Verifying the accuracy of reports
e Developing and incorporating findings
e Strategizing, coordinating, and prioritizing
 Influencing Factors on audit findings'
Reliability

5.Internal Auditor
e Roles and responsibilities
e Record review activities
e Internal auditor checklist
e Communication between departments
e Drafting reports and test plans

6.Risk Management
e Analysing and evaluating risks
* Managing risk approaches

7.Risk Assessment and the Statement of
Applicability (SOA)

e Risk assessment summary

e Conducting risk assessments

e Methodology & Implementation

e Making plan & implementation

e |SMS risk assessment report

» The Statement of Applicability (SOA)

e Threats and vulnerabilities

8.Implementing an ISMS in an Organisation
e Apply the frameworks
* Design writing procedures and controls
e Implementing the controls
e Training and awareness program
* Management'srole
e Impediments and aids to success
* Responsibilities of employees

9.Security Controls and Incident Management
e Management of incidents and operations
e Physical and environmental security
e QOperations
¢ Communications
e Managing incidents
e Confidentiality and security of information in
an ISMS
e Control and act
e Managing records
e Monitoring controls
* Indicating performance
e Developing a matrix according to ISO 27001
e Internal auditing




The GSDC is the leading certification association which
brings together innovative organizations and founding
thought-leaders as Technical Advisors from over 40
countries to design curriculum on Blockchain, Devops,
Six Sigma & Agile Certifications.

Our Future Information

Target Audience

e Project Managers

e Project Board Members

e Senior Responsible Owners

Team Managers

Product Delivery Managers

Project Assurance

Business Change Analysts

Project Support

Project and Program Office Personnel
Operational line managers/staff

Pre-requisites
Recommended to have training on 1ISO 27001:2013 through a qualified training institution.
Recommended to have work experience in quality and security.

Find out more online at
www.gsdcouncil.org




