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Our globally accredited 1ISO 27001 |
Lead Auditor certified individual is a
highly experienced and

knowledgeable professional
certified by the International
Organization for Standardization
(1SO) to lead audits of organizations'’
information security management
systems (ISMS).
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Certified 1SO 27001:2022 Lead
Auditor

ABOUT CERTIFICATION OBJECTIVES

The Lead Auditor's role involves the You will be ready to do the following after

plaqning, execu.tior), an'd reporting Qf successfully completing this certification:
audits on organizations' ISMSs. Their 1. Assess compliance with

objective is to evaluate the effectiveness of _
these systems in safeguarding information ISO 27001:2022 standards
confidentiality, integrity, and availability. . Identify gaps and non-conformities

for improvement
. Evaluate the effectiveness of information
security management systems

Lead Auditors must have a deep
understanding of ISO 27001 and its
requirements and the ability to apply audit
techniques to assess whether an ISMS is . Conduct thorough audits of security
compliant with the Standard. Lead controls

Auditors are also reSpOhSible for ensuring . Venfy adherence to lega[ and

that audits are conducted in accordance
with 1ISO 19011, the international standard
for auditing management systems.

regulatory requirements
. Provide recommendations for enhancing
information security

To attain ISO 27001 Lead Auditor . Ensure continuous improvement of
Certification status, individuals must
complete an accredited course and pass
an examination.

security practices
8. Foster a culture of risk management
awareness
9. Promote confidentiality, integrity, and
availability

of data
10. Enhance overall information security

governance

Our Accreditation:

The Global Skill Development Council (GSDC) is the leading third-party, Vendor neutral,
) international credentialing and certification organization. The Global Skill
Development Council (GSDC) is proud to be ANSI Accredited Member.
The American National Standards Institute (ANSI) is a private, non-profit
organization that administers and coordinates the U.S. voluntary standards and

American National Standards Institute .
conformity assessment system.

The Global Skill Development Council (GSDC) is the leading third-party, vendor-

neutral, Intern-ational credentialing and certification organization. The Global Skill
Development Council (GSDC) is proud to be ABICB accredited member.Accreditation
Board For Inter- national Certification Bodies's accrediation is globally recognized as

the highest certificati- on for training institutes as it is an independent autonomous
body




COURSE SYLLABUS

1.Context of the organization:

Grasping the organization and its
surroundings.

Recognizing the Requirements and
Anticipations of Stakeholders.
Establishing the Boundaries of the
information security management
system.

Managing the information security
management system.

2. Leadership

Leadership and commitment.

Policy.

Organizational roles, responsibilities, and
authorities.

3.Planning

3.1 Initiatives to tackle risks and
Opportunities.

Overview

Assessment of information security risks.
Treatment of information security risks.
3.2 Establishing information security
goals and strategic planning.

4. Support

Resources.

Competence.

Awareness.

Communication.

Documented information:
General,Creating,updating & Control of
documented information.

5. Operation
e Operational planning and control.
e Information security risk assessment.
 Information security risk treatment.

6.Performance evaluation

e Monitoring, measurement, analysis, and
evaluation.

e Internal audit: General & Internal audit
program.

¢ Management review:
General,Management review inputs &
Management review results .

7.Improvement
e Continual improvement.
o Nonconformity and corrective action.




GSDC Technical Advisory Board :

b

The GSDC is the leading certification association which
brings together innovative organizations and founding
thought-leaders as Technical Advisors from over 40
countries to design curriculum on Blockchain, Devops,
Six Sigma & Agile Certifications.

Our Future Information

Target Audience

e Senior Accountable Owners

e Project Managers

» Analysts for Business Change, Project Support

e Managers of Product Delivery

e Team Leaders for Entrepreneurs

e Members of the Project Board

* Project and Program Office Personnel, and Operational Line Managers/Staff

Pre-requisites

There are no mandatory prerequisites for ISO 27001:2022 but below are a few
recommendations:
e Recommended to have training on ISO 27001:2022 through a qualified
training institution.
 Recommended to have work experience in quality and security.

Find out more online at
www.gsdcouncil.org




