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1. Introduction  

1.1 Why Cardholder Data Security Matters  

Cardholder data security is a critical concern for any organization that handles payment 

cards. Every transaction that involves a credit or debit card presents an opportunity for 

sensitive information to be exposed, stolen, or misused. Failure to protect this data can 

lead to severe consequences, including:  

 Financial Loss: Data breaches can result in significant penalties, legal fees, and 

compensation costs.  

 Reputational Damage: Customers lose trust in businesses that fail to protect 

their information.  

 Regulatory Consequences: Non-compliance with standards like PCI DSS 

(Payment Card Industry Data Security Standard) can lead to fines and 

restrictions on card processing.  

For example, in 2022, a major retailer experienced a breach that exposed millions of 

cardholder records, resulting in both immediate financial penalties and a long-term loss 

of customer confidence.  

1.2 Purpose of This Blueprint  

This blueprint aims to provide a clear, actionable framework for securing cardholder 

data within your organization. It covers essential principles, common terms, and 

practical guidelines to help your team meet compliance requirements and protect 

sensitive information.  

By following this toolkit, organizations can:  

 Understand what constitutes cardholder data  

 Identify what data must never be stored  

 Implement best practices for data protection  
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 Build a culture of security and compliance  

1.3 Who Should Use This Toolkit  

This toolkit is designed for the following audiences:  

 Merchants: Business owners and staff who accept payment cards, whether in-

store, online, or via phone.  

 IT Teams: Professionals responsible for managing systems that store, process, 

or transmit cardholder data.  

 Compliance Teams: Individuals ensuring the organization adheres to industry 

regulations and standards.  

For example:  

 A small e-commerce store owner can use this guide to understand what card 

data is safe to store on their website.  

 An IT manager at a retail chain can reference the toolkit when conducting a 

security assessment of their payment systems.  

 A compliance officer can use the glossary to clarify terms in policy documents 

and training materials.  
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2. Cardholder Data Basics  

2.1 What Qualifies as Cardholder Data (CHD)  

Cardholder Data (CHD) refers to any personally identifiable information associated with 

a payment card. This includes:  

 Primary Account Number (PAN): The unique number on the front of a 

payment card.  

 Cardholder Name: The name of the individual to whom the card is issued.  

 Expiration Date: The date when the card becomes invalid.  

 Service Code: A three- or four-digit number on the magnetic stripe that specifies 

acceptance requirements and limitations for the card.  

Example: If you collect a customer’s PAN and expiration date during a transaction, both 

pieces of information are considered CHD and must be protected according to security 

standards.  

2.2 What Must Never Be Stored  

Certain sensitive authentication data (SAD) must never be stored after authorization, 

even if encrypted. These include:  

 Full Magnetic Stripe Data: The data from the back of the card.  

 CAV2/CVC2/CVV2/CID: The three- or four-digit security code printed on the 

card (commonly known as CVV or CID).  

 PIN or PIN Block: The personal identification number used for ATM or debit 

transactions.  

Example: If your system logs the full contents of the magnetic stripe or stores the 

customer's CVV code, this is a violation of industry standards and could expose your 

organization to severe penalties.  
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Quick Glossary  

 CHD (Cardholder Data): Includes the PAN alone or along with the cardholder’s 

name, expiration date, or service code.  

 SAD (Sensitive Authentication Data): Includes full track data, CVV/CID, and 

PINs. Must never be stored after authorization.  

 CDE (Cardholder Data Environment): The people, processes, and technologies 

that store, process, or transmit CHD or SAD.  

Example usage:  

 When conducting a risk assessment, ensure all systems within the CDE are in 

scope for security controls.  

 Only store CHD that is absolutely necessary, and never store SAD after 

authorization.  
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3. Map Your Data Flow  

Understanding how cardholder data moves through your organization is a crucial step 

in strengthening security and achieving compliance. By mapping your data flow, you can 

identify where card data is received, processed, stored, and transmitted, as well as 

pinpoint any vulnerabilities in your systems or processes.  

3.1 Simple Steps to Trace Card Data  

1. Identify Entry Points: List every channel where card information is collected, 

such as point-of-sale terminals, online payment forms, or phone orders.  

2. Track Data Movement: Follow the path card data takes after collection. 

Document each system, application, or third party that handles, stores, or 

transmits this information.  

3. Locate Data Storage: Determine all locations where cardholder data might 

reside, including databases, logs, backups, and paper records.  

4. Assess Data Exit Points: Note how and where card data leaves your 

environment, such as transmissions to payment processors or archiving 

systems.  

5. Review for Gaps: Examine your map to spot any unnecessary data storage or 

insecure touchpoints and take steps to mitigate risks.  

3.2 One-Page Data Flow Mapping Template  

Use the following template as a starting point to visualize your card data flow. You can 

recreate this as a diagram or a simple table:  
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Step  Description  Systems/Teams 

Involved  

Data Storage?  Risks/Notes  

1. Entry  Where and how 

is card data 

collected?  

e.g., POS devices, 

website, call 

center staff  

Yes / No  Physical device 

security, input 

validation  

2. Processing  How is card data 

processed or 

used?  

e.g., payment 

gateway, internal 

applications  

Yes / No  Encryption in 

transit, access 

controls  

3. Storage  Where is card 

data stored (if at 

all)?  

e.g., databases, 

backups, paper 

forms  

Yes / No  Data retention 

policies, secure 

storage  

4. Transmission  Where is card 

data sent outside 

your systems?  

e.g., payment 

processors, cloud 

services  

Yes / No  Secure 

transmission 

protocols, 

vendor 

management  

5. 

Deletion/Archival  

How is card data 

deleted or 

archived?  

e.g., IT team, 

compliance staff  

Yes / No  Proper data 

disposal, audit 

trails  

Regularly updating your data flow map ensures your security measures remain effective 

as your business and technology evolve. Share the completed map with relevant teams 

to foster a culture of awareness and accountability around cardholder data protection.  
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4. Protect Data in Transit  

Transporting cardholder data across internal networks or out to external parties 

exposes it to a unique array of risks. Interception, manipulation, or unauthorized 

disclosure can occur if strict controls are not in place. Effective protection in transit is 

essential to maintaining customer trust and regulatory compliance.  

4.1 Secure Transmission Checklist  

 Always use encrypted channels (such as TLS 1.2 or higher) to transmit sensitive 

data.  

 Verify that certificates are valid and up to date, preventing man-in-the-middle 

attacks.  

 Ensure network segmentation and firewalls are in place to control data flow.  

 Monitor network traffic for anomalies that may indicate unauthorized access 

attempts.  

 Educate staff on the dangers of transmitting cardholder data via unsecured 

methods, such as email or instant messaging.  

4.2 Approved vs. Weak Protocols  

When transmitting cardholder data, only use strong cryptographic protocols that are 

widely recognized as secure. Protocols such as TLS 1.2, TLS 1.3, and IPsec are 

recommended for protecting sensitive information. Avoid outdated or weak protocols 

like SSL, TLS 1.0/1.1, or unencrypted HTTP, which are vulnerable to exploitation and no 

longer meet compliance standards.  

External System Considerations  

 Assess the security posture of all external systems and partners that will receive 

or process cardholder data.  
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 Establish robust agreements and regular audits to ensure third parties uphold 

equivalent security standards.  

 Implement secure APIs with authentication and authorization controls to limit 

data exposure.  

 Be vigilant about data residency and jurisdictional issues, as cross-border 

transfer may introduce legal and regulatory complexities.  

By rigorously securing data in transit, organizations safeguard information integrity and 

preserve the confidentiality of cardholder data throughout every step of its journey.  
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5. Access & Authentication Controls  

Controlling who can access cardholder data (CHD) is a cornerstone of effective security. 

Implementing strict access and authentication measures helps minimize risk and 

ensures only authorized individuals handle sensitive information. The principle of least 

privilege should be enforced-grant users the minimum level of access necessary to 

perform their job functions, and regularly review permissions to prevent unnecessary 

exposure.  

 Least Privilege Principles: Assign access on a need-to-know basis, restricting 

rights to only those required for specific roles. Periodically audit user accounts 

and revoke access that is no longer needed.  

 MFA Requirements: Require multi-factor authentication (MFA) for all users 

accessing systems containing CHD. This adds an extra layer of protection by 

combining something users know (password) with something they have (token 

or device) or something they are (biometric).  

 Who Should Have Access to CHD: Limit access to CHD to essential personnel 

such as payment processing staff, IT administrators responsible for maintaining 

security controls, and compliance officers overseeing data protection measures. 

All access should be logged and monitored for suspicious activity.  

By rigorously managing access and authentication, organizations can significantly 

reduce the risk of unauthorized exposure and maintain the integrity of cardholder data.  
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6. Monitoring & Review  

Ongoing monitoring and regular review are vital for maintaining the security of 

cardholder data and responding swiftly to potential threats. Effective oversight ensures 

that security controls remain robust and that any suspicious activity is detected and 

addressed before it can escalate.  

6.1 What Logs Matter Most  

 Access Logs: Track all attempts to access cardholder data, including successful 

and failed login attempts. These logs help identify unauthorized access and can 

be crucial for forensic investigations.  

 System Event Logs: Monitor system changes, configuration updates, and user 

privilege modifications. Changes to security settings or critical files should be 

flagged for review.  

 Network Traffic Logs: Analyze inbound and outbound data flows to detect 

anomalies, such as unexpected data transfers or communications with untrusted 

external hosts.  

 Audit Trails: Maintain comprehensive records of all actions performed on 

systems storing or processing cardholder data. Audit trails support 

accountability and regulatory compliance.  

6.2 Basic Monitoring Practices  

 Implement automated log collection and analysis tools to aggregate data from 

multiple sources, enabling faster detection of suspicious behavior.  

 Set up alerts for critical events, such as failed login attempts, privilege 

escalations, or unexpected data transmissions, so incidents can be investigated 

promptly.  

 Regularly review logs for patterns that may indicate insider threats, malware 

activity, or external attacks.  
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 Retain logs according to your organization’s data retention policy and 

compliance requirements, ensuring they are securely stored and protected 

against unauthorized access.  

6.3 Testing & Review Essentials  

 Conduct periodic security assessments, such as penetration testing and 

vulnerability scans, to verify that monitoring systems are effective and controls 

remain strong.  

 Review policies and procedures at least annually to ensure they reflect current 

risks, technologies, and regulatory obligations.  

 Simulate incident scenarios to test response plans and ensure staff understand 

their roles in managing security events.  

 Engage independent auditors when necessary to validate your monitoring and 

review processes and identify areas for improvement.  

By prioritizing continuous monitoring and thorough review, organizations can quickly 

detect issues, respond to threats, and sustain a strong security posture for cardholder 

data protection.  
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7. Managing Third-Party Risks  

Organizations often rely on third-party vendors and service providers to process, store, 

or transmit cardholder data. While these partnerships can offer efficiency and 

specialized expertise, they also introduce additional security risks that must be carefully 

managed. Vigilant oversight and robust due diligence are essential to ensure that 

external parties uphold the same standards of data protection as your own 

organization.  

7.1 How to Validate Vendor Security  

 Request evidence of security certifications, such as PCI DSS compliance, SOC 2 

reports, or ISO 27001 accreditation.  

 Review the vendor’s documented security policies, incident response plans, and 

data protection practices.  

 Conduct regular risk assessments and security audits of vendor systems and 

processes, either directly or through independent third parties.  

 Verify that vendors perform background checks on personnel with access to 

cardholder data and provide ongoing security training.  

7.2 What to Ask Service Providers  

 What encryption methods are used to protect cardholder data in transit and at 

rest?  

 How is access to sensitive data controlled and monitored within your 

organization?  

 Can you provide details on your incident detection, notification, and response 

procedures?  

 How do you ensure compliance with relevant legal and regulatory requirements 

for data protection?  
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 What is your process for handling subcontractors or additional third parties who 

may access our data?  

7.3 Shared Responsibility Reminders  

 Establish clear contractual agreements that define each party’s responsibilities 

for safeguarding cardholder data.  

 Maintain ongoing communication with service providers to stay informed about 

changes to their security posture or relevant regulations.  

 Monitor and review third-party access and activity logs to detect anomalies or 

unauthorized actions.  

 Remember that outsourcing does not absolve your organization of 

accountability-ultimate responsibility for protecting cardholder data remains 

with you.  

By proactively managing third-party risks, organizations can strengthen their security 

posture and ensure that sensitive cardholder data is protected throughout the extended 

supply chain.  
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Conclusion  

Protecting cardholder data (CHD) is not just a regulatory necessity-it’s a fundamental 

component of maintaining customer trust and safeguarding your organization’s 

reputation. With the constant evolution of cyber threats and an ever-expanding digital 

landscape, the risks associated with CHD exposure are significant. By prioritizing 

security at every level, organizations help prevent financial loss, legal consequences, 

and damage to brand credibility.  

This toolkit is designed to serve as a practical resource for integrating robust security 

practices into your daily operations. Use it as a living guide to ensure that every 

employee understands their role in maintaining compliance, responding to incidents, 

and upholding the highest standards of data protection. Regularly reference the toolkit 

to reinforce best practices, facilitate training, and support ongoing improvement.  

Finally, maintaining PCI DSS readiness is a continuous journey, not a one-time 

achievement. Stay vigilant by routinely reviewing your policies, monitoring for new 

threats, and engaging in proactive risk management. By embedding these principles into 

your organizational culture, you position your business to thrive in a secure, compliant, 

and resilient environment-today and into the future.  
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