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Al Governance Foundation:
Understanding the Al Landscape
and Classifying Al Risks

A practical guide for building visibility, accountability, and risk-based

oversight across enterprise Al systems
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1. Understand Your Al Landscape

Before an organization can govern Al effectively, it must first know where Al is being
used, who is responsible for it, what data it touches, and what business decisions it
influences. This step creates enterprise-wide visibility. Without this visibility, Al
governance becomes reactive: risks are discovered only after an incident, audit finding,

customer complaint, or regulatory concern.

A complete Al landscape view should include formal Al platforms, embedded Al
features in business applications, internally built models, third-party tools, automation
agents, copilots, and shadow Al tools used by employees. For example, a customer
service chatbot, a resume-screening model, a fraud detection engine, and a sales team's
generative Al writing assistant are all part of the Al landscape, even if they are owned

by different departments.

1.1 Identify all Al models, tools, and agents

Start by identifying every Al-enabled capability used across the organization. This
includes models built by internal teams, vendor-provided Al tools, APIs, automation
bots, Al agents, analytics models, and Al features embedded inside larger software
platforms. The goal is not only to list obvious Al systems but also to uncover hidden or

informal usage.
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Internally developed Al models: machine learning models created by data
science or engineering teams, such as loan default prediction, demand

forecasting, fraud detection, or customer churn models.

Generative Al tools: copilots, content generation tools, document summarizers,

coding assistants, meeting note generators, and internal knowledge assistants.

Al agents and automations: systems that can take actions, trigger workflows,
send notifications, raise tickets, update records, or recommend next steps with

limited human involvement.

Third-party Al systems: vendor tools used in HR, finance, customer service,

legal review, cybersecurity, sales enablement, or marketing automation.

Embedded Al features: Al capabilities inside CRM, ERP, ITSM, security

monitoring, productivity, or collaboration platforms.

Example: A bank may discover that its Al landscape includes a credit risk model in the

lending team, a chatbot in customer support, an Al summarization tool used by

relationship managers, an anti-money-laundering alert model in compliance, and a

generative Al assistant used by software developers. Each system has a different

purpose, risk profile, owner, and oversight need.

1.2 Assign owners and stakeholders

Every Al system must have clearly assigned accountability. Ownership should not sit

only with the technical team. Al risks are cross-functional, so governance should include
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business, technology, data, risk, compliance, legal, security, privacy, and operational

stakeholders.

o Business owner: accountable for the business outcome, value, and acceptable

use of the Al system.

o Technical owner: responsible for model design, configuration, integration,

deployment, and technical performance.

o Data owner: accountable for the quality, sensitivity, lineage, and permitted use

of data processed by the Al system.

o Risk and compliance stakeholders: responsible for regulatory alignment, risk

acceptance, control testing, and audit readiness.

e Security and privacy stakeholders: responsible for access control, data

protection, threat modeling, and privacy impact assessments.

o End-user representatives: provide practical feedback on how the Al system

behaves in real workflows.

Example: For an Al agent that automatically triages IT incidents, the IT operations

manager may be the business owner, the automation team may be the technical owner,
the service management team may own process rules, cybersecurity may review access
risks, and compliance may assess whether incident data includes regulated or sensitive

information.
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1.3 Create an Al inventory

An Al inventory is a centralized register of Al systems. It should be treated as a living
governance artifact, not a one-time spreadsheet. The inventory helps leadership
understand the scale of Al adoption, helps risk teams identify high-risk systems, and
helps auditors verify that Al systems are governed consistently. Inventorying Al
systems and documenting dependencies, accountability, and lifecycle details aligns with
common Al risk management practices, including the NIST Al Risk Management

Framework’s focus on mapping and governing Al systems, 1234567

Al system name and description

« Business function and use case

e Owner, stakeholders, and approval authority

e Altype, such as predictive model, generative Al, rules-enhanced automation, or

autonomous agent

o Data sources, data sensitivity, and data retention requirements

e Vendor or internal development details

e Level of human oversight and decision impact

¢ Risk classification, control status, and review date

e Known limitations, dependencies, and monitoring requirements
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Example inventory entry: “Customer complaint classification model — used by the
service team to categorize complaints and route them to the right resolution queue.
Owner: Head of Customer Operations. Data used: complaint text, customer segment,
product type, and historical resolution codes. Human oversight: agent reviews
suggested category before submission. Initial risk rating: medium due to customer

impact and potential classification errors.”
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2. Identify and Classify Al Risks

Once the organization has visibility into its Al systems, the next step is to assess what
could go wrong, who could be affected, and how severe the consequences could be. Al
risk classification should consider both technical risks and business impacts. Since Al
systems can be probabilistic, adaptive, and dependent on changing data, risk
assessment should be repeated throughout the Al lifecycle rather than performed only

at launch. 891011121314

2.1 Assess risks by use case and autonomy

The same Al technology can create very different risks depending on how it is used. A
model that summarizes internal meeting notes has a different risk profile from a model
that recommends loan approvals or triggers cybersecurity actions. Risk increases when
the Al system affects people, finances, legal rights, safety, security, or regulatory

obligations.

o Low autonomy: Al provides suggestions, but a human makes the final decision.
Example: a writing assistant drafts a customer email that an employee reviews

before sending.

e Medium autonomy: Al recommends decisions or prioritizes work, and humans
usually follow its guidance. Example: an incident triage model recommends

severity and routing for support tickets.

www.gsdcouncil.org 7



http://www.gsdcouncil.org/

@'GSDC

Global Skill Development Cos

o High autonomy: Al takes action with limited or delayed human review.
Example: an Al agent blocks a transaction, updates a customer record, or triggers

a production workflow automatically.

Example: An Al assistant used to summarize internal policy documents may be low risk
if employees verify the output. However, an Al model used to approve insurance claims
may be high risk because incorrect outputs can create financial harm, customer

dissatisfaction, regulatory exposure, and reputational damage.
2.2 Identify bias, privacy, security, and compliance risks

Al risk identification should cover multiple risk categories. These categories help teams
avoid focusing only on technical accuracy while missing broader harms. Trusted Al
characteristics commonly include reliability, safety, security and resilience,
accountability, transparency, explainability, privacy enhancement, and fairness with

harmful bias managed. 1516171819201

o Bias and fairness risk: the Al may produce different outcomes for different
groups because of skewed training data, proxy variables, or historical patterns.
Example: a hiring model may rank candidates unfairly if historical hiring data

reflects past bias.

e Privacy risk: the Al may process personal, sensitive, confidential, or regulated
information without proper controls. Example: a generative Al tool may expose

customer details if employees paste raw case notes into an unmanaged platform.
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Security risk: the Al may introduce vulnerabilities such as prompt injection,
data leakage, model theft, unauthorized access, or manipulation of outputs.
Example: an attacker may craft a prompt that causes an internal chatbot to

reveal restricted information.

Compliance risk: the Al may conflict with laws, policies, contractual obligations,
industry standards, or audit requirements. Example: a financial recommendation
model may require documented explainability, approval workflows, and

evidence of ongoing monitoring.

Operational risk: the Al may generate inaccurate, incomplete, or untimely
outputs that disrupt business operations. Example: a forecasting model may

underestimate demand and cause stock shortages.

A good risk workshop should ask practical questions: What data does the system use?

Who relies on the output? Can a human override it? What happens if it is wrong? Could

it disadvantage a customer, employee, or supplier? Could it expose confidential data?

Could it make an unauthorized decision?

2.3 Prioritize high-risk Al systems

Not every Al system needs the same level of governance. Prioritization ensures that

scarce review, testing, legal, security, and audit resources are focused where the

potential impact is highest. High-risk Al systems should receive stronger controls before

deployment and closer monitoring after deployment.
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o High impact on individuals: systems that affect employment, credit, healthcare,

education, insurance, access to services, or legal outcomes.

o High autonomy: systems that make decisions or trigger actions with little

human review.

o Sensitive data usage: systems using personal data, financial data, health data,

biometric data, confidential business information, or regulated records.

o External exposure: systems that interact directly with customers, regulators,

suppliers, or the public.

o Low explainability: systems where decisions are difficult to interpret, justify, or

audit.

o Critical operations: systems connected to cybersecurity, payments, trading,

service availability, safety, or production workflows.

Example prioritization: A marketing content generator may be classified as low or
medium risk if it does not use sensitive data and all content is reviewed. A fraud
detection model may be high risk because it can block transactions and affect customers
financially. An autonomous IT remediation agent may also be high risk if it can restart

services, change configurations, or affect production availability.
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3. Build Your Al Governance Framework

An Al governance framework defines how the organization makes decisions about A],
who is accountable, what rules must be followed, and how risks are controlled across
the Al lifecycle. It turns broad principles such as fairness, transparency, privacy,
security, and accountability into practical operating procedures. A good framework
should be simple enough for teams to use, but strong enough to support executive
oversight, regulatory compliance, and audit readiness. Microsoft guidance describes Al
governance as an organizational process for assessing Al risks, documenting policies,

enforcing policies, and monitoring risks over time. 22232425262728293031323334

3.1 Define Al policies and responsibilities

Al policies explain what is allowed, what is restricted, and what must be approved
before an Al system is used. These policies should apply to both internally developed Al
systems and third-party tools. They should also cover generative Al, predictive models,

autonomous agents, and Al features embedded in enterprise applications.

e Acceptable use policy: defines where employees may use Al, what types of data

they may enter, and which tools are approved for business use.

e Al development policy: sets requirements for model design, data sourcing,

testing, validation, documentation, and change control.

o Third-party Al policy: establishes due diligence requirements before buying or

enabling vendor-provided Al tools.
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o Data protection policy: defines controls for personal data, confidential

information, regulated records, and data retention.

o Human accountability policy: clarifies that humans remain responsible for

business decisions supported or recommended by Al

Example: A company may allow employees to use approved generative Al tools for
drafting internal communications, brainstorming, and summarizing non-confidential
documents. However, the same policy may prohibit employees from entering customer
financial records, source code, legal contracts, employee performance details, or

regulated personal data into public Al tools.

3.2 Establish approval and oversight processes

Approval and oversight processes ensure that Al systems are reviewed before they are
deployed and monitored after they go live. These processes should be proportionate to
risk. A low-risk productivity assistant may need lightweight registration and user
guidance, while a high-risk Al system may require formal review by legal, compliance,

security, privacy, risk, and business leadership.

o Intake review: teams submit new Al use cases with purpose, business owner,

data sources, expected users, vendor details, and intended outcomes.

o Risk assessment: the use case is assessed for impact, autonomy, data sensitivity,

regulatory exposure, and explainability requirements.

www.gsdcouncil.org 12



http://www.gsdcouncil.org/

@'GSDC

Global Skill Develop

o Control review: relevant controls are checked, including privacy review,

security testing, legal review, model validation, and human oversight.

o Approval decision: the governance body approves, rejects, defers, or

conditionally approves the Al system.

e Post-deployment monitoring: system performance, incidents, complaints,

model drift, usage patterns, and control effectiveness are reviewed periodically.

Example: A business team wants to introduce an Al assistant that recommends next-
best actions for sales representatives. The governance process may require the team to
register the use case, confirm that no sensitive customer data is exposed, assess
whether recommendations could create unfair treatment, test the assistant for

inaccurate or misleading suggestions, and obtain approval before production release.

3.3 Set human oversight requirements

Human oversight is one of the most important safeguards in Al governance. It defines
when people must review, approve, override, or challenge Al outputs. Oversight should
be designed based on the risk and autonomy of the Al system. The higher the potential

impact, the stronger the human review requirement should be.

e Human-in-the-loop: the Al cannot complete the decision or action until a
person reviews and approves it. Example: an Al system drafts a loan rejection

reason, but a credit officer reviews it before sending.
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o Human-on-the-loop: the Al operates automatically, but people monitor results
and intervene when thresholds are breached. Example: a cybersecurity model

blocks suspicious traffic while analysts monitor alerts.

o Human-over-the-loop: people review system-level outcomes, trends,
exceptions, and incidents rather than every individual decision. Example: a

forecasting model is reviewed monthly for accuracy and drift.

e Override mechanism: users must be able to challenge or reverse Al outputs

when they appear incorrect, harmful, or non-compliant.

o Escalation path: high-impact or uncertain outputs should be escalated to

qualified reviewers, risk teams, or accountable business owners.

Example: In an ITSM environment, an Al agent may recommend that a service outage
be classified as a major incident. If the Al only recommends severity, a service manager
can approve or adjust the classification. If the Al automatically triggers escalation,
bridge calls, customer notifications, or remediation scripts, stronger oversight and

approval checkpoints are needed before automation is allowed.

www.gsdcouncil.org 14



http://www.gsdcouncil.org/

@'GSDC

Global Skill Development Cos

4. Establish Compliance Controls

Compliance controls translate governance expectations into repeatable, evidence-based
practices. They help prove that Al systems are designed, approved, monitored, and used
in line with legal, regulatory, contractual, and internal policy requirements. Compliance

should not be treated as an end-of-project checklist; it should be built into every stage of

the Al lifecycle.

4.1 Map applicable regulations and standards

Organizations should identify which laws, regulations, industry standards, contractual
obligations, and internal policies apply to each Al system. This mapping depends on
geography, sector, data type, customer impact, and system purpose. Common reference
points include Al-specific regulations, privacy laws, cybersecurity requirements, sector
rules, internal risk policies, and international management system standards such as

ISO/IEC 42001 for Al management systems. 35363738394041424344454647

o Al-specific regulations: requirements related to risk classification,
transparency, human oversight, prohibited practices, and conformity

assessments.

e Privacy and data protection requirements: obligations for lawful data use,

consent, minimization, retention, breach notification, and data subject rights.

e Cybersecurity standards: controls for access management, secure

development, monitoring, incident response, and resilience.
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e Sector regulations: financial services, healthcare, insurance, education, public

sector, and employment rules that may affect Al decisions.

o Internal policies: enterprise risk management, data governance, information

security, procurement, vendor management, and records retention policies.

Example: A bank deploying an Al credit scoring model may need to map requirements
from financial regulation, fair lending expectations, privacy rules, cybersecurity policies,
model risk management standards, data retention obligations, and customer
explanation requirements. A simple internal chatbot may require a lighter mapping

focused on data protection, access control, and acceptable use.

4.2 Document Al governance requirements

Documentation is the evidence layer of Al governance. It shows what was assessed, who
approved it, which controls were applied, what risks remain, and how the system will
be monitored. Strong documentation reduces ambiguity and supports consistent

decisions across business units.

Al use case description and business justification

e Risk assessment and risk rating

e Data sources, data classification, and data lineage

e Model or tool description, including vendor details where relevant

o Testing results for accuracy, robustness, bias, security, and usability

www.gsdcouncil.org 16



http://www.gsdcouncil.org/

@'GSDC

Global Skill Develop

e Human oversight model and escalation process

e Approval records, exceptions, and risk acceptances

e Monitoring plan, review frequency, and key performance indicators
e Incident response process and reporting obligations

Example: For a customer service chatbot, documentation should include its approved
knowledge sources, excluded topics, escalation rules for complaints, privacy
restrictions, test results for hallucination risk, and logs showing when content updates

were reviewed and approved.

4.3 Build audit-ready processes

An audit-ready Al governance process produces reliable evidence as work happens,
rather than scrambling to collect documents after an audit request. This requires clear
ownership, standard templates, version control, approval logs, review schedules, and

traceability from risk assessment to control implementation.

o Standardized templates: use common forms for Al intake, risk assessment, data
review, privacy review, security review, model validation, and approval

decisions.

o Evidence repository: store governance documents, test reports, approvals,

monitoring results, and incident records in a controlled location.
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e Traceability: connect each Al risk to a specific control, owner, review frequency,

and evidence artifact.

o Periodic review: reassess Al systems after major changes, data shifts, model

updates, vendor changes, incidents, or regulatory updates.

o Exception management: document approved deviations, compensating

controls, risk acceptances, expiry dates, and accountable approvers.

Example: During an internal audit, the Al governance team may be asked to show why
a fraud detection model was classified as high risk, who approved it, what bias testing
was performed, what monitoring is in place, and how incidents are handled. If the
process is audit-ready, the team can provide this evidence directly from the inventory,

approval workflow, testing records, and monitoring dashboard.
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5. Implement Continuous Monitoring

Continuous monitoring ensures that Al systems remain reliable, safe, compliant, and
aligned with their intended purpose after deployment. Al systems can change in
behavior because the world changes, users interact with them differently, source data
shifts, vendors update models, or prompts and workflows evolve. Monitoring is
therefore not just a technical activity; it is a governance control that connects model

performance, risk management, compliance, operations, and incident response.

5.1 Monitor model performance and drift

Model performance should be tracked against defined success measures such as
accuracy, precision, recall, false positives, false negatives, response quality, latency, user
satisfaction, and business outcome impact. Drift occurs when the data, environment, or
relationship between inputs and outputs changes over time, causing the Al system to
become less reliable even though it continues to produce outputs. Guidance on model
drift emphasizes that degradation can happen silently and requires ongoing detection,

review, and governance controls. 48495051525354555657585960616263646566

o Data drift: input data changes from the data used during training or validation.
Example: a fraud model trained on historical transaction behavior may weaken

when customers adopt new payment channels.
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o Concept drift: the relationship between inputs and outcomes changes. Example:
indicators that predicted customer churn last year may no longer work after a

pricing strategy change.

e Performance drift: measurable outcomes such as accuracy, error rate, or false

positives deteriorate over time.

o Prompt or workflow drift: generative Al prompts, retrieval sources, or agent

workflows change and produce different behavior than originally approved.

e Vendor model drift: a third-party provider updates an underlying model,
changing output patterns without the organization changing its own

configuration.

Example: A credit risk model may have performed well when trained on stable
employment and repayment patterns. If economic conditions shift, new borrowers
behave differently, or product terms change, the model may gradually approve riskier
applications or reject good customers. Monitoring should detect this before it becomes a

material business, customer, or compliance issue.

5.2 Track unusual outputs and policy violations

Al monitoring should also detect outputs or behaviors that violate policy, create risk, or
require human review. This is especially important for generative Al systems and Al

agents, where outputs may be open-ended, context-sensitive, or action-oriented.
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Monitoring should cover both the content produced by Al and the actions triggered by

Al

e Inaccurate or misleading outputs: hallucinated facts, unsupported

recommendations, incomplete summaries, or incorrect classifications.

o Policy violations: use of prohibited data, disallowed prompts, unsafe

recommendations, or outputs that conflict with internal Al use policy.

o Privacy incidents: exposure of personal, confidential, regulated, or customer-

sensitive information.

e Security incidents: prompt injection attempts, unauthorized access attempts,

suspicious API calls, or attempts to bypass safeguards.

e Operational anomalies: unusually high error rates, unexpected workflow

triggers, repeated escalations, or abnormal usage patterns.

Example: An internal HR chatbot may be approved to answer policy questions, but
monitoring may detect users asking it to evaluate employees, reveal salary information,
or generate inappropriate interview screening criteria. These events should be logged,
reviewed, and addressed through policy reminders, access controls, prompt

improvements, or escalation to HR, legal, or compliance teams.
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5.3 Review Al systems regularly

Regular review keeps the Al inventory, risk ratings, controls, and approvals current.
Reviews should be scheduled based on risk level and triggered by significant events
such as model updates, data changes, vendor changes, incidents, audit findings,

regulatory changes, or expansion of the Al system into new use cases.

e Quarterly or monthly reviews for high-risk systems: assess performance,

incidents, customer impact, control effectiveness, and open risks.

e Annual reviews for lower-risk systems: confirm ownership, usage, policy

alignment, and continued business justification.

o Event-driven reviews: conduct reassessment after major data changes, model

updates, vendor changes, process redesigns, or regulatory developments.

o Retirement reviews: confirm whether outdated, unused, or unsupported Al

systems should be decommissioned.

e Lessons learned: use incidents and monitoring results to improve policies,

testing, training, and controls.

Example: A high-risk fraud detection model may be reviewed every month by
operations, risk, compliance, and model validation teams. The review may examine false
positives, customer complaints, investigation outcomes, data drift, model changes, and

whether human escalation rules remain effective.
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6. Manage Al Vendors and Third Parties

Many enterprise Al capabilities are supplied by vendors, embedded inside software
platforms, delivered through APIs, or included in outsourced business

processes. Vendor Al risk is different from traditional vendor risk because the
organization may not fully control how the model was trained, how it is updated, what
data influenced it, or how outputs are generated. Even when a vendor builds

or operates the Al system, the deploying organization usually remains accountable for

how it affects customers, employees, operations, and compliance

obligations. 67686970717273747576777879808182838485

6.1 Evaluate vendor governance practices

Vendor evaluation should assess whether the supplier has mature Al governance, data
protection, security, compliance, and operational controls. This evaluation should
happen before onboarding, during contract renewal, and after meaningful product or
model changes. For material Al vendors, procurement and vendor risk teams should
work with legal, compliance, cybersecurity, privacy, business, and technology

stakeholders.

e Governance structure: does the vendor have defined Al ownership, review

boards, policies, and escalation processes?

o Data governance: what data is used for training, fine-tuning, operation,

monitoring, and improvement?
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e Security controls: how does the vendor protect models, prompts, embeddings,

logs, APIs, credentials, and customer data?

o Testing and validation: does the vendor test for accuracy, bias, robustness,

security threats, and unsafe outputs?

o Change management: how does the vendor notify customers about model

updates, feature changes, retraining, or changes to data handling?

e Incident management: can the vendor detect, report, investigate, and

remediate Al-related incidents quickly?

Example: Before adopting an Al-powered recruitment platform, an organization should
ask how the vendor tests for bias, what data was used to train ranking models, whether
customers can configure exclusion criteria, how candidates can challenge decisions, and

whether audit logs are available for hiring-related recommendations.

6.2 Review Al risk and compliance documentation

Organizations should request and review vendor documentation that explains how the
Al system works, what risks have been assessed, what controls are in place, and what
evidence is available for compliance. Documentation helps the organization determine
whether the vendor’s claims are trustworthy and whether the Al system can meet

internal policy and external regulatory expectations.

e Model cards, system cards, or technical documentation explaining purpose,

limitations, evaluation results, and intended use.

www.gsdcouncil.org 24



http://www.gsdcouncil.org/

@'GSDC

Global Skill Develop

e Privacy impact assessments, data processing agreements, and data retention

policies.

e Security certifications, penetration testing summaries, vulnerability management

processes, and incident response procedures.
e Bias, fairness, robustness, and explainability testing results.

e Audit reports, compliance attestations, regulatory mappings, or independent

assurance reports.

e Service-level commitments, support processes, uptime commitments, and

recovery procedures.

Example: If a vendor provides an Al assistant for customer support, the organization
should review whether the system has documented knowledge boundaries, escalation
rules, hallucination testing, privacy safeguards, logging controls, and monitoring
reports. Lack of clear documentation should be treated as a risk signal, not just an

administrative gap.
6.3 Include governance requirements in contracts

Contracts should convert Al governance expectations into enforceable obligations. This
is important because many Al risks emerge after deployment, especially when vendors
change models, update features, alter data processing, or introduce new Al capabilities.
Contract terms should give the organization visibility, control, and remedies when Al-

related risk changes.
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o Permitted use of data: define whether customer data may be used for training,

fine-tuning, analytics, or vendor product improvement.

o Training data opt-out: require the right to opt out of vendor training or model

improvement using organizational data.

e Model change notification: require advance notice of material model updates,

retraining, feature changes, or changes in Al behavior.

e Audit and assurance rights: allow review of relevant controls, testing evidence,

certifications, and compliance reports.

e Incident notification: define timelines and responsibilities for reporting Al-

related security, privacy, performance, or compliance incidents.

e Output ownership and IP rights: clarify ownership, permitted use, and

restrictions around Al-generated outputs.

o Termination and exit rights: ensure the organization can exit if the vendor

cannot meet governance, compliance, security, or performance expectations.

Example: A company using a third-party Al API for document summarization should
ensure the contract states that uploaded documents will not be used to train the
vendor’s general model unless explicitly approved. The contract should also require
notification before model updates, define logging and retention limits, provide incident
notification timelines, and allow the company to suspend use if compliance risks

emerge.
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7. Review and Improve

Al governance should be treated as a continuous improvement program, not a static set
of policies. As Al use expands, models change, vendors update platforms, regulations
evolve, and business processes mature, the governance program must adapt.
Continuous improvement keeps governance relevant, proportionate, and useful rather
than becoming a slow approval layer that teams try to avoid. Effective programs
measure whether governance is reducing risk, enabling responsible adoption, and

producing reliable evidence for oversight.

7.1 Measure governance effectiveness

Governance effectiveness should be measured with practical indicators that show
whether the program is working in real operations. Metrics help leaders understand
whether Al systems are visible, risks are being addressed, approvals are timely,
incidents are reducing, and controls are producing evidence. Al governance
measurement should go beyond activity counts and focus on outcomes such as risk

reduction, trust, compliance readiness, and speed of responsible

delivery_ 8687888990919293949596979899100101102103104105106107108109110111

o Inventory coverage: percentage of known Al systems registered in the Al

inventory.

o Risk assessment completion: percentage of Al use cases assessed before

deployment.
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e Approval turnaround time: average time taken to review and approve Al

systems by risk level.

« Control effectiveness: number of control failures, overdue reviews, unresolved

exceptions, or failed audit tests.

o Incident trends: frequency and severity of Al-related privacy, security, bias,

performance, or compliance incidents.

o Training completion: percentage of relevant employees trained on Al use,

escalation, and responsible practices.

o Business adoption quality: extent to which teams use approved tools and

follow governance processes instead of creating shadow Al workarounds.

Example: If 80 Al tools are discovered but only 35 are registered in the inventory, the
governance program has a visibility gap. If high-risk systems are approved without
completed privacy or security reviews, the issue is not only policy design but also
process enforcement. These metrics help leadership focus improvement efforts where

governance is weakest.

7.2 Update controls as Al systems change

Al controls should evolve when the Al system, operating environment, data, users,
vendor, or regulatory expectations change. A control that was appropriate at launch
may become insufficient when the Al system is expanded to a new geography,

connected to sensitive data, given more autonomy, or integrated into a critical
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workflow. Lifecycle-based governance emphasizes that oversight should continue

through development, deployment, operation, re-evaluation, and

retirement. 112113114115116117118119120121122123124125126127128129130131132133134135136137

Model changes: update controls after retraining, fine-tuning, prompt changes,

retrieval source changes, or model version upgrades.

o Data changes: reassess privacy, bias, accuracy, and retention controls when new

data sources are added.

o Use case expansion: reassess risk when an Al system moves from internal

support to customer-facing use or from advisory output to automated action.

e Vendor changes: review controls when vendors update models, change

subprocessors, modify data handling, or introduce new Al features.

o Regulatory changes: update documentation, approvals, and evidence

requirements when new laws, standards, or supervisory expectations emerge.

e Incident-driven changes: strengthen controls after errors, complaints, audit

findings, security events, or policy violations.

Example: A generative Al assistant may initially be approved only for internal policy
search. Later, the business may want to connect it to customer records and allow it to
draft customer responses. This change increases privacy, compliance, security, and

customer impact risks. The organization should update access controls, review prompts,
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test outputs, add human approval, update the inventory, and refresh the risk

assessment before expanding use.

7.3 Continuously improve the governance program

Continuous improvement means learning from real Al usage, incidents, audits,
stakeholder feedback, regulatory updates, and technology changes. Management system
approaches such as ISO/IEC 42001 emphasize ongoing monitoring and improvement so

that Al governance remains adaptive rather than fixed at a single point in

time. 138139140141142143144145146147148149150151152153154155156157158159160161162163

o Review lessons learned: analyze Al incidents, near misses, complaints, failed

tests, and audit observations.

o Simplify where possible: remove unnecessary approvals for low-risk systems

while strengthening controls for high-risk systems.

o Improve templates and guidance: update intake forms, risk assessment

questionnaires, model cards, testing checklists, and approval criteria.

o Expand training: provide role-based training for executives, business owners,

developers, users, risk teams, procurement, and auditors.

o Update the control library: add new controls for emerging risks such as
autonomous agents, synthetic data, prompt injection, deepfakes, and model

supply chain exposure.
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e Report to leadership: provide periodic governance dashboards showing
inventory coverage, risk posture, incidents, compliance gaps, and improvement

actions.

Example: After several teams complain that the Al approval process is too slow, the
governance team may introduce a fast-track path for low-risk Al tools, while keeping
deeper review for systems that use sensitive data, affect customers, or operate

autonomously. This improves adoption without weakening risk management.
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Conclusion

Al governance is most effective when it is practical, risk-based, and continuously
maintained. Organizations should begin by understanding their Al landscape, assigning
ownership, and creating a reliable inventory. They should then classify risks, define
governance responsibilities, establish approval and oversight processes, implement
compliance controls, monitor Al systems, manage vendors, and improve the program

over time.

The goal is not to stop Al innovation. The goal is to enable responsible Al adoption with
clear accountability, strong controls, human oversight, audit-ready evidence, and
continuous learning. When governance is embedded into the Al lifecycle, organizations
can scale Al with greater confidence, reduce avoidable risk, and build trust with

customers, employees, regulators, and business leaders.
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