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1. Introduction: AI SRE and the New Reliability 

Challenge  

Reliability has always mattered in technology, but the rise of AI agents has changed 

what reliability means. Traditional digital systems usually follow predefined workflows: 

a user clicks a button, an application executes known logic, and the system produces a 

predictable result. AI agents are different. They can reason, call tools, make decisions, 

retrieve information, summarize content, trigger workflows, and sometimes act across 

multiple systems with limited human involvement.  

For organizations, this creates a new reliability challenge: the system is no longer only 

about servers, APIs, databases, and user interfaces. It is also about model behavior, 

prompt quality, tool selection, data grounding, human approval boundaries, and the 

agent’s ability to recover from ambiguity or failure. In this environment, Site Reliability 

Engineering must expand from keeping services available to keeping intelligent systems 

safe, consistent, observable, and operationally trustworthy.  

1.1 What has changed with AI agents  

AI agents introduce autonomy into software operations. Instead of waiting for a human 

to execute every step, an agent may interpret a goal, decide which actions are required, 

use tools, and produce an outcome. This makes systems more powerful, but it also 

makes them harder to monitor and control.  
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 From deterministic logic to probabilistic behavior: A traditional application 

returns the same output for the same input most of the time. An AI agent may 

produce different responses depending on context, instructions, retrieved data, 

model behavior, or tool results.  

 From single-system execution to multi-tool workflows: An agent may access 

email, ticketing systems, databases, knowledge bases, calendars, or APIs in one 

workflow. Reliability must therefore cover the entire chain, not only one 

application.  

 From clear failure states to ambiguous failure modes: A server may be 

clearly up or down. An AI agent may appear to work while giving an incomplete 

answer, using outdated information, choosing the wrong tool, or 

misunderstanding the user’s intent.  

 From human-led judgment to delegated decision-making: When agents 

recommend actions or execute tasks, organizations must define when the agent 

can act independently and when human approval is required.  

Example: In a traditional ITSM process, a support engineer reviews a high-priority 

incident, checks monitoring dashboards, identifies affected services, and assigns the 

ticket. In an AI-enabled process, an agent may read the incident description, compare it 

against recent alerts, summarize likely impact, suggest an escalation path, draft a 

stakeholder update, and recommend a probable root cause. The reliability question is 
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no longer only “Is the ticketing system available?” It becomes “Can the agent produce 

the right recommendation, using the right evidence, within the right guardrails?”  

1.2 Why traditional reliability practices are no longer 

enough  

Traditional reliability practices focus on uptime, latency, error rates, capacity, incident 

response, and change management. These practices remain essential, but AI agents add 

new layers of risk that cannot be fully managed through infrastructure monitoring 

alone. A service can be technically healthy while the agent produces unreliable 

outcomes.  

 Model reliability: The system must be evaluated for hallucination, irrelevant 

responses, inconsistent reasoning, and sensitivity to prompt changes.  

 Data reliability: The agent must use accurate, current, authorized, and 

contextually relevant data.  

 Tool reliability: Every external system the agent calls must be available, secure, 

and correctly integrated.  

 Workflow reliability: The end-to-end process must behave predictably even 

when one step fails.  

 Governance reliability: The organization must know who approved the agent, 

what it is allowed to do, and how exceptions are handled.  
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Example: Suppose an AI operations agent summarizes a production incident and 

recommends “restart the payment service.” Infrastructure monitoring may show all 

systems are available, but the recommendation may still be unsafe if the agent did not 

check recent deployment history, dependency health, customer impact, or change-

freeze rules. Traditional monitoring answers whether systems are running; AI SRE must 

also answer whether the agent’s decision is reliable.  
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2. What Is SRE, Really?  

Site Reliability Engineering, or SRE, is the practice of applying software engineering 

principles to operations problems. Google describes SRE as treating operations as a 

software problem, with a focus on availability, latency, performance, capacity, and 

production reliability. In practical terms, SRE brings engineering discipline to the work 

of keeping systems healthy, scalable, and resilient.  

SRE is not simply a rebranded operations team. It is a mindset that balances innovation 

with stability. Product teams want to release features quickly, while customers expect 

services to work reliably. SRE creates practical mechanisms—such as service level 

objectives, error budgets, automation, incident response, and post-incident learning—to 

manage that balance.  

2.1 What does a Site Reliability Engineer do?  

A Site Reliability Engineer works at the intersection of software engineering, systems 

operations, architecture, incident management, and continuous improvement. The role 

is both proactive and reactive: preventing failures before they happen, and responding 

effectively when they do.  

 Designs for reliability: Reviews architecture, dependencies, deployment 

patterns, and failure scenarios before systems go live.  

 Defines reliability targets: Helps teams establish service level indicators, 

service level objectives, and error budgets.  
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 Builds automation: Reduces manual operational work by automating repetitive 

tasks such as health checks, rollbacks, alert enrichment, and remediation steps.  

 Monitors production systems: Uses logs, metrics, traces, dashboards, and 

alerts to understand system behavior.  

 Responds to incidents: Coordinates technical response, mitigation, 

communication, and recovery during outages or service degradation.  

 Improves after failure: Leads blameless postmortems and converts lessons 

learned into engineering improvements.  

Example: If an e-commerce checkout service starts failing intermittently, an SRE may 

first verify customer impact, check error rates, inspect recent deployments, analyze 

database latency, and coordinate rollback if needed. After the incident, the SRE may 

improve alert thresholds, add automated dependency checks, update runbooks, and 

recommend architectural changes to prevent recurrence.  

2.2 Core SRE responsibilities  

Core SRE responsibilities combine engineering, operations, risk management, and 

collaboration. In AI-enabled environments, these responsibilities expand to include 

reliability of agent behavior, data grounding, and human-in-the-loop controls.  

 Service level management: Define what reliability means for each service 

through measurable indicators such as availability, latency, successful task 

completion, response accuracy, or workflow completion rate.  
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 Observability: Ensure teams can understand what is happening inside systems 

by collecting metrics, logs, traces, events, model outputs, prompt versions, and 

tool-call histories.  

 Incident response: Establish clear processes for detection, escalation, 

mitigation, communication, and recovery.  

 Automation and toil reduction: Identify repetitive manual work and convert it 

into reliable automation while preserving human approval for risky actions.  

 Capacity and performance planning: Forecast demand, manage scaling, and 

ensure systems can handle normal and peak usage.  

 Change reliability: Support safe deployments through progressive rollouts, 

canary releases, rollback plans, validation checks, and deployment risk reviews.  

 Post-incident learning: Conduct blameless reviews, identify contributing 

factors, track corrective actions, and improve systems based on real evidence.  

 AI agent reliability: Validate that agents use trusted data, follow approved 

boundaries, explain recommendations, handle uncertainty, and escalate when 

confidence is low.  

Practical AI SRE example: For an AI incident triage agent, the SRE team may define 

reliability measures such as percentage of tickets classified correctly, time saved in 

initial diagnosis, percentage of recommendations supported by evidence, number of 
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unsafe actions blocked, and escalation accuracy for P1 incidents. These measures make 

reliability visible beyond simple uptime.  
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3. Why AI Agents Broke the Old Playbook  

AI agents broke the old reliability playbook because they changed the unit of failure. In 

traditional systems, engineers usually monitor whether a service is available, whether 

an API returns errors, whether latency is acceptable, and whether infrastructure 

capacity is sufficient. With AI agents, a system can pass all of those checks and still fail at 

the business outcome level. The agent may misunderstand intent, select the wrong tool, 

skip an important validation step, or confidently produce an answer that looks correct 

but is not grounded in reliable evidence.  

This does not mean the old SRE playbook is obsolete. Uptime, latency, error budgets, 

incident response, capacity planning, and automation still matter. However, AI systems 

require additional reliability controls because their failure modes are behavioral, 

probabilistic, and context-sensitive. The new playbook must cover not only whether the 

system executed, but whether it executed the right action for the right reason.  

3.1 Variable and unpredictable outputs  

AI agents often produce outputs that vary across runs, even when the input appears 

similar. This variability comes from model behavior, prompt interpretation, retrieved 

context, tool responses, temperature settings, and conversation history. In a low-risk 

setting, variation may be acceptable or even useful. In production operations, variation 

can create confusion, inconsistent user experience, and unreliable decision-making.  
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 Different wording: The agent may explain the same incident in different ways, 

causing stakeholders to interpret the severity differently.  

 Different classification: One run may classify a ticket as high priority, while 

another classifies it as medium priority.  

 Different recommendation: The agent may suggest escalation in one case and 

self-service remediation in another, even when the facts are similar.  

 Different evidence usage: The agent may cite one knowledge article in one run 

and ignore it in another.  

Example: A customer support agent receives the same complaint from two customers: 

“My payment failed, but money was deducted.” In one case, the agent may classify it as a 

billing issue and route it to finance. In another, it may classify it as a payment gateway 

outage and escalate to engineering. Without reliability controls, teams may not know 

whether the difference reflects valid context or inconsistent agent behavior.  

3.2 Unexpected agent actions  

AI agents do not only generate text; they may also take actions. They can create tickets, 

update records, send emails, trigger workflows, modify knowledge articles, query 

databases, or call APIs. This creates a reliability risk because an incorrect 

recommendation is one problem, but an incorrect action can immediately affect 

customers, employees, operations, or compliance.  

 Wrong action: The agent may close a ticket that still needs investigation.  
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 Wrong timing: The agent may trigger a restart during peak business hours.  

 Wrong audience: The agent may send an incident update to the wrong 

stakeholder group.  

 Wrong permission boundary: The agent may attempt an action that should 

require human approval.  

Example: An AI operations assistant sees repeated login failures and assumes a user 

account is compromised. If it automatically disables the account without checking 

whether the failures are part of a planned security test, it may disrupt a valid business 

process. AI SRE therefore needs approval gates, action policies, and clear rollback 

mechanisms for agent-driven actions.  

3.3 Multi-step tool calls  

Modern agents often complete work through multiple tool calls. A single user request 

may require the agent to retrieve data, search a knowledge base, call  a monitoring 

system, check a ticketing platform, summarize findings, and then trigger a workflow. 

Each step may succeed or fail independently. The overall outcome depends on how well 

the agent manages sequencing, dependencies, errors, and incomplete information.  

 Tool selection risk: The agent may choose the wrong tool for the task.  

 Parameter risk: The agent may call the right tool with the wrong filters, dates, 

account numbers, or system names.  
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 Dependency risk: A failed tool call can lead the agent to make decisions with 

partial data.  

 Sequence risk: The agent may perform steps in the wrong order, such as 

sending an update before confirming impact.  

 Retry risk: Repeated retries may overload downstream systems or create 

duplicate records.  

Example: A P1 incident triage agent may follow this chain: read the incident ticket, 

query monitoring alerts, check recent deployments, search known-error records, 

identify impacted applications, draft an escalation summary, and notify the incident 

commander. If the deployment query fails silently, the agent may miss the most 

important clue. AI SRE must therefore trace every tool call, capture failures, and make 

the agent’s path auditable.  

3.4 Hallucinations and silent failures  

Hallucination occurs when an AI system produces information that is unsupported, 

inaccurate, or fabricated. In agentic systems, hallucination is especially dangerous 

because it may influence actions, not just answers. The agent may invent a root cause, 

assume a policy exists, claim a workflow completed successfully, or summarize 

evidence that was never retrieved.  

 Visible hallucination: A user can see that the agent provided an incorrect 

statement.  
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 Silent hallucination: The agent appears confident, but the user cannot easily 

verify the answer.  

 Operational hallucination: The agent behaves as if a tool call or workflow 

succeeded when it did not.  

 Evidence hallucination: The agent references documents, alerts, policies, or 

records that were not actually used.  

Example: During an outage, an AI assistant states that “the database team has already 

acknowledged the issue,” but there is no confirmation in the incident channel or ticket 

history. This may delay escalation because responders believe ownership is already 

established. AI SRE must design grounding checks, confidence thresholds, and 

escalation rules to catch this kind of silent failure.  

3.5 Behavioral drift  

Behavioral drift is the gradual change in an agent’s behavior over time. The agent may 

become less accurate, less consistent, more verbose, more aggressive in tool use, or less 

aligned with approved operating procedures. Drift can happen even when no one 

intentionally changes the agent. It may be caused by model updates, prompt changes, 

new data patterns, changed business rules, altered retrieval results, or updates to 

connected tools.  

 Input drift: Users begin asking new types of questions that were not 

represented during testing.  
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 Data drift: Source documents, tickets, policies, or knowledge articles change 

over time.  

 Prompt drift: Small instruction edits change the agent’s tone, reasoning, or 

action boundaries.  

 Tool drift: APIs, schemas, permissions, or response formats change.  

 Outcome drift: The agent still completes tasks, but business quality declines.  

Example: A service desk AI agent originally escalates only validated P1 incidents. Over 

time, after knowledge base changes and prompt updates, it starts escalating borderline 

cases too frequently. The incident process becomes noisy, engineers lose trust in the 

agent, and genuine high-priority incidents may receive slower attention. AI SRE must 

monitor drift with evals, production sampling, trend analysis, and periodic 

recalibration.  
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4. Meet the AI SRE: A New Reliability Focus  

An AI SRE is focused on making AI-enabled systems dependable in real business 

operations. This includes the reliability of the application, the model, the prompts, the 

tools the agent uses, the data it retrieves, and the actions it takes. The role expands the 

traditional SRE lens from system health to decision quality, behavioral consistency, and 

operational safety.  

4.1 What is AI SRE?  

AI SRE is the practice of applying reliability engineering principles to AI systems, 

especially autonomous or semi-autonomous agents. It asks a broader question than 

traditional production support: not only “Is the service running?” but also “Is the agent 

behaving correctly, safely, consistently, and with sufficient evidence?”  

 Reliable outputs: The agent should generate accurate, relevant, and grounded 

responses.  

 Reliable actions: The agent should take only approved actions within defined 

guardrails.  

 Reliable workflows: Multi-step agent processes should complete predictably, or 

fail safely when something goes wrong.  

 Reliable evidence: Recommendations should be traceable to logs, documents, 

tickets, policies, or tool results.  
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Example: In a banking operations environment, an AI agent may help triage failed 

payment incidents. AI SRE ensures the agent checks transaction impact, customer 

severity, monitoring alerts, recent releases, known incidents, and escalation rules 

before recommending an action. The goal is not just speed; the goal is safe and 

evidence-based speed.  

4.2 AI SRE vs traditional SRE  

Dimension  Traditional SRE  AI SRE  

Primary focus  Availability, latency, 

performance, capacity, and 

incident response  

System reliability plus agent 

behavior, output quality, tool 

use, and decision safety  

Main failure signal  Errors, outages, degraded 

latency, failed deployments, 

resource saturation  

Wrong answers, unsafe 

actions, hallucinations, drift, 

incomplete reasoning, silent 

failures  

Observability scope  Logs, metrics, traces, alerts, 

infrastructure health  

Logs, metrics, traces, model 

outputs, prompts, retrieval 

results, tool calls, confidence 

signals  
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Change risk  Code releases, infrastructure 

changes, configuration 

changes  

Model updates, prompt 

changes, knowledge base 

changes, tool schema 

changes, policy changes  

Recovery approach  Rollback, failover, scaling, 

restart, patch, incident 

mitigation  

Fallback response, human 

escalation, action blocking, 

prompt rollback, model 

rollback, evidence re-check  

  

4.3 What does an AI SRE do?  

An AI SRE designs and operates the reliability controls that make AI agents safe to use 

in production. The work includes defining measurable reliability targets, monitoring 

agent behavior, validating outputs, reviewing incidents, and ensuring that agents fail 

gracefully when uncertainty is high.  

 Define AI-specific SLOs such as answer accuracy, grounded-response rate, tool-

call success rate, escalation accuracy, and unsafe-action prevention rate.  

 Build observability for prompts, retrieval context, tool calls, model outputs, agent 

decisions, and human overrides.  
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 Create test suites and evaluation scenarios for common, edge-case, and high-risk 

workflows.  

 Review agent incidents using blameless postmortems that examine prompts, 

data, tools, models, policies, and human handoffs.  

 Set up guardrails, approvals, fallback flows, and escalation rules for risky 

actions.  

 Reduce operational toil by automating repetitive checks while keeping 

accountability clear.  

Example: For a ServiceNow incident triage agent, an AI SRE may create a test set of 

historical incidents, compare the agent’s priority classification against human-approved 

outcomes, monitor tool-call failures, review false escalations, and require human 

approval before the agent sends executive communications.  

4.4 Is AI SRE a new job title?  

AI SRE may become a formal job title in some organizations, but in many teams it will 

first appear as a new responsibility within existing roles. Traditional SREs, platform 

engineers, MLOps engineers, AI product owners, security teams, risk managers, and 

operations leaders may all share parts of the AI SRE responsibility model.  

 As a job title: AI SRE may describe a specialist responsible for production 

reliability of AI agents and AI workflows.  
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 As a capability: AI SRE may be embedded into platform, DevOps, MLOps, or 

operations teams.  

 As a governance function: AI SRE may support risk review, auditability, 

compliance evidence, and production readiness.  

 As a culture shift: AI teams must treat reliability as a design requirement, not as 

an afterthought.  
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5. SRE Principles That Now Apply to AI Agents  

The strongest AI reliability programs do not start from scratch. They adapt proven SRE 

principles to the realities of AI agents. Concepts such as SLOs, error budgets, blameless 

postmortems, automation, toil reduction, and observability remain relevant, but each 

one must be reinterpreted for probabilistic, tool-using, context-aware systems.  

5.1 Service Level Objectives (SLOs)  

SLOs define the reliability target a service is expected to meet. For AI agents, SLOs must 

measure both technical performance and outcome quality. Availability alone is not 

enough if the agent gives poor recommendations or performs incomplete actions.  

 Technical SLOs: Response time, uptime, tool-call latency, API success rate, and 

workflow completion rate.  

 Quality SLOs: Answer accuracy, grounded-response rate, relevance, 

completeness, and correct classification rate.  

 Safety SLOs: Unsafe-action prevention, approval compliance, escalation 

accuracy, and policy adherence.  

 User experience SLOs: First-response usefulness, handoff quality, user 

satisfaction, and reduced rework.  

Example: An AI incident triage agent may have an SLO that 95% of P1 

recommendations must include supporting evidence from alerts, recent changes, or 
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incident history. Another SLO may require that 99% of high-risk remediation actions 

are routed for human approval before execution.  

5.2 Error budgets  

An error budget is the acceptable amount of unreliability a service can have before 

teams slow down changes and focus on stability. For AI agents, the error budget should 

include both system failures and agent-quality failures. This helps teams decide when to 

keep shipping new agent features and when to pause for reliability improvements.  

 Incorrect ticket classification consumes the agent’s quality error budget.  

 Unsupported recommendations consume the grounding error budget.  

 Unapproved tool actions consume the safety error budget.  

 Slow or failed tool calls consume the technical reliability error budget.  

Example: If an AI customer support agent exceeds its monthly threshold for incorrect 

refund-policy answers, the team may freeze new prompt changes, review retrieval 

quality, update the knowledge base, and add stronger validation tests before enabling 

more automation.  

5.3 Blameless postmortems  

Blameless postmortems help teams learn from incidents without blaming individuals. In 

AI systems, postmortems should examine the full chain: user request, prompt 
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instructions, retrieved data, model response, tool calls, approval gates, human handoffs, 

and downstream impact.  

 What did the agent understand the user wanted?  

 What data did the agent retrieve, and was it current and authorized?  

 Which tools did the agent call, and did any fail or return partial results?  

 What confidence signals or uncertainty indicators were available?  

 Where should the system have escalated to a human?  

 Which controls should be improved before the next release?  

Example: If an agent incorrectly closes a major incident as a duplicate, the postmortem 

should not ask “Who approved this agent?” as a blame question. It should ask why the 

agent had permission to close the ticket, why duplicate detection was unreliable, why 

the action did not require confirmation, and why monitoring did not detect the 

incorrect closure quickly.  

5.4 Automation  

Automation is central to SRE, and AI agents make automation more flexible. However, 

AI automation must be designed carefully because agent decisions may be probabilistic. 

The safest approach is to automate low-risk actions first, require human approval for 

high-risk actions, and record every important decision for audit and learning.  
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 Good automation candidates: Alert summarization, ticket enrichment, 

duplicate detection suggestions, known-error lookup, runbook recommendation, 

and stakeholder update drafting.  

 Use approval gates for: Service restarts, access changes, customer refunds, 

production configuration changes, and executive communications.  

 Avoid full automation when: Data is incomplete, business impact is unclear, 

regulatory risk is high, or rollback is difficult.  

5.5 Toil reduction  

Toil is repetitive, manual, operational work that scales with system growth but does not 

create lasting engineering value. AI agents can reduce toil by summarizing alerts, 

collecting context, drafting updates, checking runbooks, and preparing incident handoff 

notes. The key is to remove repetitive work without removing necessary human 

judgment.  

 Before AI: Engineers manually gather logs, recent changes, customer reports, and 

dependency status.  

 With AI: The agent gathers the information, summarizes it, and flags confidence 

gaps.  

 Human role: The engineer validates the summary, makes judgment calls, and 

approves risky actions.  
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5.6 Observability  

Observability is the ability to understand what is happening inside a system by 

examining its external signals. In traditional SRE, those signals usually include logs, 

metrics, traces, alerts, and dashboards. For AI agents, observability must go deeper. 

Teams need to see not only whether the application responded, but how the agent 

understood the request, what context it used, which tools it called, what decisions it 

made, and where uncertainty or failure occurred.  

AI observability should make the agent’s reasoning path operationally inspectable 

without requiring engineers to guess what happened. This is especially important when 

the agent performs multi-step workflows or supports high-impact processes such as 

incident triage, access management, customer refunds, regulatory responses, or 

production remediation.  

 Prompt visibility: Track the system instructions, user request, prompt version, 

and any runtime context used by the agent.  

 Retrieval visibility: Record which documents, tickets, alerts, policies, or 

knowledge articles were retrieved and whether they were relevant.  

 Tool-call visibility: Capture the tools called, parameters used, response status, 

latency, failures, retries, and returned results.  

 Decision visibility: Log the agent’s recommended action, confidence level, 

assumptions, evidence used, and escalation decision.  

http://www.gsdcouncil.org/


 
 

www.gsdcouncil.org                                                     26 
 

 Outcome visibility: Measure whether the final response or action solved the 

problem, required rework, caused user dissatisfaction, or needed human 

correction.  

 Safety visibility: Track blocked actions, approval requests, policy violations, 

sensitive-data access, and human overrides.  

Example: Consider an AI agent that supports P1 incident triage. Good observability 

would show the original incident description, the alerts the agent checked, the services 

it identified as impacted, the recent deployments it reviewed, the knowledge articles it 

retrieved, the escalation path it recommended, and whether a human approved the 

recommendation. If the agent made a poor recommendation, the SRE team can trace the 

failure to a specific cause such as missing monitoring data, an outdated knowledge 

article, a failed tool call, or an overly broad prompt instruction.  

Example: During a production incident, an AI agent can prepare a first-response packet 

with incident summary, affected services, recent deployments, likely dependencies, 

open questions, and suggested next steps. This reduces coordination toil while keeping 

the incident commander accountable for decisions.  
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6. AI Agent Monitoring Tools and SRE Tools  

AI SRE requires two layers of tooling. The first layer is the traditional SRE toolchain that 

monitors infrastructure, applications, incidents, logs, metrics, traces, service health, and 

user impact. The second layer is the AI agent monitoring toolchain that inspects 

prompts, model responses, retrieval quality, tool calls, agent decisions, evaluations, cost, 

and drift. A reliable AI operating model connects both layers so teams can understand 

the full path from infrastructure behavior to agent outcome.  

6.1 Traditional SRE tools  

Traditional SRE tools remain essential because AI agents still run on real infrastructure 

and depend on real services. If the API gateway is slow, the vector database is 

unavailable, or the ticketing system integration fails, the agent experience will degrade. 

Traditional tools help teams understand whether the foundation underneath the agent 

is healthy.  

 Metrics and dashboards: Tools such as Prometheus, Grafana, Datadog, New 

Relic, and Azure Monitor help teams track availability, latency, errors, 

throughput, saturation, and infrastructure health.  

 Logs and search: Tools such as Splunk, Elastic, Datadog Logs, and cloud logging 

services help engineers investigate errors, failed requests, dependency issues, 

and unusual activity.  
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 Tracing: OpenTelemetry-based tracing helps connect a user request across 

services, APIs, agents, models, and downstream tools.  

 Incident management: Tools such as PagerDuty, Opsgenie, ServiceNow, Jira 

Service Management, and Microsoft Teams support alert routing, escalation, 

coordination, and incident communications.  

 Deployment and change tools: CI/CD platforms, feature flags, canary releases, 

and rollback automation reduce the risk of production changes.  

Example: If an AI incident assistant becomes slow, a traditional SRE tool may show that 

the issue is not the model itself but a slow dependency, such as a ticketing API or vector 

search service. Without traditional observability, teams may incorrectly blame the agent 

when the actual reliability problem is in the underlying platform.  

6.2 AI agent monitoring tools  

AI agent monitoring tools are designed to inspect the behavior of AI applications and 

agents. They go beyond request success and latency by showing prompts, retrieved 

context, model calls, tool calls, intermediate steps, evaluation scores, token usage, cost, 

and final outcomes. Current AI observability platforms often focus on tracing, 

evaluation, prompt management, production monitoring, and cost analytics.AI 

observability tools help teams inspect the full execution path behind an agent run, 

including model calls, retrieval, tool use, memory, state changes, handoffs, latency, cost, 

evaluations, and final outcomes.123456789101112131415161718  
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Tool category  What it helps monitor  Typical use in AI SRE  

LLM and agent tracing  Prompts, model calls, 

intermediate steps, tool calls, 

retrieval context, and final 

response  

Debug why an agent took a 

certain path or produced a 

poor answer  

Evaluation platforms  Accuracy, groundedness, 

relevance, safety, 

consistency, and regression 

test results  

Block unsafe releases and 

detect quality drops after 

prompt or model changes  

Prompt and version 

management  

Prompt versions, experiment 

history, deployment changes, 

and rollback points  

Identify whether a prompt 

change caused behavior 

drift  

Cost and token analytics  Token usage, model spend, 

expensive workflows, retries, 

and runaway loops  

Control operating cost and 

investigate unexpected 

usage spikes  

Drift and production 

monitoring  

Behavior changes, retrieval 

changes, embedding drift, 

Detect when an agent’s 

performance degrades over 

time  
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failure clusters, and user 

feedback trends  

  

Examples of AI agent observability tools include LangSmith, Langfuse, Arize Phoenix 

or Arize AX, Braintrust, Comet Opik, Helicone, Weights & Biases Weave, and Datadog 

LLM Observability. Some are stronger for developer tracing, some for open-source self-

hosting, some for evaluations, and some for enterprise-wide correlation with existing 

APM stacks.Several current AI observability tools combine tracing, evaluation, 

production monitoring, prompt management, and cost analytics, with different 

strengths depending on framework, deployment model, and evaluation 

depth.192021222324252627282930313233343536  

6.3 Why AI observability matters  

AI observability matters because AI failures are often not visible as system errors. A 

request can return HTTP 200, the application can remain available, and the dashboard 

can look green while the agent gives an unsupported answer, chooses the wrong tool, 

misses a required approval, or completes a workflow that does not solve the user’s 

problem. Traditional monitoring may show that the system worked; AI observability 

shows whether the agent worked correctly.AI observability helps teams understand not 

just whether an API returned a response, but what decisions the agent made, why it 

made them, and whether the process can be improved.373839404142434445464748495051525354  
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 Debugging hidden failures: Teams can inspect the exact step where the agent 

misunderstood the request, selected the wrong tool, retrieved weak context, or 

ignored an important signal.  

 Improving trust: Engineers, risk teams, auditors, and business users are more 

likely to trust an agent when its decisions are explainable and supported by 

recorded evidence.  

 Reducing incident duration: When agent behavior is traceable, responders can 

quickly identify whether the issue is caused by the model, prompt, retrieval 

layer, workflow logic, or a downstream dependency.  

 Controlling cost and performance: Observability helps detect excessive token 

usage, unnecessary retries, expensive model calls, long-running workflows, and 

runaway loops.  

 Supporting governance and auditability: Logs of prompts, tool calls, 

approvals, data sources, and decisions create evidence for compliance, risk 

reviews, and post-incident analysis.  

 Detecting drift over time: Teams can identify when the agent’s answers, 

classifications, escalation patterns, or tool-use behavior start changing from the 

approved baseline.  

Practical example: A production AI support agent begins giving slower responses and 

occasionally recommends the wrong escalation team. Traditional monitoring may show 

normal uptime and acceptable API response rates. AI observability may reveal that the 
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agent is retrieving outdated knowledge articles, making repeated calls to the same 

search tool, and using a prompt version that no longer reflects the latest escalation 

matrix. With this evidence, the AI SRE team can update retrieval sources, roll back the 

prompt, tune tool-call limits, and add a regression test for escalation accuracy.  
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7. SRE Skills You’ll Need for the AI Era  

The AI era does not remove the need for strong SRE fundamentals. It raises the bar. 

Engineers still need to understand production systems, incidents, automation, and 

reliability trade-offs. However, they also need new skills for evaluating AI behavior, 

tracing agent workflows, understanding model limitations, and designing safe human-

in-the-loop controls.  

In practical terms, the AI SRE skill set combines systems thinking, operational 

discipline, software engineering, data literacy, model awareness, and risk management. 

The best AI SREs do not simply ask whether the agent is online. They ask whether the 

agent is useful, safe, traceable, and aligned with the business process it supports.  

7.1 Core SRE skills  

Core SRE skills remain the foundation for AI reliability. AI agents still depend on 

networks, databases, APIs, queues, cloud services, identity systems, observability 

pipelines, and deployment processes. If these foundations are weak, the agent will 

inherit the same instability.  

 Production troubleshooting: Ability to investigate incidents using logs, metrics, 

traces, alerts, dependency maps, and deployment history.  

 Service level management: Understanding how to define SLIs, SLOs, error 

budgets, and reliability targets that match user expectations.  
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 Incident response: Skill in triage, mitigation, escalation, stakeholder 

communication, and post-incident review.  

 Automation and scripting: Ability to automate repetitive operational work 

using scripts, APIs, workflows, runbooks, or platform tools.  

 Cloud and infrastructure knowledge: Understanding compute, storage, 

networking, containers, orchestration, scaling, resilience, and failover patterns.  

 Change and release reliability: Familiarity with blue-green deployments, 

canary releases, feature flags, rollback plans, and production validation checks.  

 Security and access awareness: Understanding identity, permissions, secrets, 

least privilege, audit logs, and secure operational practices.  

Example: If an AI triage agent fails to retrieve monitoring data, a core SRE skill is 

knowing how to check whether the monitoring API is down, whether authentication 

failed, whether rate limits were exceeded, or whether the agent called the tool with 

incorrect parameters.  

7.2 AI-specific skills  

AI-specific skills help SREs understand why an agent behaves the way it does. These 

skills do not require every SRE to become a machine learning researcher, but they do 

require practical fluency in how prompts, models, retrieval, tool calls, evaluations, and 

guardrails affect production behavior.  
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 Prompt engineering literacy: Understand how system instructions, user 

inputs, examples, constraints, and prompt versions influence agent behavior.  

 LLM behavior awareness: Recognize common model limitations such as 

hallucination, inconsistency, overconfidence, context loss, and sensitivity to 

wording.  

 Retrieval-augmented generation knowledge: Understand how document 

retrieval, embeddings, chunking, ranking, freshness, and permissions affect 

grounded responses.  

 Tool-calling and agent workflow design: Know how agents choose tools, pass 

parameters, handle failures, retry actions, and sequence multi-step workflows.  

 Evaluation design: Build test sets, golden examples, edge cases, adversarial 

scenarios, and regression checks for agent quality.  

 Guardrail design: Define approval gates, blocked actions, policy checks, 

confidence thresholds, fallback responses, and escalation rules.   

 AI cost and performance awareness: Monitor token use, latency, model choice, 

caching, retries, and workflow efficiency.  

Example: If an AI support agent gives an outdated refund-policy answer, an AI-specific 

investigation may check whether the knowledge source was stale, whether retrieval 

returned the wrong article, whether the prompt failed to require evidence, or whether 

the model ignored a policy constraint in the context.  
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7.3 Skills for debugging AI agent failures  

Debugging AI agent failures requires a broader diagnostic mindset than debugging 

normal application errors. The issue may be in the infrastructure, model, prompt, 

retrieval layer, memory, tool integration, workflow state, permission boundary, or 

human approval process. AI SREs need to debug the complete chain from user intent to 

final action.  

 Reconstruct the agent run: Review the user request, system instructions, 

prompt version, retrieved context, tool calls, intermediate outputs, and final 

response.  

 Separate system failure from behavior failure: Determine whether the issue 

was caused by an unavailable dependency, bad data, incorrect model reasoning, 

or poor workflow design.  

 Check data grounding: Confirm whether the agent used current, authorized, 

and relevant sources rather than relying on unsupported generation.   

 Inspect tool calls: Validate the selected tool, parameters, sequence, response 

status, latency, retries, and error handling.  

 Test against known cases: Compare the failed run with a set of approved 

examples to identify regressions or edge cases.  

 Look for drift: Check whether recent prompt changes, model upgrades, 

knowledge base updates, or API changes altered agent behavior.  
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 Close the learning loop: Convert the failure into a regression test, update 

documentation, improve guardrails, and adjust monitoring if needed.   

Practical debugging example: An AI incident agent recommends escalating a database 

outage to the network team. The AI SRE reviews the trace and finds that the agent 

retrieved a generic “connectivity issue” article, skipped the database health dashboard, 

and failed to call the dependency mapping API. The fix is not simply to rewrite the 

answer. The team should improve retrieval ranking, require dependency checks for 

outage classification, add a test case for database incidents, and update the escalation 

guardrail.  
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8. How to Become a Site Reliability Engineer 

With an AI Focus  

Becoming an SRE with an AI focus is not about abandoning traditional operations or 

software engineering. It is about building strong production reliability foundations and 

then extending them into AI systems, agent workflows, model behavior, and 

governance. The best path is progressive: learn how reliable systems work, understand 

how production incidents happen, and then add AI-specific monitoring, evaluation, and 

safety practices.  

8.1 Build your SRE fundamentals  

Start with the fundamentals of reliability engineering: how services fail, how teams 

measure reliability, how incidents are handled, and how systems are improved after 

failure. These fundamentals apply whether the system is a web application, payment 

platform, data pipeline, or AI agent.  

 Learn SLIs, SLOs, error budgets, incident response, postmortems, capacity 

planning, and release reliability.  

 Practice reading logs, metrics, and traces to understand production behavior.  

 Study common failure patterns such as dependency outages, configuration 

errors, slow databases, overloaded queues, and bad deployments.  

 Build small projects where you intentionally break and recover services.  
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8.2 Learn cloud and containers  

Most modern AI systems run on cloud platforms, containerized services, managed 

databases, orchestration platforms, and API-based integrations. An AI SRE should 

understand how these components behave under load, how they fail, and how they can 

be recovered safely.  

 Learn one major cloud platform such as Azure, AWS, or Google Cloud.  

 Understand containers, Kubernetes basics, service discovery, ingress, scaling, 

and health checks.  

 Practice deploying simple APIs and observing how they behave during failures.   

 Learn how identity, secrets, permissions, and network policies affect reliability 

and security.  

8.3 Develop observability skills  

Observability is one of the most important capabilities for an AI-focused SRE. You need 

to understand what is happening across infrastructure, applications, models, prompts, 

retrieval systems, and agent tool calls. A strong observability skill set allows you to 

move from guessing to evidence-based troubleshooting.  

 Practice building dashboards that show latency, errors, saturation, traffic, and 

dependency health.  

 Learn how to correlate logs, metrics, and traces across multiple services.  
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 Add AI-specific telemetry such as prompt versions, retrieved documents, tool-

call outcomes, model latency, token usage, confidence indicators, and human 

overrides.  

 Use observability data to support incident reviews, reliability scoring, and 

continuous improvement.  

Example: If an AI knowledge assistant gives inconsistent answers, observability skills 

help you compare prompt versions, retrieved documents, model responses, and user 

feedback to identify whether the problem is caused by retrieval quality, prompt 

wording, or model behavior.  

8.4 Build an on-call mindset  

An on-call mindset means thinking like the person who will be responsible when the 

system fails at 2 a.m. It encourages practical design choices: clear alerts, useful 

runbooks, safe rollbacks, defined escalation paths, and realistic failure testing. For AI 

agents, the on-call mindset also means planning for wrong answers, unsafe actions, 

missing context, and uncertain recommendations.  

 Ask what could go wrong before the agent is deployed.  

 Define who is paged when the agent fails or produces unsafe output.  

 Create runbooks for common failures such as tool timeout, retrieval failure, 

model unavailability, and policy violation.  
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 Ensure every high-risk action has a fallback, rollback, or human approval path.  

8.5 Add AI fluency  

AI fluency means understanding enough about AI systems to operate them responsibly 

in production. An AI-focused SRE does not need to build foundation models, but must 

understand how prompts, models, retrieval, context windows, tool calls, guardrails, and 

evaluations influence agent behavior.  

 Learn how large language models generate responses and why outputs can vary.  

 Understand common AI failure modes such as hallucination, overconfidence, 

incomplete reasoning, and context loss.  

 Study retrieval-augmented generation, including document chunking, 

embeddings, ranking, freshness, and access control.  

 Understand prompt versioning and how small instruction changes can alter 

agent behavior.  

 Learn the basics of AI evaluation, including test sets, golden examples, scoring 

rubrics, and regression checks.  

Example: If an AI agent gives a confident but unsupported answer, AI fluency helps the 

SRE ask the right questions: Did the agent retrieve evidence? Was the evidence 

relevant? Did the prompt require citation or grounding? Did the model ignore 

uncertainty? Did the system allow fallback or escalation?  
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8.6 Learn AI agent monitoring  

AI agent monitoring focuses on what the agent did, why it did it, and whether the final 

outcome was reliable. This includes monitoring prompts, retrieved context, model calls, 

tool calls, intermediate reasoning steps, memory, workflow state, human approvals, and 

final actions. It also includes measuring cost, latency, user feedback, and drift over time.  

 Track each agent run as an end-to-end trace, not as disconnected logs.  

 Capture tool-call inputs, outputs, failures, retries, latency, and permission errors.  

 Monitor quality metrics such as grounded-response rate, classification accuracy, 

false escalation rate, and human correction rate.  

 Use evaluation suites to catch regressions before releasing prompt, model, or 

workflow changes.  

 Review production samples regularly to detect behavioral drift and emerging 

failure patterns.  

Example: For an AI incident triage agent, monitoring should show whether the agent 

checked the incident description, monitoring alerts, recent deployments, known-error 

records, dependency map, and escalation matrix before recommending a priority and 

owner.  
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8.7 Apply for hybrid roles  

AI-focused SRE roles may not always be advertised with the exact title “AI SRE.” Many 

opportunities appear under hybrid titles that combine platform engineering, DevOps, 

MLOps, AIOps, AI platform reliability, production engineering, or AI operations. When 

applying, look for roles that mention observability, automation, incident response, 

model monitoring, agent workflows, evaluation, or reliability of AI-enabled products.  

 Relevant role titles: Site Reliability Engineer, Platform Engineer, DevOps 

Engineer, MLOps Engineer, AI Platform Engineer, Production Engineer, AIOps 

Engineer, AI Reliability Engineer, or AI Operations Engineer.  

 Portfolio projects to show: An AI support agent with tracing, an incident triage 

assistant with approval gates, a RAG application with evaluation tests, or a 

monitoring dashboard for tool-call failures.  

 Interview stories to prepare: A production incident you debugged, an 

automation you built, a reliability metric you defined, and an AI failure mode you 

detected and fixed.  

Example: A candidate moving from DevOps into AI SRE can build a small demo where 

an agent reads an incident ticket, calls mock monitoring APIs, recommends escalation, 

and logs every prompt, tool call, decision, and approval. This demonstrates both 

traditional reliability thinking and AI-specific operational awareness.  
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9. A Simple SRE Roadmap  

A roadmap helps learners move from basic operational awareness to advanced 

reliability engineering and then into AI-focused specialization. The goal is not to 

memorize tools, but to build practical capability: observe systems, diagnose failures, 

automate safely, communicate during incidents, and improve reliability over time.  

9.1 Beginner  

At the beginner stage, focus on learning how production systems work and how they 

fail. The priority is to develop operational awareness, basic troubleshooting ability, and 

comfort with the language of reliability.  

 Learn Linux basics, networking fundamentals, HTTP, DNS, APIs, and common 

web application architecture.  

 Understand logs, metrics, alerts, dashboards, and basic incident terminology.  

 Practice deploying a simple application and observing how it behaves under 

normal use.  

 Read incident reports to understand how real failures unfold.  

 Learn basic scripting for repetitive tasks.  
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Example beginner project: Deploy a small web application, add basic logging, create a 

simple uptime check, trigger a failure by stopping a service, and write a short incident 

summary explaining what happened and how you recovered.  

9.2 Intermediate  

At the intermediate stage, move from observing systems to improving their reliability. 

This is where you start designing better alerts, defining SLOs, reducing toil, and 

automating common operational tasks.  

 Define SLIs and SLOs for a service, such as availability, latency, error rate, and 

successful transaction rate.  

 Create dashboards that show service health and user impact.  

 Write runbooks for common incidents and test them during controlled failure 

scenarios.  

 Automate repetitive operational checks, such as log collection, dependency 

status checks, and restart validation.  

 Participate in postmortems and convert lessons into engineering improvements.  

Example intermediate project: Build a monitored API service with dashboards, alerts, 

an SLO target, a rollback process, and a post-incident review template. Then 

intentionally introduce a latency issue and practice diagnosis and mitigation.  
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9.3 Advanced  

At the advanced stage, focus on reliability architecture, large-scale operations, 

distributed systems, incident leadership, and organizational reliability practices. 

Advanced SREs influence system design and help teams make trade-offs between speed, 

cost, risk, and reliability.  

 Design systems for resilience using redundancy, graceful degradation, circuit 

breakers, retries, timeouts, queues, and failover patterns.  

 Lead incidents by coordinating technical teams, business stakeholders, 

communications, mitigation, and recovery.  

 Use error budgets to guide release decisions and reliability investment.  

 Analyze capacity, performance bottlenecks, dependency risks, and failure 

domains.  

 Build reliability review processes for high-risk launches and major architectural 

changes.  

Example advanced project: Design a production-readiness review for a customer-

facing payment service. Include SLOs, dependency maps, failure scenarios, rollback 

criteria, monitoring dashboards, escalation paths, and post-launch validation checks.  
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9.4 AI-focused specialization  

AI-focused specialization builds on advanced SRE skills and applies them to agents, LLM 

applications, RAG systems, and AI-enabled workflows. This stage focuses on the 

reliability of behavior, not only the reliability of infrastructure.  

 Build agent traces that capture prompts, model calls, retrieval context, tool calls, 

decisions, approvals, and final outcomes.  

 Create AI SLOs for groundedness, escalation accuracy, correct classification, safe-

action rate, and human correction rate.  

 Develop evaluation sets for common workflows, edge cases, policy-sensitive 

actions, and incident scenarios.  

 Monitor drift across prompts, retrieval sources, model versions, tool schemas, 

and user behavior.  

 Design guardrails for tool access, sensitive actions, fallback responses, 

confidence thresholds, and human approvals.  

Example AI-focused project: Build an AI incident triage assistant that reads a ticket, 

calls mock monitoring and deployment tools, recommends a priority, drafts a 

stakeholder update, and logs every prompt, retrieved source, tool call, decision, and 

approval. Then create test cases for false escalation, missing evidence, tool failure, and 

outdated knowledge articles.  
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The Bottom Line  

AI agents are changing reliability from a purely technical discipline into an end-to-end 

operational discipline. In the past, teams could often define reliability by asking whether 

a service was available, fast, and scalable. In the AI era, those questions are still 

important, but they are no longer enough. Organizations must also ask whether the 

agent is accurate, grounded, safe, explainable, observable, and aligned with approved 

business processes.  

The future of SRE will not be only about keeping servers alive. It will be about keeping 

intelligent systems trustworthy. AI SRE brings together traditional reliability 

engineering, AI monitoring, governance, human oversight, and continuous learning. This 

combination is essential because AI failures may not look like outages. They may appear 

as wrong recommendations, unsupported answers, poor escalations, unsafe actions, or 

silent drift.  

 For engineers: Build strong SRE fundamentals first, then add AI fluency, agent 

tracing, evaluation, and guardrail design.  

 For leaders: Treat AI reliability as a production readiness requirement, not a 

post-launch support activity.  

 For organizations: Create clear ownership for AI agent reliability across 

platform, security, risk, compliance, operations, and product teams.  
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 For AI teams: Measure success not only by automation delivered, but by safe, 

explainable, and reliable outcomes.  

Final takeaway: Traditional SRE asks, “Is the system reliable?” AI SRE asks a broader 

question: “Can we trust this intelligent system to behave correctly, safely, and 

consistently in production?” That question will define the next generation of reliability 

engineering.  
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