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and attach the app to the current subscription

Prepared for client sharing
Uses official Microsoft Learn documentation screenshots

Prepared 13 Mar 2026

Portal scope Microsoft Entra admin center + Azure portal

What this guide covers
Application (client) ID App registration > Overview

App registration > Overview or Microsoft Entra ID

Directory (tenant) ID .
> Overview

App registration > Certificates & secrets > Client
secrets

Client secret value

Subscription ID Subscription > Overview

Subscription > Access control (IAM) > Add role

Attach app to current subscription i
assignment

Before you start

» Use a Microsoft Entra account that can register applications. Microsoft’s app registration quickstart
says at least Application Developer; Microsoft’s service principal article uses Cloud Application
Administrator for this flow.

* To attach the application to a subscription, your signed-in user must have role-assignment permission
at that scope, such as Microsoft.Authorization/roleAssignments/write via Role Based Access Control
Administrator, User Access Administrator, or Owner.

*» The client secret value is shown only once. Copy the Value immediately after creation and store it
securely.
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1. Create the app registration

In the Microsoft Entra admin center, go to App registrations and select New registration. Enter the
app name, choose the supported account type that matches your use case, and register the app. For
most internal single-tenant setups, Accounts in this organizational directory only is the usual choice.

— Microsoft Azure 2 Search resources, services, and docs (G+/) ¥ Copilot

Home > App registrations >

Register an application - X

* Name

The user-facing display name for this application (this can be changed later).

demoapp1-dev v

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Microsoft Customer Led only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ ‘ ‘ e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '

Figure 1. Official Microsoft Learn screenshot of the Register an application page.

Source: Microsoft Learn - Authenticate .NET apps to Azure services during local development using service principals

2. Copy the Client ID and Tenant ID

After registration, Azure opens the app’s Overview page. Copy these two values and save them in a
secure temporary note:

* Application (client) ID - the client ID used by your app
* Directory (tenant) ID - the tenant ID used for authentication
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Figure 2. Official Microsoft Learn screenshot of the app Overview page showing Application (client) ID and Directory

A

Home > App registrations >

] Contoso App 1

>

‘ L Search

‘«

8 Overview
&4 Quickstart

#" Integration assistant

Manage

&= Branding & properties

3 Authentication
Certificates & secrets

1Il Token configuration

- API permissions

& Expose an API

f5 Approles

&2 Owners

@ Delete @ Endpoints Preview features

/N Essentials
Display name
Contoso App 1

Application (client) ID
TM111111-1111-1111-1111-111111111111

Object ID
00000000-0000-0000-0000-000000000000

Directory (tenant) ID
22222222-2222-2222-2222-222222222222

Supported account types
My organization only.

Get Started  Documentation

(tenant) ID.

Client credentials

Add a certificate or secret
Redirect URIs

Add a Redirect URI

Application ID URI
Add an Application ID URI

Managed application in local directory
Contoso App 1

Source: Microsoft Learn - How to register an app in Microsoft Entra ID
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3. Create the client secret

Open the same app registration, then go to Certificates & secrets > Client secrets > New client secret.
Add a description, choose the expiry, and select Add.

* Microsoft limits client secret lifetime to two years or less.
* Microsoft recommends an expiry of less than 12 months.

Home > App registrations > Contoso-app. Add a client secret x

A Home =
Contoso-app | Certificates & secrets »

4 What's new Description

[ Diagnose & solve problems A7 Got feedback?

Expires

HrTPS

Credential y
scheme). For a higher level of assurance, we recor

eeeee

2 Leam & support ~

| o [IET

Figure 3. Official Microsoft Learn screenshot showing Client secrets and the Add a client secret panel.

Source: Microsoft Learn - Add and manage application credentials in Microsoft Entra ID

After you select Add, copy the client secret Value immediately. Do not copy Secret ID by mistake -
applications use the secret Value.
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= Microsoft Azure 2 search resources, services, and docs (G+/) i 0 7 f= user@contoso.com @
contoso Wa

Home > Contesc | App registrations > ADT-app

ADT-app | Certificates & secrets = X

B overview
- . x
a4 Quickstart @ Gota second to give us some feedback? —

'(,' Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using

X Diagnose and solve problems an HTTPS scheme). For a higher level of assurance, we recommend using 2 certificate (instead of a client secret) a5 a credential.

v Manage

B2 Branding & properties

® Application registration certificates, secrets and federated credentials can be found in the tabs below. =
3 Authentication
Certificates & secrets

Certificates (0) Client secrets (1) Federated credentials (0)
{Il Token configuration -

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
-2~ API permissions
G Expose an API = New client secret
S App roles Description Expires value © Secret ID
2 ;
& Owners ADT-client-secret  3/10/20... | Aa1Bb~2Cc3.-Dd4Ee5F6GG7HNBIIO_LOKKILI2 1| 2aaaaaaa-0b0b-1c1c-2d2d-333333333333 1| T

4. Reles and administrators
M Manifest

> Suppert + Troubleshooting

Figure 4. Official Microsoft Learn screenshot showing the client secret Value after creation.

Source: Microsoft Learn - Create an app registration with Azure Digital Twins access
4. Find the Subscription ID

In the Azure portal, search for Subscriptions, open the current subscription, and copy the
Subscription ID from the Overview page.

Contoso Test Subscription

Subscription

2 Search | X« i cancel subscription & Rename ? Change directory 5 Feedback
Overview & A Essentials Copy to clipboard

B Activity log Subscription ID : aaaalala-bb1b-cc2c-dd3d-eeeedededede [

Ao Access control (IAM) Directory : Contoso (Contoso.com)

€ Tags Status . Active

Parent management group : a0a0a0a0-bbbb-cccc-dddd-elelelelelel
#+ Diagnose and solve problems

Figure 5. Official Microsoft Learn screenshot showing how to copy the Subscription ID.

Source: Microsoft Learn - Get subscription and tenant IDs in the Azure portal

5. Find the Tenant ID from Azure portal

If you need to verify the tenant directly in Azure portal, open Microsoft Entra ID and copy the
Tenant ID from the Overview page.
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Overview Manitoring Properties Recommendations Setup guides

Basic information

Name Contoso Copy to clipboard

Tenant ID 3aaabbbb-0000-cccc-1111-dddd2p22eeee ID

Figure 6. Official Microsoft Learn screenshot showing how to copy the Tenant ID.

Source: Microsoft Learn - Get subscription and tenant IDs in the Azure portal

6. Attach the app to the current subscription

To let the application access Azure resources in the current subscription, assign an Azure RBAC role
to the app’s service principal at the subscription scope.

Reader View-only access to resources
Contributor Create/update most resources, but not access control
Custom role When your client needs only specific permissions

Steps in the subscription:

* Open Subscriptions and select the current subscription.

* Open Access control (IAM).

* Select Add > Add role assignment.

* Choose the required role and select Next.

* On Members, choose User, group, or service principal.

* Select Select members, search for the app registration name, select it, then choose Review + assign.

Home >

’OR Access control (IAM)

P Search (Ctrl+)) | « = Add  + Download role assignments Edit columns
[ Overview Add role assignment

ts Roles Deny assignm
B Activity log Add co-administrator
Ao Access control (IAM) Add custom role
¢ Tags View my level of access to this resource.

P View my access

Figure 7. Official Microsoft Learn screenshot showing Add role assignment from Access control (IAM).

Source: Microsoft Learn - Azure RBAC reusable portal content
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Home >

Add role assignment - X

Role ” Members © Conditions  Assignment type Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more 7
Job function roles Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

' search by role name, description, permission, or ID Type : All Category : All

Name T Description Ty Type Ty Category T Details

Reader View all resources, but does not allow you to make an... BuiltinRole General View

AcrDelete acr delete BuiltinRole Containers View

Acrimagesigner acr image signer BuiltinRole Containers View

Acrpull acr pull BuiltinRole Containers View

AcrPush acr push BuiltinRole Containers View

AcrQuarantineReader acr guarantine data reader BuiltinRale Containers View

AcrQuarantineWriter acr guarantine data writer BuiltinRole Containers View <
Review + assign | | Previous | | Next | R'j Feedback

Figure 8. Official Microsoft Learn screenshot showing the Add role assignment page.

Source: Microsoft Learn - Azure RBAC reusable portal content

Home > Subscriptions > Test Subscription | Access control (IAM) > Select members X
Add role assignment

Select @
27 Got feedback? I example-app |

. ) i No users, groups, or service principals found.
Role Members Review + assign

Selected role

Contributor

Assign access to

| @ User, group, or service principal

O Managed identity

Members

Selected members:
=+ Select members

example-app

Name Object ID Ty Remove

No members selected

Description

Optional

| Review + assign ‘ [ Previous l l Next l

Figure 9. Official Microsoft Learn screenshot showing how to select the application as a member/service principal.

Source: Microsoft Learn - Register a Microsoft Entra app and create a service principal
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7. Final handover checklist

Use this table when sharing the completed setup details with your client or project team.

N N

App registration name O
Application (client) ID O
Directory (tenant) ID O
Subscription ID O
. Store securely - do not email in plain
Client secret Value O
text
Assigned role on subscription O

Official Microsoft Learn pages used

* How to register an app in Microsoft Entra ID - https://learn.microsoft.com/en-us/entra/identity-
platform/quickstart-register-app

* Add and manage application credentials in Microsoft Entra ID -
https://learn.microsoft.com/en-us/entra/identity-platform/how-to-add-credentials

* Get subscription and tenant IDs in the Azure portal - https://learn.microsoft.com/en-us/azure/azure-
portal/get-subscription-tenant-id

* Register a Microsoft Entra app and create a service principal -
https://learn.microsoft.com/en-us/entra/identity-platform/howto-create-service-principal-portal

* Assign Azure roles using the Azure portal - https://learn.microsoft.com/en-us/azure/role-based-access-
control/role-assignments-portal
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