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D E T A I L E D  C U R R I C U L U M

Module-by-Module

Module 1 — Foundations of AI, Generative AI, and Agentic AI

• Evolution from Traditional AI to Generative AI to Agentic AI

• What makes AI “agentic”: autonomy, goal-orientation, decision-making

• Generative vs agentic AI

• Core concepts: agents, environments, goals, actions, feedback loops

• The agentic AI landscape and enterprise use cases

Module 2 — Architecture of AI Agents and Multi-Agent Systems

• Anatomy of an AI agent: LLM core, memory, planning, tool use

• Reasoning and planning techniques (ReAct, Chain-of-Thought, Reflection)

• Memory systems: short-term, long-term, RAG

• Tool/function calling and API integration

• Multi-agent orchestration

• Popular frameworks (LangChain, LangGraph, AutoGen, CrewAI)

Module 3 — Agentic AI for Threat Detection and Monitoring

• Autonomous threat detection and anomaly hunting

• AI agents in SOC operations and alert triage

• Log analysis, SIEM augmentation, event correlation

• Behavioral analytics and insider-threat detection

Module 4 — Agentic Incident Response and SOAR

• Automated incident triage, enrichment, and containment

• Agentic playbooks and SOAR orchestration

• Threat-intelligence gathering and summarization agents

• AI-assisted forensics and root-cause analysis

Module 5 — AI-Assisted Vulnerability and Defense Management

• AI-assisted vulnerability scanning and prioritization

• Attack-surface mapping and continuous security assessment

• Red-team and blue-team augmentation concepts

• Patch intelligence and automated remediation workflows



D E T A I L E D  C U R R I C U L U M  ( C O N T I N U E D )

Module-by-Module

Module 6 — Securing AI Agents and Defending Against AI Threats

• Threats to agentic systems: prompt injection, tool misuse, data poisoning

• Securing agent tool access, permissions, and guardrails

• Defending against AI-powered attacks and deepfakes

• Identity, access, and zero-trust for autonomous agents

Module 7 — Governance, Compliance, and Responsible AI in Security

• Security frameworks and AI (NIST, ISO 27001, MITRE ATT&CK)

• Auditability, human oversight, and safe levels of autonomy

• Privacy, data handling, and ethical use

• Building a trustworthy AI-driven security program

Capstone Project · Applied Agentic Security Strategy
— Build, implement & present a real agentic incident-response workflow applying detection,
triage, containment & escalation design — SME-reviewed, portfolio-ready. Plus 1-on-1 and daily
expert sessions.







LIMITED-TIME OFFER — EXTRA 10% OFF
Use code UPSKILL10 at checkout — valid for 72 hours only
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