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1. AI Strategy  

An AI strategy defines how an organization will use artificial intelligence to create 

measurable value while managing cost, risk, data, technology, and workforce 

implications. It should connect AI initiatives to the enterprise strategy rather than 

treating AI as a collection of isolated experiments. A strong strategy clarifies where to 

invest, which problems are suitable for generative AI, how solutions will move from 

pilot to production, and who is accountable for outcomes.  

1.1 Business Goals  

Business goals are the anchor for every AI decision. Before selecting tools or models, 

leaders should define the performance problem, the target outcome, the baseline, and 

the time frame. Goals should be specific enough to guide investment decisions and 

broad enough to allow teams to test alternative solutions. Useful goals often focus on 

growth, productivity, customer or employee experience, risk reduction, operational 

resilience, or faster decision-making.  

 Define the business problem: Identify the process bottleneck, unmet customer 

need, quality issue, or decision delay that AI may address.  

 Establish a baseline: Record current cycle time, cost, error rate, satisfaction 

score, revenue conversion, or other relevant measures.  

 Set measurable targets: Express the desired result in operational terms, such 

as reducing case-handling time by 20% or improving first-contact resolution.  
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 Identify beneficiaries: Specify whether the intended value is for customers, 

employees, managers, partners, or regulators.  

 Define guardrails: State non-negotiable requirements for privacy, accuracy, 

security, fairness, explainability, and regulatory compliance.  

Example: A customer service organization should avoid a vague goal such as “use GenAI 

in support.” A stronger goal is: “Within nine months, reduce average agent research 

time by 25% and improve response consistency by introducing an approved knowledge 

assistant, while requiring human review for customer-facing answers and maintaining 

current privacy controls.” This goal gives the team a measurable outcome, a time frame, 

a use context, and clear safeguards.  

1.2 Priority GenAI Use Cases  

Priority use cases are the limited set of opportunities that deserve early investment 

because they combine meaningful business value with practical feasibility and 

acceptable risk. Organizations should begin with workflows in which employees spend 

substantial time finding information, producing routine content, summarizing material, 

classifying requests, or preparing decisions. The purpose is not to automate every task; 

it is to redesign selected work so that people can focus on judgment, relationships, 

exceptions, and accountability.  

 Business value: Expected effect on revenue, cost, speed, quality, experience, or 

risk.  
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 Feasibility: Availability and quality of data, integration effort, model capability, 

and process readiness.  

 Risk: Potential impact of an incorrect, biased, confidential, or non-compliant 

output.  

 Adoption potential: Frequency of use, number of users, workflow fit, and 

willingness to change.  

 Time to value: Ability to prove benefits within a defined pilot period without 

creating unsustainable technical debt.  

Examples of high-potential use cases: In customer service, GenAI can retrieve 

approved knowledge and draft responses for agent review. In HR, it can summarize 

policies and help employees navigate routine questions. In IT service management, it 

can categorize tickets, summarize incident history, and draft resolution notes. In 

procurement, it can compare supplier proposals against standard criteria. In finance, it 

can explain budget variances or draft management commentary from validated data. 

Each example should be evaluated for data sensitivity and the consequences of error 

before implementation.  

A balanced portfolio normally includes quick wins, strategic differentiators, and 

enabling investments. Quick wins build confidence through low-risk productivity 

improvements. Strategic use cases create distinctive customer or operational value but 

may require deeper integration. Enabling investments—such as governed data access, 

model evaluation, security controls, and reusable prompt or agent components—may 
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not deliver immediate front-line benefits, yet they make future solutions safer and 

faster to deploy.  

1.3 AI Adoption Roadmap  

An AI adoption roadmap converts strategic intent into a sequence of decisions, 

capabilities, pilots, and scaled deployments. It should show what will be delivered, what 

must be learned, which dependencies must be resolved, and which governance gates 

must be passed. Roadmaps work best when they are outcome-based and adjustable; 

they should not assume that every pilot will become a production solution.  

1. Phase 1—Align and assess: Confirm business goals, inventory candidate use 

cases, assess data and technology readiness, establish governance ownership, 

and define success measures.  

2. Phase 2—Experiment safely: Run time-boxed pilots with representative users, 

approved data, human review, and documented evaluation criteria. Capture 

benefits, failure modes, and user feedback.  

3. Phase 3—Operationalize: Integrate successful solutions into workflows, 

strengthen access controls and monitoring, document operating procedures, 

train users, and assign support responsibilities.  

4. Phase 4—Scale and optimize: Reuse platforms and controls, expand proven 

patterns, retire low-value experiments, monitor realized benefits, and refresh the 

portfolio as business needs change.  
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Example: A company introducing a contract-review assistant might spend the first 

month defining approved document types and risk boundaries, the next two months 

testing extraction and summarization with legal reviewers, and the following quarter 

integrating the assistant into the contract workflow. Scaling would occur only after 

accuracy, confidentiality, user adoption, escalation procedures, and business benefits 

meet pre-agreed thresholds.  
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2. People and Skills  

AI adoption succeeds when people understand the technology, trust the operating 

model, and know how their roles will change. Workforce readiness is broader than 

technical training. It includes basic AI literacy, role-specific workflow skills, responsible-

use behaviors, change leadership, and the ability to review and challenge automated 

outputs. The organization should treat these capabilities as part of job design and 

performance support, not as a one-time awareness campaign.  

2.1 AI Literacy  

AI literacy is the ability to understand what AI systems can and cannot do, use them 

responsibly, and make informed decisions about their outputs. Every employee does 

not need to become a data scientist, but everyone who uses AI should understand that 

generated content may be plausible yet incorrect, incomplete, biased, outdated, or 

unsupported. Employees should also know what information is permitted in approved 

tools and when an output requires verification or escalation.  

 Basic concepts, including generative models, prompts, training data, grounding, 

automation, and AI agents.  

 Common limitations, including hallucination, inconsistent outputs, context 

limitations, and overconfidence.  

 Responsible-use expectations for privacy, intellectual property, information 

security, fairness, and transparency.  
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 Verification habits, such as checking facts, calculations, sources, tone, and 

alignment with policy before using an output.  

 Awareness of approved tools, prohibited uses, reporting channels, and 

accountability for final decisions.  

Example: An employee may use an approved assistant to draft a project update, but 

should validate dates, owners, budget figures, and risk statements against authoritative 

records. AI literacy means recognizing that fluent writing is not evidence of factual 

accuracy and that the employee remains accountable for the final communication.  

2.2 Employee Skills  

Employee skills translate general awareness into effective performance. The required 

skill mix varies by role, but most employees need to frame problems clearly, provide 

relevant context, evaluate outputs, and incorporate AI into a controlled workflow. 

Managers need additional capabilities in work redesign and benefit measurement, while 

technical and risk teams require deeper expertise in integration, data quality, security, 

testing, and monitoring.  

 All employees: Prompting, context-setting, information handling, critical 

review, and responsible use.  

 Functional specialists: Translating domain rules into instructions, identifying 

exceptions, validating outputs, and redesigning workflows.  
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 Managers: Selecting suitable tasks, setting quality standards, monitoring 

adoption, measuring benefits, and preventing over-automation.  

 Technical teams: Model selection, retrieval and grounding, integration, 

evaluation, observability, access management, and lifecycle operations.  

 Risk and assurance teams: Control design, impact assessment, testing, 

auditability, incident response, and regulatory interpretation.  

Example: A procurement specialist using GenAI to compare bids needs more than 

prompt-writing ability. The specialist must define evaluation criteria, verify supplier 

claims against source documents, identify missing information, recognize commercial 

and compliance risks, and document the rationale for the final recommendation.  

2.3 Training Needs  

Training should be role-based, practical, and continuous. A single generic course rarely 

changes behavior. Employees need guided practice with approved tools and realistic 

tasks, supported by examples, checklists, office hours, peer communities, and job aids. 

Training should be updated as tools, policies, and risks evolve.  

 Foundation training: AI concepts, organizational policy, privacy, security, 

limitations, and responsible use.  

 Role-based workshops: Practice with scenarios, data, tools, and quality criteria 

relevant to each function.  
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 Advanced capability building: Evaluation methods, workflow design, agent 

configuration, data grounding, monitoring, and governance for specialist roles.  

 Manager enablement: Guidance on work redesign, adoption barriers, 

performance measures, employee concerns, and escalation decisions.  

 Ongoing reinforcement: Refresher modules, use-case clinics, communities of 

practice, updated examples, and lessons from incidents or audits.  

Example learning pathway: A service-desk analyst could begin with a short 

responsible-use module, attend a workshop on summarizing tickets and drafting 

responses, complete supervised practice using historical cases, and receive certification 

only after demonstrating accurate classification, appropriate escalation, and secure 

handling of customer information.  

2.4 Human Oversight Capabilities  

Human oversight is the set of roles, skills, controls, and decision rights that allow people 

to supervise AI-assisted work. Effective oversight is risk-based: a low-impact internal 

draft may require a quick user review, while a decision affecting employment, credit, 

safety, legal rights, or customer obligations may require qualified review, documented 

evidence, and formal approval. Oversight must be meaningful; the reviewer must have 

enough time, authority, information, and expertise to challenge or reject the AI output.  

 Verification: Check important claims against authoritative data, source 

documents, and applicable policies.  
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 Judgment: Interpret context, ambiguity, exceptions, stakeholder impact, and 

trade-offs that the model may not understand.  

 Intervention: Edit, override, pause, or reject an output when it does not meet 

required standards.  

 Escalation: Route uncertain, sensitive, or high-impact cases to qualified experts 

or accountable decision-makers.  

 Documentation: Record inputs, material assumptions, review outcomes, 

approvals, and reasons for consequential decisions.  

 Monitoring and learning: Identify recurring errors, bias patterns, control 

failures, and changes in performance, then feed lessons into training and system 

improvement.  

Example: If an AI assistant recommends closing a customer complaint, a trained 

reviewer should confirm that the evidence is complete, required communications were 

sent, policy conditions were met, and no vulnerability or regulatory issue requires 

escalation. The reviewer should be able to reopen the case and document why the 

recommendation was rejected.  
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3. Data Readiness  

Data readiness determines whether an AI solution can produce useful, reliable, and 

compliant results. Even capable models perform poorly when they rely on incomplete 

records, inconsistent definitions, inaccessible sources, or data that should not be used. 

Organizations should therefore assess data as a business asset: who owns it, how it is 

created, how current it is, where it resides, who may access it, and what controls apply 

throughout its lifecycle.  

3.1 Data Quality  

Data quality describes whether information is fit for the AI use case. Quality is 

contextual: a historical document may be adequate for trend analysis but unsuitable for 

answering questions about a current policy. Teams should identify the authoritative 

source for each important data element, define acceptable quality thresholds, and 

measure quality before and after deployment. They should also distinguish errors in 

source data from errors introduced by extraction, transformation, retrieval, or model 

generation.  

 Accuracy: Values and statements correctly represent the underlying event, 

customer, product, transaction, or policy.  

 Completeness: Required fields, documents, labels, and contextual information 

are present.  

http://www.gsdcouncil.org/


 
 

www.gsdcouncil.org                                                     13 
 

 Consistency: Definitions, formats, identifiers, and classifications agree across 

systems.  

 Timeliness: Data is sufficiently current for the decision or response being 

supported.  

 Relevance: The dataset contains information that directly supports the intended 

task without unnecessary noise.  

 Traceability: Teams can identify where data originated, how it changed, and 

which version was used.  

Example: A support assistant trained on duplicate, outdated, and contradictory 

troubleshooting articles may confidently recommend obsolete steps. Before launch, the 

organization should remove duplicates, assign content owners, archive superseded 

guidance, add effective dates, and test whether the assistant retrieves the approved 

article for representative questions.  

3.2 Data Accessibility  

Data accessibility means that approved users and systems can find and use the right 

information at the right time without bypassing controls. Accessibility does not mean 

unrestricted availability. It requires a governed balance between usability and 

protection, supported by clear ownership, metadata, permissions, interfaces, and 

service expectations. AI initiatives often expose fragmented repositories and 
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inconsistent access models that were manageable for manual work but become 

significant barriers to automation.  

 Discoverability: Data sources are catalogued, described, searchable, and linked 

to accountable owners.  

 Permissioning: Role-based access follows least-privilege principles and is 

reviewed regularly.  

 Technical availability: Systems provide reliable interfaces, supported formats, 

and acceptable response times.  

 Semantic clarity: Common definitions, taxonomies, and business glossaries 

reduce ambiguity.  

 Operational reliability: Availability targets, refresh schedules, error handling, 

and support responsibilities are documented.  

Example: An HR policy assistant may need access to documents held across an intranet, 

shared drives, and regional repositories. The project should identify the authoritative 

policy library, standardize metadata, enforce location-based permissions, and ensure 

that retired policy versions are excluded from retrieval.  

3.3 Data Privacy  

Data privacy focuses on the lawful, fair, and transparent use of personal information. AI 

projects should apply privacy by design from the earliest use-case assessment rather 
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than adding controls after development. Teams need to understand why personal data 

is required, whether a less intrusive alternative exists, how long the data will be 

retained, where it will be processed, and how individuals’ rights and organizational 

obligations will be supported.  

 Purpose limitation: Use personal data only for clearly defined and approved 

purposes.  

 Data minimization: Collect or expose only the information necessary for the 

task.  

 Transparency: Explain when AI is used, what data it processes, and how 

decisions or outputs are reviewed.  

 Retention and deletion: Apply defined schedules to prompts, outputs, logs, and 

source datasets.  

 Third-party controls: Assess vendor processing, storage locations, 

subcontractors, contractual protections, and model-training practices.  

 Privacy testing: Check that outputs do not reveal personal information to 

unauthorized users or reconstruct data that should remain protected.  

Example: A recruitment assistant that summarizes applications should process only 

information relevant to the advertised role, prevent access outside the authorized hiring 

team, retain records according to approved schedules, and avoid using personal details 

that are not necessary for the assessment.  
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3.4 Sensitive Data Handling  

Sensitive data handling covers information that could cause material harm, legal 

exposure, or operational risk if disclosed or misused. Depending on the organization, 

this may include financial records, health information, government identifiers, 

authentication credentials, legal advice, confidential business plans, source code, 

security findings, and regulated customer data. These categories should be clearly 

defined in the data-classification standard and connected to enforceable technical 

controls.  

 Classify before use: Label datasets and documents so systems and users can 

apply the correct handling rules.  

 Restrict exposure: Use least-privilege access, masking, tokenization, redaction, 

encryption, and secure environments where appropriate.  

 Separate environments: Prevent production-sensitive data from entering 

unapproved development, testing, or consumer AI tools.  

 Control outputs and logs: Protect generated content, prompts, conversation 

history, telemetry, and debugging records.  

 Prepare for incidents: Define detection, containment, notification, 

investigation, and remediation procedures for accidental disclosure or misuse.  

Example: A finance team testing an expense-analysis assistant should not upload raw 

employee bank details or tax identifiers into an unapproved environment. The pilot 
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should use minimized or masked records, restrict access to the project team, encrypt 

stored data, and define how test data and logs will be deleted after evaluation.  
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4. Technology and Infrastructure  

Technology and infrastructure readiness determine whether AI solutions can be 

deployed securely, integrated reliably, operated at scale, and supported over time. The 

objective is not to acquire the most advanced model; it is to establish an architecture 

that fits business needs, protects information, supports monitoring, and avoids 

unnecessary duplication or vendor dependency.  

4.1 Existing Technology Environment  

An assessment of the existing technology environment provides the baseline for AI 

planning. It should map core business applications, data platforms, identity services, 

cloud and on-premises infrastructure, collaboration tools, security controls, integration 

patterns, and operational support capabilities. The assessment should identify reusable 

assets as well as constraints such as legacy systems, fragmented identity models, limited 

interfaces, technical debt, capacity limits, or unsupported software.  

 Architecture: Current applications, hosting models, network boundaries, data 

flows, and approved technology standards.  

 Identity and access: Authentication, authorization, privileged access, service 

accounts, and separation of duties.  

 Security operations: Logging, monitoring, vulnerability management, incident 

response, encryption, and data-loss prevention.  
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 Scalability and resilience: Capacity, availability, backup, recovery, 

performance, and regional requirements.  

 Operating model: Ownership, support skills, change management, vendor 

management, and service-level expectations.  

 Cost baseline: Infrastructure, licensing, data movement, model usage, storage, 

monitoring, and support costs.  

Example: A company planning an enterprise knowledge assistant may discover that 

employees use several identity directories and that document permissions are 

inconsistent across repositories. Resolving identity and access differences may be a 

prerequisite for safe deployment, even if the AI tool itself is ready.  

4.2 AI Tools and Systems  

AI tools and systems include foundation models, enterprise assistants, development 

platforms, retrieval services, vector stores, orchestration components, evaluation tools, 

safety controls, and monitoring services. Selection should be based on the use case and 

operating requirements rather than novelty. Organizations may use a combination of 

commercially hosted services, embedded application features, open models, and 

internally managed components, provided each option passes architecture, security, 

legal, procurement, and governance review.  

 Functional fit: The tool supports the required languages, content types, 

response quality, context size, and workflow patterns.  
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 Security and privacy: Controls cover data use, isolation, encryption, retention, 

access, logging, and administrator oversight.  

 Evaluation and safety: Teams can test accuracy, robustness, harmful outputs, 

bias, prompt attacks, and use-case-specific failure modes.  

 Manageability: Administrators can configure policies, manage versions, monitor 

usage, investigate incidents, and control costs.  

 Portability: Architectures minimize avoidable dependency and allow models or 

components to be changed when requirements evolve.  

 Vendor assurance: Contracts, service commitments, support, model-change 

notifications, and subcontractor responsibilities are clear.  

Example: When selecting a drafting assistant, an organization should compare more 

than output fluency. It should test performance on representative tasks, confirm that 

prompts and documents are handled according to policy, assess administrative controls, 

estimate usage costs, and verify how model updates will be communicated and 

evaluated.  

4.3 Integration Readiness  

Integration readiness is the ability to connect AI components with enterprise data, 

applications, workflows, and control systems without creating fragile or unsafe 

dependencies. Integration should be designed around clear interfaces, authoritative 

systems of record, controlled actions, and observable end-to-end processes. Teams 
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should consider both read-only assistance and systems that can initiate transactions, 

because the latter require stronger validation, authorization, and rollback controls.  

 Interface availability: APIs, connectors, events, and data pipelines are 

documented, supported, and appropriately secured.  

 Process orchestration: Workflow steps, approvals, exceptions, handoffs, and 

system-of-record updates are clearly defined.  

 Access control: User identity and permissions are maintained across the 

complete transaction rather than replaced by broad system access.  

 Reliability: Timeouts, duplicate actions, unavailable services, malformed 

outputs, and partial failures are handled safely.  

 Observability: Logs, metrics, traces, cost indicators, and audit records allow 

teams to understand system behavior.  

 Testing and change control: Integrations are validated in representative 

environments, and changes to models, prompts, data sources, or interfaces 

trigger appropriate review.  

Example: An AI agent that creates IT service tickets should verify the requester’s 

identity, inherit the requester’s permissions, validate required fields, ask for 

confirmation before submission, handle duplicate requests, and write a complete audit 

record. If the ticketing service is unavailable, the agent should fail safely rather than 

implying that the request was completed.  
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5. Governance and Risk  

AI governance establishes the decision rights, policies, controls, evidence, and 

accountability needed to use AI responsibly. It should help the organization move at an 

appropriate speed without accepting unmanaged risk. Governance should be 

proportional to potential impact: low-risk productivity tools may follow a streamlined 

review, while systems that influence consequential decisions require stronger testing, 

approval, monitoring, documentation, and independent challenge.  

5.1 Accuracy and Reliability  

Accuracy is the degree to which an AI output is correct for its intended purpose, while 

reliability is the ability to maintain acceptable performance across users, inputs, 

operating conditions, and time. A system can perform well in a demonstration and still 

fail in production because real requests are ambiguous, source content changes, 

integrations become unavailable, or user behavior differs from test assumptions. Teams 

should therefore define measurable acceptance criteria for each use case and test the 

complete workflow rather than judging the model only by fluent responses.  

 Representative evaluation: Test common requests, edge cases, adversarial 

inputs, incomplete information, and realistic variations in language and format.  

 Ground-truth comparison: Compare outputs with approved answers, source 

records, expert judgments, or verified calculations.  
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 Quality thresholds: Define minimum standards for factual accuracy, 

completeness, relevance, consistency, and appropriate refusal.  

 Operational resilience: Test failures involving unavailable data, model 

timeouts, broken integrations, and sudden changes in demand.  

 Continuous monitoring: Track errors, overrides, user feedback, drift, latency, 

availability, and cost after deployment.  

 Change evaluation: Re-test when models, prompts, data sources, policies, 

integrations, or business processes change.  

Example: A financial commentary assistant should be tested against approved 

reporting packs to confirm that it describes material variances correctly, does not 

invent causal explanations, uses the correct reporting period, and flags missing data. If 

source data is unavailable, the assistant should state that it cannot complete the analysis 

rather than generating a plausible narrative.  

5.2 Bias and Compliance Risks  

Bias risk arises when an AI system produces systematically different or 

disadvantageous outcomes because of unrepresentative data, inappropriate labels, 

proxy variables, design choices, or uneven human review. Compliance risk arises when 

the use of AI conflicts with laws, contractual duties, industry rules, internal policies, or 

recordkeeping obligations. These risks should be assessed in context because the same 
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model may be acceptable for drafting internal notes but unsuitable for making or 

recommending consequential decisions.  

 Impact assessment: Identify affected stakeholders, possible harms, legal 

obligations, decision consequences, and available alternatives.  

 Data and outcome analysis: Examine whether training, reference, or evaluation 

data omits important groups, contexts, languages, or scenarios.  

 Proxy review: Check whether apparently neutral variables could indirectly 

reproduce prohibited or unfair distinctions.  

 Consistent evaluation: Compare error rates and decision patterns across 

relevant test scenarios and investigate material differences.  

 Policy mapping: Connect the use case to privacy, security, employment, 

consumer protection, intellectual property, accessibility, and records 

requirements.  

 Remediation and appeal: Provide channels to challenge outputs, correct 

records, escalate concerns, and suspend use when controls fail.  

Example: An AI tool used to help screen job applications should not be evaluated only 

on speed. The organization should test whether relevant qualifications are recognized 

consistently, remove unnecessary personal information, require recruiter review, 

document the basis for recommendations, and provide a process for candidates or 

reviewers to raise concerns.  
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5.3 Governance Frameworks  

A governance framework turns responsible-AI principles into repeatable organizational 

practices. It should align with enterprise risk management, information security, 

privacy, legal review, procurement, records management, and internal audit rather than 

operating as a separate AI-only bureaucracy. The framework must define how use cases 

are submitted, classified, approved, changed, monitored, and retired, and it should make 

evidence available for management and assurance review.  

 Principles and policy: State expectations for lawful, fair, secure, transparent, 

reliable, and human-accountable AI use.  

 Roles and decision rights: Assign accountable owners for business outcomes, 

data, technology, risk acceptance, controls, and ongoing operation.  

 Use-case inventory: Maintain a current record of AI systems, owners, purposes, 

data, vendors, risk ratings, approvals, and deployment status.  

 Risk-tiering methodology: Apply review depth and control requirements 

according to potential impact, autonomy, data sensitivity, and reversibility.  

 Lifecycle gates: Require evidence at concept, design, pilot, production, material 

change, periodic review, and retirement stages.  

 Assurance and reporting: Define testing, documentation, issue escalation, audit 

access, exception management, and reporting to leadership.  
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Example: A low-risk assistant that reformats employee-authored text may receive a 

lightweight assessment and standard controls. A system that recommends credit 

decisions would enter a higher risk tier, requiring legal and risk review, documented 

performance testing, explainability appropriate to the decision, qualified human 

approval, customer recourse, and more frequent monitoring.  

5.4 Human-in-the-Loop Controls  

Human-in-the-loop controls place an authorized person at defined points in an AI-

enabled process to review information, approve actions, resolve uncertainty, or stop 

execution. The control should match the risk and must be more than a superficial 

confirmation step. Reviewers need relevant context, accessible source evidence, clear 

decision criteria, adequate time, and authority to override the system without penalty.  

 Defined intervention points: Specify which outputs or actions require review 

before they reach a customer, employee, regulator, or system of record.  

 Risk-based thresholds: Escalate low-confidence, high-value, unusual, sensitive, 

or policy-exception cases automatically.  

 Evidence visibility: Present source material, assumptions, confidence 

indicators, and relevant history alongside the recommendation.  

 Override and rollback: Allow reviewers to edit, reject, reverse, or pause actions 

and record the reason.  
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 Reviewer competence: Train reviewers in the domain, AI limitations, control 

procedures, and escalation routes.  

 Control effectiveness monitoring: Measure review quality, missed errors, 

override patterns, workload, and automation bias.  

Example: An accounts-payable agent may extract invoice details and suggest a payment 

action, but invoices above a threshold, records with changed bank information, 

duplicates, or mismatches against purchase orders should be routed to an authorized 

reviewer. Payment should proceed only after the reviewer validates the evidence and 

records approval.  
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6. Processes and Workflows  

AI creates sustainable value when it is embedded in well-designed processes rather 

than added to inefficient work. Process readiness requires clear objectives, defined 

inputs and outputs, accountable owners, stable rules, accessible data, and visible 

exceptions. Teams should examine the complete journey across people and systems so 

that improvements in one task do not create delays, risks, or rework elsewhere.  

6.1 AI-Ready Processes  

An AI-ready process is sufficiently understood, standardized, and controlled to support 

reliable assistance or automation. It has a clear purpose, repeatable steps, known 

decision rules, defined exceptions, and measurable outcomes. If employees follow 

materially different practices or rely on undocumented judgment, the organization 

should first simplify and document the process before automating it.  

 Clear boundaries: The process has defined triggers, endpoints, customers, and 

ownership.  

 Stable inputs: Required data and documents are available in consistent, 

understandable formats.  

 Documented rules: Standard decisions, quality criteria, approvals, and 

escalation conditions are explicit.  
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 Exception visibility: Unusual or high-risk cases can be identified and routed to 

qualified people.  

 System support: Applications provide secure access, reliable interfaces, audit 

records, and recovery options.  

 Change readiness: Users understand the purpose of the change and are 

prepared to adopt the redesigned workflow.  

Example: Before introducing AI into employee onboarding, the organization should 

standardize required documents, define which team owns each step, clarify approval 

rules, and create escalation paths for missing or inconsistent information. AI can then 

summarize documents or guide employees without masking unresolved process gaps.  

6.2 Automation Opportunities  

Automation opportunities should be identified at the task level rather than by assuming 

that an entire role or end-to-end process can be automated. Good candidates are 

frequent, time-consuming, rule-guided activities with accessible inputs and verifiable 

outputs. Tasks involving empathy, negotiation, novel judgment, physical safety, legal 

accountability, or material rights generally require greater human involvement.  

 Information retrieval: Find relevant policies, case history, product details, or 

technical knowledge from approved sources.  

 Content transformation: Summarize, translate, classify, extract, compare, or 

reformat information.  
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 Drafting assistance: Prepare routine communications, reports, meeting notes, 

test cases, or knowledge articles for review.  

 Decision support: Organize evidence, highlight anomalies, calculate scenarios, 

or recommend next-best actions without removing accountability.  

 Workflow coordination: Create records, route tasks, request missing 

information, monitor status, and notify responsible people.  

 Quality control: Check completeness, policy alignment, duplicate records, 

inconsistent entries, or missing approvals.  

Example: In incident management, AI can summarize the ticket history, identify similar 

resolved incidents, suggest a category, and draft a status update. The service analyst 

should still validate impact and urgency, select the correct resolution, authorize 

sensitive actions, and communicate material decisions.  

6.3 Success Metrics  

Success metrics show whether an AI-enabled workflow creates the intended value 

without unacceptable side effects. Measures should be agreed before the pilot and 

compared with a credible baseline. A balanced scorecard prevents teams from declaring 

success based only on usage or time saved while quality declines, risk increases, or 

work is transferred to another team.  

 Business outcomes: Revenue contribution, avoided cost, cycle-time reduction, 

capacity released, service improvement, or risk reduction.  
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 Quality: Accuracy, completeness, consistency, rework, defect rates, and 

adherence to standards.  

 Adoption and experience: Active use, task completion, satisfaction, trust, 

abandonment, and accessibility.  

 Risk and control: Policy violations, privacy events, harmful outputs, escalations, 

overrides, complaints, and audit findings.  

 Operational performance: Availability, latency, integration failures, recovery 

time, model drift, and support demand.  

 Economics: Model consumption, licensing, infrastructure, implementation, 

review effort, maintenance, and total cost per successful outcome.  

Example: A knowledge assistant pilot might target a 20% reduction in research time 

while maintaining or improving answer accuracy. The team should also monitor 

unsupported-answer rates, user corrections, escalation volume, employee satisfaction, 

response latency, and cost per resolved request. Expansion should depend on the 

combined result, not a single favorable measure.  

6.4 Workflow Improvements  

Workflow improvement combines process redesign, user feedback, performance 

evidence, and control learning. Teams should observe how work is actually completed, 

identify delays and failure points, prototype changes with representative users, and 

improve both the technology and the surrounding operating practices. The goal is not 
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maximum automation; it is a simpler, faster, safer, and more understandable flow of 

work.  

1. Map the current workflow: Capture actual steps, handoffs, wait times, systems, 

controls, and common exceptions.  

2. Remove unnecessary work: Eliminate duplicate entry, redundant approvals, 

unused reports, and avoidable transfers before adding AI.  

3. Redesign roles and controls: Decide what AI prepares, what people decide, 

where checks occur, and who owns exceptions.  

4. Pilot with representative users: Test usability, quality, workload, accessibility, 

and risk under realistic conditions.  

5. Measure and learn: Compare results with the baseline, investigate failures, and 

collect structured user feedback.  

6. Standardize and scale: Document the improved process, update training and 

controls, and reuse proven patterns where appropriate.  

Example: A customer complaint process may involve repeated manual summarization 

as a case moves between teams. A redesigned workflow can create a shared AI-

generated case summary linked to source records, require updates at key milestones, 

flag missing evidence, and preserve human approval for final decisions. This reduces 

repetition while improving continuity and auditability.  
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7. Implementation Readiness  

Implementation readiness is the organization’s ability to convert an approved AI 

concept into a controlled, measurable, and supportable initiative. Readiness depends on 

more than technology: it requires a suitable use case, accountable ownership, available 

data, trained users, agreed controls, realistic funding, and a clear path for learning. The 

first initiative should be designed to generate evidence and organizational capability, 

not merely to demonstrate impressive model outputs.  

7.1 Selecting a Low-Risk Use Case  

A low-risk use case gives the organization room to learn while limiting the 

consequences of error. Strong first candidates assist employees with reversible tasks, 

use non-sensitive or well-controlled data, produce outputs that are easy to verify, and 

do not make consequential decisions. The workflow should occur frequently enough to 

generate meaningful evidence during a short pilot.  

 Limited impact: Errors are unlikely to affect legal rights, safety, employment, 

credit, payments, or regulatory obligations.  

 Reversible output: A person can correct or discard the result before it causes an 

external action.  

 Available evidence: Outputs can be checked against authoritative sources or 

clear quality criteria.  
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 Controlled data: Required information is approved, accessible, current, and 

appropriately protected.  

 Manageable scope: The pilot has a defined user group, workflow boundary, 

budget, and time frame.  

 Visible value: The task occurs often enough for improvements in time, quality, 

or experience to be measured.  

Example: An internal assistant that summarizes approved project meeting notes for a 

project manager is a safer first initiative than an autonomous system that changes 

budgets or delivery dates. The summary can be reviewed quickly, errors are reversible, 

and benefits can be measured through preparation time and completeness.  

7.2 Defining Success Metrics  

Implementation metrics should translate the business case into evidence that supports 

a continue, change, expand, or stop decision. Each measure needs a baseline, target, 

owner, data source, collection method, and review frequency. Teams should combine 

benefits with quality, adoption, risk, and cost measures so that improvement in one area 

does not hide deterioration elsewhere.  

 Outcome metric: The operational result the initiative is intended to improve, 

such as cycle time, throughput, or service quality.  

 Quality metric: Accuracy, completeness, rework, unsupported claims, or 

adherence to an approved standard.  
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 Adoption metric: Active use, task completion, user confidence, and reasons for 

abandonment.  

 Risk metric: Policy exceptions, privacy events, harmful outputs, escalations, and 

human overrides.  

 Economic metric: Implementation cost, model consumption, review effort, 

support demand, and cost per successful task.  

 Decision threshold: The minimum combined result required to proceed to 

broader deployment.  

Example: A pilot that drafts service-desk responses might target a 15% reduction in 

handling time, at least 95% compliance with the approved response checklist, no 

unauthorized disclosure, and positive feedback from most pilot users. Failing a critical 

privacy control should stop expansion even if the time-saving target is achieved.  

7.3 Establishing Review Processes  

Review processes ensure that the initiative remains aligned with its approved purpose 

and risk controls from design through retirement. Reviews should occur at defined 

gates rather than only when a problem appears. Each gate should identify required 

evidence, reviewers, decision authority, unresolved issues, approval conditions, and the 

date of the next review.  

 Concept review: Confirm the business need, accountable owner, intended users, 

alternatives, data requirements, and preliminary risk tier.  
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 Design review: Assess architecture, vendor terms, privacy, security, 

accessibility, human oversight, and evaluation plans.  

 Pilot-entry review: Confirm training, test data, support, incident procedures, 

user communications, and success thresholds.  

 Pilot-exit review: Compare results with targets, examine failures and user 

feedback, and decide whether to stop, revise, or scale.  

 Production review: Approve operational ownership, monitoring, change 

control, capacity, resilience, and service commitments.  

 Periodic review: Reassess performance, risk, controls, vendors, data, user 

behavior, and continued business need.  

Example: Before an HR policy assistant enters a pilot, privacy, HR, security, and the 

business owner should confirm the approved document set, user permissions, 

escalation wording, evaluation questions, and incident contacts. The pilot-exit review 

should examine incorrect answers and access failures, not only user satisfaction.  

7.4 Planning the First AI Initiative  

The first AI initiative should be managed as a disciplined learning project with a clear 

charter. The plan should define the problem, scope, users, data, solution approach, 

controls, timeline, resources, dependencies, communications, and decision gates. A 

cross-functional team should include the business owner, representative users, 
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technology, data, security, privacy or legal specialists where relevant, change support, 

and an operational owner.  

1. Frame the challenge: Describe the current problem, baseline performance, 

affected users, and expected business value.  

2. Set boundaries: Define included tasks, excluded decisions, approved data, user 

group, pilot duration, and risk limits.  

3. Assign ownership: Name the sponsor, business owner, product lead, technical 

owner, control owners, reviewers, and support team.  

4. Prepare the solution: Configure the tool, connect approved sources, design 

prompts or workflows, and document human intervention points.  

5. Test before use: Evaluate representative cases, edge conditions, access controls, 

failure behavior, and recovery procedures.  

6. Run and support the pilot: Train users, provide job aids and support, monitor 

results, and capture incidents and feedback.  

7. Make an evidence-based decision: Compare outcomes with thresholds and 

approve scaling, targeted remediation, redesign, or retirement.  

Example: A six-week internal knowledge-assistant pilot could use one curated policy 

library, 20 trained employees, a defined question set, weekly quality reviews, and a 

named support owner. At the end, the steering group would review accuracy, time 
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saved, incidents, user adoption, costs, and unresolved data gaps before authorizing 

expansion.  
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8. AI Readiness Scorecard  

An AI readiness scorecard converts the assessment areas in this guide into a consistent 

view of organizational preparedness. It should combine evidence from strategy, people, 

data, technology, governance, processes, and implementation capability. Scores are 

useful for comparison and prioritization, but they should always be supported by brief 

evidence, named owners, and agreed actions.  

8.1 Identify Strengths  

Strengths are capabilities that reduce implementation effort or improve the likelihood 

of responsible success. Assessors should record observable evidence rather than relying 

on confidence or isolated success stories. A strength in one business unit may become a 

reusable enterprise asset if its ownership, methods, and controls are documented.  

 Business leaders can link proposed AI use cases to measurable strategic goals.  

 Employees use approved AI tools and understand their limitations and 

responsibilities.  

 Authoritative data sources have known owners, quality controls, and 

appropriate access permissions.  

 Technology teams can securely integrate, monitor, support, and change AI-

enabled services.  
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 Governance roles, risk tiers, review gates, and escalation processes are operating 

in practice.  

 Process owners can provide baselines and evidence of benefits, quality, risk, 

adoption, and cost.  

Example: An organization may score strongly in security and identity management 

because access controls, logging, and incident response are mature. Those capabilities 

can be reused across AI initiatives, reducing the need to design controls separately for 

each pilot.  

8.2 Highlight Readiness Gaps  

Readiness gaps are missing, inconsistent, or ineffective capabilities that could prevent 

value realization or create unacceptable risk. Each gap should describe the current 

condition, required condition, evidence, consequence, affected initiatives, and 

accountable owner. Assessors should distinguish foundational gaps that affect many use 

cases from local gaps that can be resolved within one project.  

 Strategy gap: Use cases are not connected to business outcomes or portfolio 

priorities.  

 Skills gap: Users or reviewers lack the knowledge needed to operate and 

challenge AI safely.  

 Data gap: Sources are incomplete, outdated, poorly governed, inaccessible, or 

overly sensitive.  
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 Technology gap: Identity, integration, monitoring, resilience, or support 

capabilities are insufficient.  

 Governance gap: Ownership, approvals, risk classification, evidence, or incident 

procedures are unclear.  

 Process gap: The workflow is inconsistent, undocumented, or lacks measurable 

outcomes and exception paths.  

Example: A team may have a suitable AI platform but no reliable inventory of current 

policies. The scorecard should identify content ownership and lifecycle management as 

the readiness gap, rather than incorrectly treating the deficiency as a model-

performance issue.  

8.3 Prioritise Improvement Areas  

Improvement areas should be prioritised according to how strongly they affect strategic 

value, risk, multiple use cases, and the speed of implementation. Organizations should 

address critical control weaknesses before scaling and should favour enabling 

improvements that unlock several initiatives. Priority should not be determined solely 

by which gap is easiest to close.  

 Risk urgency: Could the gap lead to material harm, non-compliance, 

unauthorized access, or unreliable decisions?  

 Business importance: Does the capability support a strategic objective or high-

value use-case portfolio?  
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 Dependency: Must the gap be resolved before pilots, integration, or production 

deployment can proceed?  

 Reuse potential: Will the improvement benefit multiple teams, datasets, or AI 

solutions?  

 Effort and feasibility: What investment, expertise, time, and organizational 

change are required?  

 Evidence of progress: Can completion be demonstrated through a control, 

artifact, test result, or measurable capability?  

Example: If several planned assistants depend on the same fragmented document 

repositories, establishing authoritative content ownership and standard access controls 

may rank above purchasing an additional model. The foundational improvement 

unlocks multiple use cases and reduces recurring risk.  

8.4 Define Next Steps  

Next steps turn assessment findings into a funded and accountable readiness plan. Each 

action should have an owner, expected outcome, due date, dependencies, required 

resources, completion evidence, and review point. The plan should include immediate 

safeguards, near-term pilot enablers, and longer-term capabilities for scale.  

1. Confirm the score: Validate ratings and evidence with business, technology, 

data, risk, and user representatives.  
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2. Assign actions: Name accountable owners and define measurable completion 

criteria.  

3. Sequence dependencies: Resolve foundational data, policy, identity, or process 

issues before dependent pilots.  

4. Launch a controlled initiative: Select a low-risk use case and apply the 

governance, metrics, and review processes described in this guide.  

5. Review progress: Update the scorecard at agreed intervals and record new 

evidence, incidents, lessons, and capability improvements.  

6. Refresh the roadmap: Reprioritise investments as readiness improves, risks 

change, and new business needs emerge.  

Example: A scorecard may show strong executive sponsorship and technology 

capability but weak data ownership and limited reviewer training. The next 90-day plan 

could assign data stewards, clean one priority knowledge source, train pilot reviewers, 

approve a low-risk use case, and schedule a readiness reassessment before any broader 

rollout.  
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Conclusion  

Building an AI-ready organization is a coordinated business transformation, not a 

stand-alone technology deployment. Sustainable progress requires strategic alignment, 

capable people, trusted data, fit-for-purpose infrastructure, proportionate governance, 

well-designed workflows, and disciplined implementation. The readiness scorecard 

provides a practical way to recognize strengths, expose constraints, and direct 

investment toward the capabilities that matter most. Organizations should begin with a 

bounded, low-risk initiative, measure both value and risk, keep humans accountable for 

significant decisions, and use evidence from each cycle to improve the roadmap. This 

measured approach turns early experimentation into repeatable capability and enables 

AI to support better work, stronger controls, and responsible long-term value.  
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