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🔐  INFORMATION SECURITY CERTIFICATION

2026 ISO 27001
Certification Guide

Lead Auditor vs Internal Auditor — which path fits you, what the exam

covers, and how to budget your time.

INSIDE THIS TOOLKIT

✦ Full module-by-module syllabus map ✦ Exam blueprint: 58 questions, 70% to pass

✦ ISO 27001 audit checklist starter ✦ Salary & role outlook for the USA

✦ Lead Auditor vs Internal Auditor comparison ✦ Step-by-step certification roadmap

✦ Common audit non-conformances guide ✦ Post-certification career progression paths

This guide is produced by GSDC — Global Skill Development Council, a globally recognised professional certification body empowering

practitioners across information security, IT governance, digital transformation, and HR. Whether you are new to ISO 27001 or converting an

existing ISMS credential, this guide equips you with every detail you need to certify confidently in 2026.

ISO/IEC 27001:2022 is the world's leading international standard for Information Security Management Systems (ISMS). The 2022

revision introduced 11 new controls and restructured Annex A from 114 to 93 controls across 4 themes — this guide covers the updated

framework in full.
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What is ISO 27001?

Standard overview — ISO/IEC 27001:2022 and why it matters in 2026

ISO/IEC 27001 is the internationally recognised standard for establishing, implementing, maintaining and continually improving an 

Information Security Management System (ISMS). Published by the International Organization for Standardization (ISO) and the

International Electrotechnical Commission (IEC), it provides a systematic framework for managing sensitive company information so it

remains secure.

2022 Revision Key Changes: The 2022 update reorganised Annex A from 14 domains and 114 controls to 4 themes and 93 controls —

adding 11 new controls including threat intelligence, cloud services security, data masking, and ICT readiness for business continuity.

The Three Pillars of ISO 27001

C
CONFIDENTIALITY

I
INTEGRITY

A
AVAILABILITY

Why ISO 27001 Certification in 2026?

ISO 27001 vs Other Frameworks

Framework Focus

ISO 27001 ISMS — management system

NIST CSF Cybersecurity risk

SOC 2 Service org controls

PCI DSS Payment card data

Global Adoption Stats

70,000+

CERTIFIED ORGS GLOBALLY

150+

COUNTRIES WITH CERTIFIED ENTITIES
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Regulatory alignment: GDPR, NIS2, DORA, and national cybersecurity mandates increasingly reference ISO 27001 as a compliance

baseline.

1

Supply chain requirements: Enterprises now mandate ISO 27001 certification of key vendors before onboarding — driving massive

demand for Lead Auditors.

2

Breach costs rising: IBM's Cost of a Data Breach Report 2024 placed the global average breach cost at USD 4.88 million —

organisations with certified ISMS saw significantly lower impacts.

3

Cloud expansion: New controls in 2022 specifically address cloud and hybrid environments, making certification directly relevant to

modern infrastructure.

4

Career premium: ISO 27001-certified professionals command 20–35% salary premiums over non-certified peers in information security

roles.

5

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Lead Auditor vs Internal Auditor

Which path fits you? Understanding the two primary ISO 27001 audit roles

Criteria Lead Auditor Internal Auditor

Scope Leads 3rd-party certification audits Conducts internal ISMS audits

Authority Can certify organisations Reports to management internally

Audience Consultants, CB auditors, senior CISO IT security teams, compliance officers

Experience req. Typically 2+ yrs audit experience Less experience required

Salary premium Higher — 25–40% above average Moderate — 10–20% above average

Career ceiling Principal Auditor, CISO, Director Senior ISO Analyst, Compliance Mgr

GSDC programme ISO 27001 Lead Auditor Cert. ISO 27001 Internal Auditor Cert.

www.gsdcouncil.org/iso-27001-lead-auditor © 2026 GSDC · Page 4 of 20

🎯 Choose Lead Auditor if…

You want to audit external organisations✔

You aim for consulting or CB roles✔

You have 2+ years in security/audit✔

You seek the highest salary tier✔

You want global portability of credential✔

🏢 Choose Internal Auditor if…

You work in-house at a single org✔

Your company is pursuing certification✔

You are new to ISMS auditing✔

You want a faster route to credential✔

You plan to upgrade to Lead Auditor later✔

🔥  50% OFF — LIMITED SEATS

Start Your ISO 27001 Lead Auditor Journey Today

Join thousands of security professionals who chose GSDC to advance their audit career. Enrol now and lock in the best available rate.

CLAIM 50% OFF NOW →

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Module-by-Module Syllabus Map

Full curriculum breakdown for GSDC ISO 27001 Lead Auditor Certification

MODULE 01

ISO 27001:2022 Framework Fundamentals

MODULE 02

Context of the Organisation (Clause 4)

MODULE 03

Leadership & Planning (Clauses 5–6)

MODULE 04

Support & Operation (Clauses 7–8)

MODULE 05

Performance Evaluation (Clause 9)

MODULE 06

Improvement (Clause 10)

Syllabus note: GSDC's curriculum is mapped to ISO/IEC 27001:2022 and ISO/IEC 27002:2022. All learning outcomes align with the

knowledge domains tested in the 58-question certification exam. Specific LBD (Learn-by-Doing) activity details are derived from the live

GSDC syllabus page — verify current lab details at gsdcouncil.org before your study plan.
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ISMS concepts and scope→

High-Level Structure (HLS / Annex SL)→

2022 revision changes vs 2013→

Key definitions and terminology→

PDCA cycle applied to ISMS→

Understanding the organisation & context→

Needs of interested parties→

Determining ISMS scope→

Information security policies→

Top management commitment→

Information security policy→

Roles, responsibilities & authorities→

Information security risk assessment→

Risk treatment plan & SoA→

Information security objectives→

Resources, competence, awareness→

Communication planning→

Documented information→

Operational planning & control→

Risk assessment execution→

Risk treatment implementation→

Monitoring, measurement & analysis→

Internal audit programme→

Management review inputs & outputs→

KPIs and metrics for ISMS→

Nonconformity and corrective action→

Root cause analysis methods→

Continual improvement cycle→

Lessons learned documentation→

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Syllabus Map (continued)

Annex A controls coverage + lead auditor-specific modules

MODULE 07

Annex A — Organisational Controls (Theme 1)

MODULE 08

Annex A — People Controls (Theme 2)

MODULE 09

Annex A — Physical Controls (Theme 3)

MODULE 10

Annex A — Technological Controls (Theme 4)

MODULE 11

Lead Auditor Techniques

MODULE 12

Audit Practice & Case Studies
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37 controls — policies, roles, assets→

Information security in project management→

Threat intelligence (NEW in 2022)→

ICT readiness for business continuity→

8 controls — screening to termination→

Awareness, education & training→

Remote working security→

Confidentiality agreements→

14 controls — perimeter to desk→

Physical entry controls→

Secure areas and equipment→

Clear desk & clear screen→

34 controls — new technology focus→

Data masking (NEW in 2022)→

Web filtering (NEW in 2022)→

Secure coding (NEW in 2022)→

Configuration management→

Audit programme management→

Stage 1 & Stage 2 audit process→

Interview techniques for auditors→

Evidence collection & sampling→

Reporting findings & NCRs→

Mock audit walkthroughs→

Opening & closing meetings→

Corrective action follow-up→

Surveillance audit procedures→

⏰  L IMITED TIME OFFER

Access the Full GSDC ISO 27001 Curriculum Now

All 12 modules, live mentorship, and a globally recognised credential — available for a limited time at a special enrolment rate.

ENROL BEFORE OFFER EXPIRES →

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Exam Blueprint

58 questions · 70% to pass · Online proctored · Indicative details — confirm with GSDC before booking

58
TOTAL QUESTIONS

70%
PASS MARK

MCQ
QUESTION FORMAT

Online
DELIVERY MODE

Domain Weightings

ISO 27001:2022 Framework & Clauses

Concepts, scope, HLS, PDCA, terminology
~22%

Information Security Risk Management

Risk assessment, treatment, SoA, residual risk
~19%

Annex A Controls (All 4 Themes)

93 controls, mapping, applicability decisions
~18%

Lead Auditor Techniques & Methodology

Audit planning, evidence, NCR writing
~17%

ISMS Implementation & Operations

Documentation, controls deployment, monitoring
~14%

Performance Evaluation & Improvement

Internal audit, management review, continual improvement
~10%

⚠️ Exam disclaimer: Question counts and pass marks shown are indicative based on published GSDC programme information. Confirm the

latest exam parameters directly with GSDC before scheduling. Percentages above may vary by exam version.

High-Yield Topics to Prioritise

www.gsdcouncil.org/iso-27001-lead-auditor © 2026 GSDC · Page 7 of 20

Statement of Applicability (SoA) — always tested, always worth reviewing1

Risk assessment methodology and how to document risk treatment decisions2

The 11 new controls introduced in ISO 27001:2022 and their rationale3

Difference between major and minor non-conformities (NCRs)4

Audit evidence types: observation, interview, document review5

Corrective action process and root cause analysis (5-Why, fishbone)6

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Exam Preparation Strategy

How to budget your study time and maximise your pass rate

Recommended Study Plan (4-Week)

Week Focus Area Hours Key Activity

Week 1 Framework Fundamentals + Clauses 4–6 8–10 hrs Read standard, map clause requirements

Week 2 Clauses 7–10 + Risk Management 8–10 hrs Risk assessment exercise, SoA draft

Week 3 All 93 Annex A Controls 10–12 hrs Control mapping table, LBD labs

Week 4 Lead Auditor Techniques + Mock Exams 8–10 hrs 2× full mock exams, NCR writing practice

Study Resources Exam-Day Tips

💡 Pro tip: The exam frequently tests your ability to distinguish between what ISO 27001 requires (clauses 4–10) versus what it recommends

(Annex A guidance via ISO 27002). Mandatory "shalls" vs advisory "shoulds" is a common question pattern — know the difference cold.
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ISO/IEC 27001:2022 (official standard text)☐

ISO/IEC 27002:2022 (implementation guide)☐

GSDC course materials & video modules☐

GSDC practice question bank☐

SME Connect: live Q&A with instructors☐

GSDC Studio: recorded sessions replay☐

Read each question twice before answering☐

Eliminate obviously wrong answers first☐

Trust clause/control references you memorised☐

Flag uncertain questions and revisit☐

Time-box: ~1.5 min per question☐

Review flagged questions with 10 min left☐

⚡  OFFER VALID 48 HOURS ONLY

Don't Miss This Window — Enrol in GSDC ISO 27001 Today

This time-limited enrolment window includes bonus study materials and SME Connect access. Closes in 48 hours.

SECURE MY SPOT — 48 HRS LEFT →

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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ISO 27001 Audit Checklist Starter

Clauses 4–10 — Management System Requirements

📋

Clause 4 — Context of the Organisation

👤

Clause 5 — Leadership

⚙️

Clause 6 — Planning

🔧

Clauses 7–10 — Support, Operation, Evaluation, Improvement

www.gsdcouncil.org/iso-27001-lead-auditor © 2026 GSDC · Page 9 of 20

Scope definition, interested parties, context analysis

Has the organisation identified all internal and external issues relevant to its ISMS?☐

Are interested parties (regulatory bodies, customers, suppliers) identified with their requirements?☐

Is the ISMS scope documented and justified, including physical locations and excluded processes?☐

Does the scope reflect business activities, assets, and technology used by the organisation?☐

Top management commitment and policy

Is there documented evidence of top management commitment to information security?☐

Is the information security policy approved, communicated, and available to all staff?☐

Are information security roles, responsibilities, and authorities formally assigned?☐

Risk assessment, risk treatment, Statement of Applicability

Is a formal risk assessment methodology documented and consistently applied?☐

Are information security risks identified, analysed and evaluated against risk criteria?☐

Has a Risk Treatment Plan been produced with owner, timeline, and status tracking?☐

Is a Statement of Applicability (SoA) produced covering all 93 Annex A controls with justifications?☐

Are information security objectives set, measurable, and communicated?☐

Resources, operational controls, audit, nonconformity

Is staff competence and training documented for all ISMS-relevant roles?☐

Are all required documented information items maintained and controlled (version, review dates)?☐

Is an internal audit programme in place with defined frequency, scope, and independence?☐

Are management review minutes documented with inputs, outputs and actions?☐

Are all nonconformities recorded, root causes analysed, and corrective actions tracked to closure?☐

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Audit Checklist — Annex A Controls (Part 1)

Theme 1: Organisational Controls (37 controls) · Theme 2: People Controls (8 controls)

🏛️

Theme 1 — Organisational Controls (A.5)

👥

Theme 2 — People Controls (A.6)

www.gsdcouncil.org/iso-27001-lead-auditor © 2026 GSDC · Page 10 of 20

37 controls covering policies, roles, asset management, supplier security

A.5.1: Are information security policies approved by management and communicated organisation-wide?☐

A.5.2: Are information security roles and responsibilities clearly defined and allocated?☐

A.5.7 (NEW): Is a threat intelligence process in place to collect, analyse, and act on threat information?☐

A.5.14: Is there a formal process for information transfer, including NDAs and classified information handling?☐

A.5.20: Are information security requirements addressed in supplier agreements and contracts?☐

A.5.23 (NEW): Are security requirements for use of cloud services defined, monitored, and reviewed?☐

A.5.29 (NEW): Is there a documented ICT readiness plan for business continuity, tested regularly?☐

A.5.30 (NEW): Does the organisation plan for ICT continuity with recovery time and point objectives defined?☐

8 controls covering the human element of information security

A.6.1: Are background screening and vetting processes applied before employment for security-sensitive roles?☐

A.6.2: Are employment terms and conditions documented to include information security responsibilities?☐

A.6.3: Do staff receive regular, role-appropriate information security awareness training?☐

A.6.4: Is there a formal disciplinary process for information security policy violations?☐

A.6.5: Are access rights reviewed and revoked promptly upon employment termination or role change?☐

A.6.7 (NEW): Are there documented controls and policies for remote working and bring-your-own-device (BYOD)?☐

A.6.8: Is there a mechanism for staff to report information security incidents and weaknesses?☐

⭐  MOST POPULAR CHOICE

Become a Certified ISO 27001 Lead Auditor with GSDC

GSDC's ISO 27001 Lead Auditor programme is the preferred choice for information security professionals globally. Join the community today.

JOIN GSDC — MOST POPULAR PLAN →

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Audit Checklist — Annex A Controls (Part 2)

Theme 3: Physical Controls (14 controls) · Theme 4: Technological Controls (34 controls)

🏢

Theme 3 — Physical Controls (A.7)

💻

Theme 4 — Technological Controls (A.8)

💡 Auditor tip: When auditing Annex A, always cross-reference each applicable control back to the Statement of Applicability (SoA). If a control

is marked "not applicable," verify the documented justification — this is a frequent finding in Stage 2 audits.

www.gsdcouncil.org/iso-27001-lead-auditor © 2026 GSDC · Page 11 of 20

14 controls covering physical security of premises and equipment

A.7.1: Are physical security perimeters defined and controlled to protect information processing areas?☐

A.7.2: Are physical entry controls in place to restrict access to secure areas to authorised personnel only?☐

A.7.4 (NEW): Is physical security monitoring (CCTV, alarms) implemented and reviewed at appropriate intervals?☐

A.7.7: Is a clear desk and clear screen policy implemented and regularly enforced?☐

A.7.8: Is equipment sited and protected to reduce risks from environmental threats and unauthorised access?☐

A.7.10: Is there a process for secure disposal or reuse of storage media containing sensitive information?☐

34 controls — the largest theme, covering all technical security measures

A.8.2: Are privileged access rights managed, regularly reviewed, and restricted to a minimum required basis?☐

A.8.5: Is multi-factor authentication in place for all remote access and high-privilege systems?☐

A.8.9 (NEW): Is a configuration management process in place covering baselines, change control, and review?☐

A.8.10 (NEW): Is information deletion applied to data when no longer required, with verification records?☐

A.8.11 (NEW): Is data masking applied to sensitive data in non-production environments and third-party transfers?☐

A.8.16 (NEW): Are network and system activities monitored to detect anomalous behaviour, with logs retained?☐

A.8.23 (NEW): Is web filtering implemented to control access to external websites and malicious content?☐

A.8.25 (NEW): Is a secure development lifecycle in place, including security requirements, design reviews, and testing?☐

A.8.28 (NEW): Are secure coding principles applied, with guidance documented and training for developers?☐

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Common Non-Conformances & How to Address Them

Top findings from ISO 27001 certification audits worldwide

Non-Conformance
Clause /

Control
Root Cause Corrective Action

SoA not updated after risk treatment

changes

Clause 6.1.3 No change control process Link SoA to risk register; review on each

risk change

Risk register lacks asset owners or

review dates

Clause 6.1.2 Governance gap Assign owners; add quarterly review

cadence

Access rights not reviewed after role

changes

A.5.18 / A.6.5 HR-IT process disconnect Automate joiners/movers/leavers process

Supplier agreements missing security

clauses

A.5.20 Procurement not ISMS-integrated Add IS clause to all contract templates

Incident log not maintained or

incomplete

A.5.26 / A.5.27 No defined process Deploy ticketing system; assign IS incident

owner

Internal audit not independent Clause 9.2 Same team audits their own area Rotate auditors; use cross-functional audit

pairs

Management review lacks required

inputs

Clause 9.3 Agenda template not aligned to

standard

Update agenda template to clause 9.3.2

inputs

Cloud service security not addressed A.5.23 (NEW) New control not yet mapped Conduct cloud inventory; add cloud

controls to SoA

www.gsdcouncil.org/iso-27001-lead-auditor © 2026 GSDC · Page 12 of 20

💼  CAREER ROI — VERIFIED PREMIUM

ISO 27001 Lead Auditors Earn Up to 40% More

Invest in your credential today — GSDC-certified Lead Auditors report significant salary jumps within 12 months of certification.

INVEST IN MY CAREER NOW →

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Salary & Role Outlook — USA 2026

Indicative annual salaries for ISO 27001-certified professionals in the United States

$118K $126K $110K

$195K $88K $94K

Disclaimer: All salary figures are indicative only, sourced from publicly available data (Glassdoor, PayScale, ZipRecruiter, Salary.com, Robert

Half) as of April 2025. Actual compensation varies by location, employer, experience, and additional qualifications. Verify current figures via cited

sources before making career decisions.

Job Demand Outlook

+28%
JOB POSTINGS GROWTH (YOY, 2024–25)

4,200+
ACTIVE ISO 27001 ROLES (USA, Q1 2025)

Top 3
CREDENTIAL DEMANDED BY US CISOS

Job demand figures are indicative — sourced from LinkedIn Jobs and ZipRecruiter API snapshots Q1 2025. Verify via live job boards for current postings.

www.gsdcouncil.org/iso-27001-lead-auditor © 2026 GSDC · Page 13 of 20

ISO 27001 LEAD AUDITOR

Range: $95K – $145K

Glassdoor / PayScale · Apr 2025

INFORMATION SECURITY MANAGER

Range: $100K – $160K

ZipRecruiter · Apr 2025

ISMS CONSULTANT

Range: $88K – $140K

Salary.com · Apr 2025

CISO (ISO 27001 CERTIFIED)

Range: $150K – $260K+

Robert Half Salary Guide 2025

COMPLIANCE / GRC ANALYST

Range: $72K – $108K

PayScale · Apr 2025

INTERNAL AUDITOR (IS)

Range: $76K – $118K

ZipRecruiter · Apr 2025

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Career Progression Map

Post-certification pathways for ISO 27001 Lead Auditors

Top Industries Hiring ISO 27001 Lead Auditors (USA)

Industry Demand Level Key Driver

Financial Services & Banking 🔴 Very High DORA, PCI DSS, OCC requirements

Healthcare & Life Sciences 🔴 Very High HIPAA, FDA cybersecurity guidance

Technology & SaaS 🔴 Very High Enterprise customer security questionnaires

Government & Defence 🟡 High FedRAMP, CMMC alignment with ISO 27001

Professional Services 🟡 High Client-mandated supply chain compliance

www.gsdcouncil.org/iso-27001-lead-auditor © 2026 GSDC · Page 14 of 20

Entry Point — ISO 27001 Lead Auditor Certified

GSDC credential in hand. Roles: Junior Auditor, IS Analyst, Compliance Specialist. Avg. USA salary: $85K–$100K.

1

1–3 Years — Senior Auditor / ISMS Consultant

Conducting full Stage 1+2 audit cycles independently. Roles: Senior IS Auditor, GRC Manager, ISMS Consultant. Avg. USA salary: $105K–

$130K.

2

3–5 Years — Principal / Lead Programme Manager

Managing audit teams and multi-site certification programmes. Roles: Principal Auditor, IS Programme Manager, Head of Compliance. Avg. USA

salary: $130K–$155K.

3

5–8 Years — CISO / VP Information Security

Strategic security leadership. Roles: CISO, VP of Security, Director of Risk. Avg. USA salary: $160K–$220K.

4

Ongoing — Stack Additional Credentials

Complement with ISO 27701 (Privacy), ISO 22301 (BCMS), CISSP, CISA, or GSDC CDTO to maximise market value and role breadth.

5

🛡️  RISK-FREE ENROLMENT

Try GSDC ISO 27001 — Satisfaction Guaranteed

Enrol with confidence. GSDC's certification programme comes backed by our learner satisfaction promise and dedicated support team.

ENROL RISK-FREE TODAY →

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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GSDC Certification Roadmap

Step-by-step process from enrolment to certified status

Conversion Track: If you hold an existing ISO 27001 credential from another body (e.g., BSI, Bureau Veritas, DNV), GSDC offers a

streamlined conversion pathway. See Page 16 for full conversion programme details.

💡 Timeline guidance: Most candidates complete certification within 4–6 weeks (part-time study). Full-time students with prior security

experience complete in 2–3 weeks. Confirm exact timelines at gsdcouncil.org as programme structures may be updated.

www.gsdcouncil.org/iso-27001-lead-auditor © 2026 GSDC · Page 15 of 20

Step 1 — Enrol via GSDC Partner Portal

Visit gsdcouncil.org, select ISO 27001 Lead Auditor Certification, and complete registration. Choose self-paced online, instructor-led live, or

blended learning mode.

1

Step 2 — Access Learning Platform (GSDC Studio)

Receive immediate access to GSDC Studio: all 12 modules, video lectures, LBD (Learn-by-Doing) activities, practice assessments, and SME

Connect for live Q&A with certified instructors.

2

Step 3 — Complete All 12 Modules

Work through each module in sequence. Complete module quizzes with a minimum score before progressing. Average completion time: 20–40

hours depending on prior experience.

3

Step 4 — Practice Exams & Mock Assessment

Take at least 2 full-length practice exams using the GSDC question bank. Target consistently scoring 75%+ before scheduling your official exam.

4

Step 5 — Schedule & Sit Official Exam

Book your 58-question online proctored exam via the GSDC portal. Exam available 24/7 online. Pass mark: 70%. Results delivered within 24

hours of submission.

5

Step 6 — Receive Digital Certificate & Badge

On passing, receive your GSDC ISO 27001 Lead Auditor digital certificate and verifiable badge. Share on LinkedIn, add to your CV, and update

your GSDC learner profile.

6
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Conversion Programme

For existing ISO 27001 auditors transitioning to the 2022 revision or converting credentials

Who is this for? Any professional holding an existing ISO 27001:2013 Lead Auditor credential, or an ISO 27001 certification from another

certification body, who wishes to update to the 2022 revision or migrate their credential to GSDC recognition.

What Changed in ISO 27001:2022 vs 2013?

Area ISO 27001:2013 ISO 27001:2022

Annex A domains 14 domains 4 themes (Org / People / Physical / Tech)

Total Annex A controls 114 controls 93 controls

New controls — 11 new controls added

Merged controls — 24 controls merged from 2013

Cloud security Limited guidance Dedicated control A.5.23

Threat intelligence Not explicitly covered New control A.5.7

Attribute tagging Not included 5 attributes per control (new)

Conversion Pathway at GSDC

Transition deadline: All ISO 27001:2013 certified organisations

had until October 2025 to transition. If your organisation or client

has not yet transitioned, this is urgent — GSDC's conversion

track supports rapid compliance.

Already certified elsewhere? Contact GSDC's accreditations team

at accreditations@gsdcouncil.org to discuss reciprocal recognition

and conversion options for credentials from BSI, IRCA, Bureau

Veritas, or other major bodies.
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Eligibility check: Submit your existing credential for GSDC review — conversion eligibility confirmed within 48 hours.1

Gap module: Complete a focused "2022 delta" module covering new controls, restructured Annex A, and updated audit methodology.2

Conversion assessment: A shorter targeted assessment replacing the full 58-question exam for eligible converting candidates.3

GSDC badge issued: Receive your GSDC ISO 27001:2022 Lead Auditor digital credential upon passing the conversion assessment.4

🚨  F INAL CALL — CONVERSION OFFER

Update Your ISO 27001 Credential to 2022 — Before It's Too Late

The 2013 standard is now withdrawn. Auditors with outdated credentials risk losing client contracts. Convert with GSDC today.

START MY CONVERSION NOW →

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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ISMS Implementation Essentials

What a Lead Auditor must understand about building and auditing an effective ISMS

Mandatory Documentation Checklist

Required by Clauses 4–10: Supporting / Best Practice:

ISMS Implementation: The 6 Biggest Mistakes

💡 Lead Auditor insight: During Stage 2, spend 30% of your audit time verifying that controls are actually implemented and effective — not just

documented. A policy that exists on paper but is not followed is a nonconformity regardless of how well it is written.
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Scope of the ISMS (Clause 4.3)☐

Information security policy (Clause 5.2)☐

Risk assessment methodology (Clause 6.1.2)☐

Risk register & treatment plan (Clause 6.1.3)☐

Statement of Applicability — SoA (Clause 6.1.3d)☐

Information security objectives (Clause 6.2)☐

Internal audit programme (Clause 9.2)☐

Management review records (Clause 9.3)☐

Nonconformity and corrective action log (Clause 10.1)☐

Asset inventory / register☐

Access control policy and procedure☐

Incident response plan and log☐

Business continuity / DR plan☐

Supplier security assessment records☐

Awareness training attendance records☐

Vulnerability management process☐

Change management procedure☐

Cryptography policy (if applicable)☐

Scope too narrow or too broad: An over-narrow scope excludes critical assets; too broad creates unmanageable audit evidence burden.1

Risk methodology inconsistently applied: Each asset/risk must be assessed using the same documented criteria or the risk register

fails audit.

2

SoA not signed and dated by authorised management: Without this, the SoA is not accepted as auditable evidence.3

Controls selected without documented rationale: Every applicable control in Annex A needs an implementation note; every exclusion

needs a justification.

4

Awareness training not tracked: Without attendance records and competency evidence, Clause 7.2/7.3 will be a finding.5

Internal auditors not trained or independent: Using untrained staff or allowing people to audit their own area creates immediate major

NCRs.

6
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Frequently Asked Questions

Top questions from ISO 27001 certification candidates in 2026

Q1: Do I need prior experience to enrol in GSDC's ISO 27001 Lead Auditor programme?

GSDC does not impose a strict prerequisite for enrolment. However, candidates with at least 2 years in IT, information security,

compliance, or a related field typically perform better on the exam. The programme includes foundational content, making it accessible to

motivated newcomers.

Q2: How long does it take to get certified?

Most candidates complete the programme in 4–6 weeks part-time (approximately 30–40 hours of study). Candidates with prior ISO

knowledge or audit experience often complete in 2–3 weeks. Confirm the latest timelines via gsdcouncil.org as programme updates may

affect this.

Q3: Is GSDC's ISO 27001 certification globally recognised?

GSDC is a globally operating professional certification body with presence across the USA, UK, Europe, Middle East, and Asia-Pacific. The

credential is accepted by enterprises, training partners, and government organisations in 50+ countries.

Q4: Can I retake the exam if I fail?

Yes. GSDC allows exam retakes. Details of the retake policy, waiting periods, and any associated costs are available at gsdcouncil.org/faq.

Candidates are encouraged to use the GSDC practice question bank before rescheduling.

Q5: Does GSDC's certificate cover both ISO 27001 and ISO 27002?

The GSDC ISO 27001 Lead Auditor curriculum extensively references ISO/IEC 27002:2022 as the implementation guidance standard. The

credential certifies Lead Auditor competency against ISO 27001:2022 requirements, with working knowledge of ISO 27002 controls

included in the syllabus.

Q6: What is the difference between the Lead Auditor and the Conversion programme?

The full Lead Auditor programme is a complete credential pathway suitable for new candidates. The Conversion programme is a shorter,

targeted pathway for professionals already holding an ISO 27001 credential who need to update to the 2022 revision or migrate their

credential to GSDC recognition.

Q7: Is CPD or recertification required?

GSDC recommends ongoing CPD (Continuing Professional Development) to maintain currency. Confirm specific recertification

requirements and renewal cycles at gsdcouncil.org as these may be updated.
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🔗  RELATED OFFER — BUNDLE & SAVE

Stack ISO 27001 + ISO 27701 Privacy Lead Auditor

Bundle your ISO 27001 Lead Auditor with GSDC's Privacy (ISO 27701) or BCMS (ISO 22301) programmes for maximum career impact. Ask

GSDC about bundle pricing today.

EXPLORE GSDC BUNDLE OFFER →

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Resources, Standards & Glossary

Essential references for ISO 27001 Lead Auditor candidates

Key Standards & Documents

Standard Title

ISO/IEC 27001:2022 ISMS requirements

ISO/IEC 27002:2022 Controls guidance

ISO/IEC 27005:2022 Information security risk management

ISO/IEC 27701:2019 Privacy information management

ISO 19011:2018 Auditing management systems

ISO/IEC 27003:2017 ISMS implementation guide

ISO 22301:2019 Business continuity management

Useful Links

Key Glossary Terms

Term Definition

ISMS Information Security Management System — the framework of policies, procedures, and controls

SoA Statement of Applicability — document listing all Annex A controls with inclusion/exclusion justifications

NCR Non-Conformity Report — formal finding raised when evidence of non-compliance with a requirement is identified

PDCA Plan-Do-Check-Act — the continual improvement cycle underpinning ISO management systems

Risk appetite The amount and type of risk an organisation is willing to accept in pursuit of its objectives

Residual risk The risk remaining after risk treatment controls have been applied

CIA triad Confidentiality, Integrity, Availability — the three core properties of information security

RTP Risk Treatment Plan — action plan specifying how identified risks will be addressed, by whom and by when

Stage 1 Audit Documentation and readiness review — conducted before Stage 2 to confirm ISMS readiness for certification

Stage 2 Audit On-site/remote effectiveness audit — verifies ISMS is implemented, operational, and effective
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GSDC ISO 27001 Programme: gsdcouncil.org☐

ISO Official Site: iso.org☐

NIST Cybersecurity Framework: nist.gov/cyberframework☐

ENISA (EU): enisa.europa.eu☐

UK NCSC Guidance: ncsc.gov.uk☐

CISA (USA): cisa.gov☐

ISF (Information Security Forum): securityforum.org☐

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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Final Checklist & Next Steps

Your action plan to ISO 27001 Lead Auditor certification in 2026

Your Pre-Enrolment Checklist

Your Study Checklist

Your Post-Certification Checklist

Questions? Contact the GSDC team directly at accreditations@gsdcouncil.org or visit www.gsdcouncil.org. For programme details,

enrolment, or conversion queries, the team responds within 1 business day.

Ready to Become a Certified ISO 27001 Lead Auditor?

Visit the GSDC enrolment page and begin your certification journey today. Thousands of security professionals globally trust GSDC for career-

defining credentials.

ENROL AT GSDCOUNCIL.ORG →
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I have reviewed the full syllabus and confirmed it meets my learning objectives☐

I have noted the exam format (58 questions, 70% pass mark) and feel ready to commit to study☐

I have decided between the full Lead Auditor pathway and the Conversion programme☐

I understand the difference between ISO 27001:2013 and 2022 and the 11 new controls☐

I have blocked 4–6 weeks in my calendar for structured study☐

I have noted the GSDC support channels: SME Connect, GSDC Studio, accreditations@gsdcouncil.org☐

Complete all 12 GSDC modules in sequence, passing each module quiz☐

Build a personal SoA template referencing all 93 Annex A controls☐

Conduct a practice risk assessment on a hypothetical organisation☐

Write 3 sample NCRs using real audit scenario prompts☐

Complete 2+ full mock exams scoring 75%+ before booking the official exam☐

Download and share GSDC digital certificate and verifiable badge☐

Update LinkedIn profile with GSDC ISO 27001 Lead Auditor credential☐

Add credential to CV under Professional Certifications with issue date☐

Register with GSDC alumni network for CPD events and peer connections☐

Plan next credential stack: ISO 27701, ISO 22301, CISSP, or GSDC CDTO☐

https://www.gsdcouncil.org/certification-program/iso-27001-lead-auditor-conversion
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