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1. Introduction to Internal Auditing
What is an Internal Audit?

An internal audit is a systematic, independent, and documented process used to determine
whether the Privacy Information Management System is functioning as intended. Internal audits
are first-party audits conducted by the organization or on its behalf, providing an objective lens
through which privacy governance can be assessed and strengthened.

Conforms to
Requirements

Validates alignment with
ISO/IEC 27701 clauses
and organizational
requirements for PIMS
implementation.

Supports Privacy
Objectives

Evaluates whether the
PIMS is achieving defined
privacy goals and driving
measurable outcomes for
the organization.

Effectively
Implemented

Confirms that privacy
controls and processes
are not merely
documented but actively
practiced across the
organization.

Continually
Improves

Identifies opportunities
to strengthen the PIMS
over time through
corrective actions and
systematic improvement
cycles.

Maintained and
Monitored

Ensures ongoing
oversight mechanisms
are in place, including
regular reviews, KPI
tracking, and incident
monitoring.

@ Internal audits are first-party audits - conducted by the organization itself or on its behalf
- distinct from second-party supplier audits or third-party certification audits.



2. Objectives of Internal Audits

A well-designed internal audit program serves multiple interconnected objectives that collectively
strengthen the organization's privacy posture. Understanding these objectives helps auditors focus
their efforts and communicate value to leadership.

Verify PIMS Compliance Evaluate Privacy Governance
Assess alignment with all applicable Confirm leadership engagement and
ISO/IEC 27701 clauses. accountability structures are effective.
Identify Gaps Validate Privacy Controls
Surface control weaknesses before they Verify that implemented controls are
become regulatory or operational risks. operating as designed and achieving

intended outcomes.

Drive Continual Improvement Prepare for Certification

Generate actionable findings that feed the Build confidence and readiness for external
organization's improvement cycle. ISO/IEC 27701 certification audits.



3. Benefits of Internal Audits

Internal audits deliver value across three critical dimensions of the organization: governance,
compliance, and operations. When designed and executed well, the audit program becomes a
strategic tool rather than a procedural obligation - one that strengthens privacy culture, reduces
risk exposure, and builds organizational confidence ahead of external scrutiny.

Governance Benefits Compliance Benefits

Improved accountability across privacy .
roles and responsibilities

Better privacy oversight through .
structured, evidence-based review

Stronger leadership involvement in .
privacy decision-making

Clearer lines of ownership for privacy .
controls and outcomes

Early detection of nonconformities before
external audits surface them

Reduced regulatory risk through proactive
gap remediation

Improved audit readiness and
documentation discipline

Documented evidence of due diligence for
regulators and certifiers

Operational Benefits

Better process consistency through
standardized privacy procedures

Improved control effectiveness validated
through sampling and testing

Enhanced privacy culture as staff become
more aware of their obligations



4. Internal Audit Framework

The internal audit lifecycle follows a structured sequence of phases that together ensure audits are
well-planned, consistently executed, and produce actionable outcomes. Each phase builds on the
previous, creating a continuous loop of evaluation and improvement. Organizations should treat
this lifecycle as a repeatable operating model - not a one-time checklist.

Audit Planning Field Audit
Define scope, Observe processes
objectives, and and interview staff
schedule

~N 7 N v N
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Document Audit Report
Review Summarize findings
Assess policies, and .
records, and controls recommendations

From program design through follow-up verification, each phase of the audit lifecycle plays a
distinct role. The program phase sets the strategic framework; planning defines scope and criteria;
document review establishes baseline understanding; field audit and evidence collection generate
findings; reporting communicates results; corrective actions drive remediation; and verification
closes the loop. Organizations that skip phases - particularly follow-up verification - undermine
the effectiveness of the entire program.



5. Roles and Responsibilities

Effective internal audits depend on clearly defined roles across the organization. Each participant
has distinct responsibilities that, when fulfilled, create a cohesive and credible audit process. Role
clarity also prevents conflicts of interest and ensures that audit findings are treated with
appropriate authority and urgency.

Internal Auditor

« Plan audit activities and prepare audit checklists

« Conduct interviews with process owners and staff
« Collect and evaluate objective evidence

« Document findings and draft the audit report

Lead Internal Auditor

« Manage the overall audit program and schedule

« Coordinate and direct audit team activities

« Approve final audit reports and findings classifications

« Monitor corrective action closure and effectiveness

Privacy Officer
« Provide audit support and subject matter expertise
« Supply privacy documentation and current records

« Coordinate organizational responses to findings

Process Owners
« Demonstrate compliance with applicable privacy controls
» Provide records and documentation upon request

» Support the auditor's evidence collection activities

Top Management
« Review audit results at management review meetings
« Allocate resources required for corrective action implementation

« Approve and prioritize corrective action plans



6. Auditor Competency Requirements

Internal auditors assigned to PIMS audits must possess a well-rounded combination of privacy
knowledge, standard familiarity, and practical audit skills. Competency gaps in any of these areas
can compromise the quality of audit findings and reduce the credibility of the audit program.
Organizations should assess auditor competencies before assignments and provide targeted
training where gaps exist.

U & K

Privacy Management ISO/IEC 27701 Audit Skills

« Privacy governance Knowledge « Structured interviewing and
frameworks and « Understanding of Clauses 4 active listening techniques
accountability structures through 10 and their . Objective evidence

. Data protection principles requirements collection and sampling
including purpose limitation « PII Controller-specific methods
and data minimization requirements and controls . Clear, concise finding

« PII processing activities  PII Processor-specific documentation and
and lawful bases for requirements and reporting
processing obligations « Root cause analysis and

« Data subject rights and « Relationship to ISO/IEC corrective action evaluation
fulfillment obligations 27001 and the ISMS

framework



7. Internal Audit Program

Development

A well-structured audit program is the foundation of an effective internal audit function. The
program defines what will be audited, when audits occur, who performs them, and how results are
reported and acted upon. Without a formal program, audits tend to be reactive, inconsistent, and
poorly integrated into the organization's broader privacy governance framework.

Audit Program Purpose

An audit program formally defines the
organization's audit strategy for the year,
ensuring complete PIMS coverage,
appropriate resource allocation, and
alignment with identified privacy risks. It
provides the foundation for consistent,
repeatable audit execution.

« What will be audited - scope and coverage
areas

When audits occur - schedule and
frequency

Who performs audits - assigned auditors
and team composition

How results are reported - reporting
format and distribution

Annual Audit Program Example

Quarter Audit Focus

0) Privacy
Governance &
Leadership

Q2 PII Processing
Activities

Q3 Vendor &
Processor
Management

Q4 Incident
Management &
Improvement

Distributing audit focus areas across the year
ensures comprehensive PIMS coverage while

managing auditor workload effectively. High-
risk areas may warrant more frequent review.



8. Risk-Based Audit Planning

Effective audit programs prioritize effort based on privacy risk. Not all processes carry equal risk,
and audit resources are finite. A risk-based approach ensures that audit attention is directed where
the potential for privacy harm - and therefore the need for scrutiny - is greatest. Risk ratings
should be revisited annually and whenever significant changes occur in the organization's data
processing activities.

Sensitive Personal Third-Party Cross-Border

Data Processors Transfers

Processing of special Vendor and processor International data

category data - health, relationships present transfers involve complex

biometric, financial - elevated risk due to limited legal requirements and

requires heightened audit direct oversight of their must be audited for valid

scrutiny and more frequent privacy controls and transfer mechanisms and

review cycles. practices. documentation.

Cloud Services Al-Driven Processing

Cloud processing environments require Automated decision-making and Al

verification of shared responsibility models, systems introduce novel privacy risks

data residency, and access control including profiling, bias, and lack of

configurations. transparency that warrant dedicated audit
focus.

@ Privacy risks should be evaluated and managed through a structured PIMS approach. Risk
ratings drive audit frequency - high-risk areas should be audited at minimum annually,
with targeted reviews triggered by material changes.



9. Audit Scope Definition

Defining a clear, well-documented audit scope is critical to ensuring focused, efficient, and credible
audit execution. An overly broad scope risks diluting audit quality; an overly narrow scope may miss
critical privacy risks. The scope should reflect the organization's current risk profile, previous audit
findings, and any regulatory or contractual obligations driving the audit cycle.

Sample Audit Scope Coverage Scope Definition Checklist
« Privacy governance structures and policy Before finalizing the audit scope, confirm
frameworks that all key elements have been identified
« PII collection mechanisms and lawful bases and documented:
- Data processing activities and records Business units and departments within
« Data retention schedules and disposal scope
procedures Specific processes and activities to be
« Third-party and processor management reviewed
controls Physical and virtual locations included
» Privacy incident identification and Information systems and platforms in
management scope

- Data subject rights management and Privacy risks driving scope prioritization
fulfillment

A documented scope boundary
prevents scope creep during the field
audit and ensures auditee
expectations are clearly set before
the audit begins.




10. Audit Planning Template

A standardized audit planning template ensures consistency across audit cycles and provides a
clear reference document for auditors, auditees, and management. The planning document should
be completed and approved before field work begins. It serves as the formal authorization for the
audit and establishes the criteria against which findings will be evaluated.

Item Details

Audit Title PIMS Internal Audit - [Insert Focus Areal

Audit Scope [Processes, units, systems, and locations included]

Audit Criteria ISO/IEC 27701:2025, organizational privacy policies and
procedures

Lead Auditor [Name and qualification]

Audit Team [Additional auditors and specialist support]

Audit Dates [Planned start and end dates for field activities]

The audit objectives section of the plan should explicitly state the purpose of this specific audit
cycle, distinguishing it from other concurrent audits or reviews. Typical objectives include: verifying
compliance with assigned clauses, assessing the effectiveness of specific controls, and identifying
improvement opportunities.

Verify Compliance Assess Effectiveness Identify

Confirm conformity with Evaluate whether controls Improvements
ISO/IEC 27701 clause are achieving intended Surface opportunities for
requirements. privacy outcomes. strengthening the PIMS

before certification.



11. Pre-Audit Document Review

Before any field work begins, auditors should conduct a thorough review of relevant
documentation. This pre-audit review serves multiple purposes: it establishes the auditor's baseline
understanding of the PIMS, identifies potential focus areas and gaps, and enables more targeted
and efficient interview and evidence collection activities during the field phase. Auditors should
document the document review as a formal step in the audit record.

Governance Documents

« Privacy Policy and supporting
procedures

« Privacy Objectives and performance
targets

» Governance structure and role
assignments

Operations

« Records of Processing Activities (RoPA)

« Consent records and consent
management procedures

« Data retention schedules and disposal
logs

Risk Management

Current privacy risk assessments

Risk treatment plans and residual risk
acceptance records

Previous risk review outputs

Monitoring & Review

KPI monitoring reports and dashboards

Privacy incident logs and response
records

Previous internal and external audit
reports

(@ Previous audit reports are particularly valuable inputs - they highlight recurring findings,
open corrective actions, and areas where prior evidence of improvement should now be

verifiable.



CLAUSE-BASED AUDIT
12. Clause-Based Audit Approach —

Clause 4: Context of the Organization

Clause 4 establishes the foundation of the PIMS by requiring the organization to understand its
internal and external context, identify interested parties and their privacy-related requirements,
and define a clear PIMS scope. Auditors evaluating Clause 4 should focus on whether the
organization has genuinely analyzed its operating environment and whether that analysis informs
the PIMS design.

Key Audit Questions Expected Evidence

« Have privacy-related internal and external « Context assessments documenting internal
issues been identified and documented? and external privacy issues

« Areinterested parties (regulators, « Stakeholder analysis or interested party
customers, processors) and their register

requirements documented? . Documented PIMS scope statement with
« Are applicable privacy requirements - clear inclusions and exclusions

legal, regulatory, and contractual - . Legal and regulatory requirement registers

understood and maintained? relevant to privacy

« Isthe PIMS scope formally defined,
including boundaries and applicability?

(3 Auditors should look for evidence
that the context analysis is actively
maintained - not a one-time exercise
completed during initial PIMS
implementation.




CLAUSE-BASED AUDIT CLAUSE 5

Clause 5: Leadership

Clause 5 addresses top management's role in establishing, supporting, and demonstrating
commitment to the PIMS. Leadership engagement is not merely symbolic - it must be evidenced
through tangible actions: approving the privacy policy, assigning roles with authority, and actively
participating in privacy governance. Weak leadership engagement is one of the most common root

causes of systemic PIMS failures.

Key Audit Questions

« Has top management approved and
endorsed a current privacy policy?

« Are privacy roles formally assigned with
documented responsibilities and
authority?

« Isleadership actively and demonstrably
engaged in privacy oversight?

« Are privacy objectives established with
management support and resource
allocation?

Expected Evidence

Signed and dated privacy policy approved
by top management

Governance records showing role
assignments, including Privacy Officer
designation

Management communications, meeting
minutes, or records evidencing leadership
engagement

Documented privacy objectives with
management approval and resource
commitments



CLAUSE-BASED AUDIT
Clause 6: Planning

Clause 6 requires the organization to establish a systematic approach to privacy risk assessment
and treatment, and to set measurable privacy objectives with defined plans for achievement.
Auditors should evaluate not only whether risk assessments exist but whether they are current,
credible, and directly linked to the treatment actions the organization has taken or planned.

Key Audit Questions Expected Evidence

« Are privacy risks formally assessed using a « Current privacy risk register with risk
documented methodology? ratings and treatment decisions

Are risk treatment plans documented with  Risk treatment plans with documented
assigned owners and target dates? owners, actions, and completion status

Are privacy objectives measurable and « Documented privacy objectives with
linked to the organization's strategic measurable targets and tracking
direction? mechanisms

Are actions to achieve objectives formally « Objective achievement reports or
assigned with timelines? dashboards demonstrating progress
tracking

D Risk assessments should be updated
whenever significant changes occur -
new processing activities, new
vendors, new systems, or changes in
applicable regulations.




CLAUSE-BASED AUDIT
Clause 7: Support

Clause 7 covers the organizational support elements necessary for the PIMS to function effectively:
resources, competence, awareness, communication, and documented information. Auditors should
assess whether the organization has invested sufficiently in human and technological resources,
and whether privacy awareness is maintained as an active, ongoing program rather than a one-

time onboarding activity.

Key Audit Questions

« Areresources - budget, personnel, tools -
sufficient for effective PIMS operation?

Are employees with privacy
responsibilities trained and demonstrably
competent?

Is privacy awareness maintained across
the organization on an ongoing basis?

Is documented information appropriately
controlled, versioned, and accessible?

Expected Evidence

Training records showing completion rates,
dates, and content coverage

Competency assessments or qualification
records for key privacy roles

Awareness program materials and
communication records

Document control procedures with version
histories and access logs



CLAUSE-BASED AUDIT
Clause 8: Operation

Clause 8 is the most operationally intensive section of ISO/IEC 27701, encompassing the day-to-
day processes that give the PIMS its practical effect. This includes data collection, processing,
retention, disposal, third-party management, and data subject rights fulfillment. Auditors should
expect to examine the largest volume of evidence in this clause, and should use risk-based
sampling to cover the most critical processing activities.

Key Audit Questions Expected Evidence

« Are processing activities comprehensively « Records of Processing Activities - current,
documented in a Records of Processing complete, and regularly reviewed

Activities (RoPA)? « Consent records and consent withdrawal

Is personal data collected only for mechanism documentation

documented, lawful purposes? « Processing logs and system access controls
and consistently enforced? Agreements (DPAS)

Are secure disposal procedures « Retention schedule with documented
implemented and evidenced? disposal records

Are processor relationships governed by
adequate contractual controls?




CLAUSE-BASED AUDIT
Clause 9: Performance Evaluation

Clause 9 requires the organization to monitor, measure, analyze, and evaluate the PIMS to
determine whether it is performing effectively. This includes internal audits, management reviews,
and ongoing KPI monitoring. Auditors examining this clause are in the unique position of
evaluating the organization's self-assessment mechanisms - assessing whether the audit program

itself is credible, systematic, and driving improvement.

Key Audit Questions

Are internal audits conducted at planned
intervals per the audit program?

Are privacy KPIs defined, monitored, and
reported to management?

Are management reviews performed with
the required inputs and documented
outputs?

Are privacy incidents analyzed for
systemic causes and improvement
opportunities?

Expected Evidence

Internal audit reports for all planned audit
cycles in the review period

KPI dashboards or monitoring reports with
trend data

Management review meeting minutes with
documented decisions and actions

Incident trend analysis reports and
corrective action records



CLAUSE-BASED AUDIT CLAUSE 10

Clause 10: Improvement

Clause 10 closes the PDCA (Plan-Do-Check-Act) loop by requiring the organization to address
nonconformities, implement corrective actions, and pursue continual improvement of the PIMS.
Auditors should assess not just whether corrective actions have been created but whether they
address root causes, have been effectively implemented, and have prevented recurrence. Repeat
findings are a strong indicator that Clause 10 is not being implemented effectively.

Key Audit Questions

« Are corrective actions documented and
implemented for all identified
nonconformities?

Have root causes been formally identified
and documented for each finding?

Has the effectiveness of corrective actions
been verified before closure?

Are improvement opportunities
systematically identified and tracked?

Expected Evidence

Corrective and Preventive Action (CAPA)
records with status tracking

Root cause analysis documentation for
each nonconformity

Effectiveness verification records
confirming closure criteria were met

Improvement opportunity logs with
assigned owners and timelines



13. Controller-Specific Audit Checklist

When auditing organizations acting as PII Controllers, auditors must examine requirements specific
to the controller role under ISO/IEC 27701 Annex B. Controllers determine the purposes and means
of PII processing and bear primary accountability for compliance. The checklist below covers the
most critical controller obligations that should be verified during the field audit.

Accountability Controls Data Governance Controls

« Processing purposes formally documented Retention schedules documented,
and communicated to data subjects approved, and consistently enforced

« Legal basis identified and documented for Privacy notices current, accurate, and
each processing activity provided at point of collection

« Consent mechanisms established, recorded, Data minimization principles applied -
and reversible only necessary data collected and retained

« Data subject rights requests tracked and Third-party controller relationships
fulfilled within required timeframes governed by appropriate agreements

@ Controller audits should include testing of data subject rights fulfillment - request receipt,
acknowledgment, response timing, and documentation of outcomes - as this is a frequent
area of nonconformity.



14. Processor-Specific Audit Checklist

Organizations acting as PII Processors operate under different obligations from controllers - they
process PII on behalf of and under the instructions of a controller. Processor audits must verify
that the organization acts only within authorized instructions, maintains appropriate security
measures, and supports the controller in fulfilling its own obligations. ISO/IEC 27701 Annex C
provides the specific processor requirements that form the audit criteria.

Processing Controls

« Written instructions from controllers
documented and followed

» Confidentiality agreements in place for all
personnel processing PII

« Security measures implemented
proportionate to the processing risk

« Incident reporting process established with
defined notification timelines to controllers

Compliance Support Controls

Procedures defined to support controllers
in responding to data subject requests

Audit rights included in processing
agreements, enabling controller oversight

Records of processing activities
maintained and available for controller
review

Sub-processor use disclosed and approved
by controllers with flow-down
requirements

/\ Auditors should verify that processor contracts are current, signed, and reflect actual
processing activities - outdated or unsigned DPAs are a common major nonconformity

finding.



15. Interview Techniques

Interviews are one of the most powerful evidence-gathering tools available to the internal auditor.
A well-conducted interview can reveal gaps that no document review would surface - informal
practices, workarounds, missing awareness, and unclear role ownership. Effective interviewing
requires preparation, active listening, and the ability to ask follow-up questions that probe beneath

surface-level answers.

Open Questions

Begin interviews with
open-ended questions
that allow interviewees to
explain their role and
understanding in their
own words - without
leading or constraining
their responses.

« "Explain your role in
privacy management
within this
department.”

« "How do you handle
data subject requests
when they come in?"

« "Walk me through how
your team manages
personal data in this
process."

Process Questions

Use process-level
questions to trace the
end-to-end flow of a
specific activity - from
initiation through
completion and
documentation.

« "Walk me through the
data retention and
disposal process step
by step."

« "How are privacy
incidents escalated,
and who is responsible
at each stage?"

Evidence Questions

Always close key
interview points by
requesting supporting
evidence - verbal
statements alone are not
sufficient audit evidence.

"Can you show me the
supporting records for
that process?"

« "Where is this
procedure
documented, and can
I see the current
version?"



16. Evidence Collection Guide

Objective evidence is the backbone of any credible audit. Auditors must collect sufficient,
appropriate evidence to support each finding - whether a conformity, an opportunity for
improvement, or a nonconformity. Evidence should be documented in the audit working papers
with clear references to the source, date, and the specific requirement it addresses. Relying on a
single type of evidence is generally insufficient for significant findings.

i

Documentation

Policies and procedures - current versions
with approval signatures

Contracts and Data Processing Agreements

Privacy notices, consent forms, and data
subject rights procedures

s

Interviews

Privacy Officer and data governance leads
HR, IT, and information security teams

Business process owners for key PII
processing activities

=

Records

Audit logs and system access records

Training completion records and
competency assessments

Incident reports and response timelines

Observation

Direct observation of operational privacy
workflows

System demonstrations and access control
configurations

Physical environment controls (clean desk,
screen locks, secure disposal)



17. Sampling Techniques

No audit can review every record, transaction, or instance of a control. Sampling allows auditors to
draw reasonable conclusions about an entire population from a representative subset. The
sampling technique selected should reflect the audit objective, the size of the population, and the
assessed level of risk. Auditors should document their sampling rationale in the working papers to

support the defensibility of findings.

Random Sampling

Select records randomly from the full
population, giving each record an equal
chance of selection. Best used when the
population is homogeneous and no specific
risk area has been identified. Provides
statistical confidence in findings when
sample sizes are adequate.

Targeted Sampling

Focus deliberate attention on known
problem areas, flagged processes, or
activities with previous findings. Particularly
useful for follow-up audits verifying that
corrective actions have been effectively
implemented and are preventing
recurrence.

Risk-Based Sampling

Prioritize records, transactions, or activities
that carry the highest privacy risk. Direct
the greatest audit effort toward sensitive
data categories, high-volume processors, or
activities with prior nonconformity history.
This is the most commonly applied
technique in PIMS audits.

Time-Based Sampling

Select records distributed across multiple
time periods within the audit window. This
technique is especially valuable for
identifying process inconsistencies over
time and detecting seasonal or cyclical
compliance failures that point-in-time
sampling would miss.



18. Audit Findings Classification

Consistent and precise findings classification is essential for credible audit reporting. The
classification scheme communicates to management and auditees the severity and urgency of
each finding, and drives appropriate prioritization of corrective actions. Auditors must apply
classification criteria objectively - overstating or understating the severity of findings undermines
the audit program's credibility and effectiveness. ISO/IEC 27701:2025 formalizes the definitions of
conformity, nonconformity, and corrective action within its terminology framework.

— e — 00—

Conformity

The requirement is fully satisfied. Evidence
demonstrates that the control, process, or

procedure is implemented, maintained, and

effective as intended by the standard.

Opportunity for Improvement
(OFI)

A potential enhancement has been
identified that, while not a current
nonconformity, could strengthen the PIMS
if addressed. OFIs are advisory in nature
and do not require mandatory corrective
action.

—0 — — 0 —

Minor Nonconformity

An isolated, limited-impact failure to meet
a specific requirement. Does not indicate a
systemic breakdown but requires
documented corrective action within an
agreed timeframe.

Major Nonconformity

A significant breakdown in the PIMS that
either represents a complete absence of a
required element or a systemic failure
affecting privacy management
effectiveness. Requires immediate
corrective action and may jeopardize
certification status.



19. Root Cause Analysis Methods

Root cause analysis (RCA) is the critical bridge between identifying a nonconformity and
preventing its recurrence. Without effective RCA, corrective actions address symptoms rather than
causes - resulting in the same findings appearing in subsequent audits. Auditors should evaluate
the quality of RCA as part of Clause 10 assessment, and organizations should select the RCA
method appropriate to the complexity and nature of the finding.

The 5 Whys Technique

The 5 Whys is a simple, iterative questioning
technique that progressively drills down from
the observed problem to its underlying cause.
Starting with the identified nonconformity,
the analyst asks "Why did this occur?" and
uses the answer to formulate the next "Why?"
question, repeating until the root cause is
reached - typically after three to five
iterations.

Example: A data subject request was not
responded to within the required timeframe.
Why? No one tracked the request. Why?
There is no formal intake log. Why? The
procedure does not require one. Root cause:
Procedural gap in the data subject rights
process.

Fishbone (Ishikawa) Analysis

The fishbone diagram maps potential
contributing causes across structured
categories, providing a comprehensive view of
all factors that may have led to the
nonconformity. This method is particularly
useful for complex or systemic findings where
multiple contributing factors are likely.

« People: Training gaps, unclear
responsibilities, role ambiguity

« Process: Missing procedures, poorly
designed workflows, inconsistent
application

« Technology: System limitations, access
control failures, inadequate tools

« Policy: Outdated requirements, conflicting
guidance, policy gaps

« Governance: Insufficient oversight,
inadequate management review, lack of
accountability



20. Corrective Action Process

A structured corrective action process ensures that nonconformities identified during audits are
systematically resolved and prevented from recurring. The process flows from finding identification
through root cause analysis, action planning, implementation, verification, and formal closure.
Each stage must be documented to create an auditable trail that demonstrates the organization's
commitment to continual improvement under Clause 10 of ISO/IEC 27701.

Identify Nonconformity
Root Cause Analysis

Plan Corrective Action

Implement & Verify

The corrective action process is only complete when effectiveness verification confirms that the
implemented action has addressed the root cause and prevented recurrence - not merely when the
action has been implemented. Premature closure of corrective actions without verification is itself
a Clause 10 nonconformity. Organizations should set clear closure criteria at the planning stage and
document verification evidence before marking actions as closed.

@ Corrective actions for major nonconformities should have shorter target timelines and
require verification by the Lead Auditor before closure. Minor nonconformities and OFIs
may follow a standard 90-day review cycle.



21. Internal Audit Report Template

The audit report is the primary deliverable of every internal audit cycle. It must be clear, factual,
and structured to enable management to quickly understand the audit's scope, findings, and
required actions. Reports should be issued within a defined timeframe after field work completion -
typically five to ten business days - and formally distributed to all relevant stakeholders including
the Privacy Officer and Top Management.

Report Item Content
Audit Name PIMS Internal Audit - [Focus Area and Yearl]
Audit Dates [Field work start and end dates]
Scope [Processes, systems, locations, and roles audited]
Lead Auditor [Name, qualification, and independence declaration]
Findings Summary Overall PIMS Assessment

. e The report must conclude with one of three

Finding Type Count
g7yp overall assessments based on the totality of

Nonconformity . Effective - PIMS is implemented and

_ functioning as intended
Minor L1

Effective with Improvement Required

Nonconformity
- PIMS functions but has identified gaps

Opportunity for [1] requiring action
Improvement Not Effective - Significant systemic

failures indicate the PIMS is not meeting
Conformities L1 its objectives

Noted




22. Management Review of Audit
Results

Management reviews are a formal requirement of ISO/IEC 27701 under Clause 9.3. They provide the
governance forum through which audit findings, performance data, and improvement decisions
are reviewed by Top Management. The management review is not a passive information-sharing
exercise - it should result in documented decisions and commitments, including resource allocation
for corrective actions and strategic direction for the PIMS.

Effective management reviews incorporate audit findings as a primary input, alongside corrective
action status, privacy risk trends, incident analysis, and resource requirements. The output should
include clear decisions on priorities, timelines, and responsible owners. Management review records
serve as evidence for Clause 9 during both internal and external audits.

Audit Findings Corrective Actions
Review of all open findings, classification Status of open CAPAs, overdue actions, and
trends, and recurrent issue patterns. verification outcomes for closed items.
Privacy Risks Incident Trends
Updated risk register review including new, Analysis of privacy incidents - volume,
changed, or accepted residual risks. severity, response effectiveness, and
patterns.

o
Resource Requirements Improvement Opportunities
Assessment of whether current resources - Review of identified OFIs and strategic
budget, personnel, tools - are adequate for enhancement initiatives for the PIMS.

PIMS effectiveness.



23. Internal Audit KPIs

Key performance indicators for the internal audit program provide management with objective
data on the audit function's effectiveness and the overall health of the PIMS. KPIs should be
monitored on a regular cycle - at minimum quarterly - and presented at management reviews.
Trends in these metrics are often as informative as point-in-time values: a declining corrective
action closure rate, for example, signals resourcing or prioritization issues that require
management attention before they become audit findings themselves.

100% >95% >90%

Audit Completion Rate CA Closure Rate Findings Resolved
All planned audits in the Corrective actions closed on Audit findings with verified,
annual program must be time against agreed target effective corrective actions

completed within the dates. implemented.

scheduled period.

<5% <10%

Overdue Actions Repeat Findings
Corrective actions past their Findings that recur from a
target closure date without previous audit cycle, indicating

approved extension. ineffective corrective action.

@ Ahigh repeat findings rate is a strong indicator that corrective actions are addressing
symptoms rather than root causes. This should trigger a review of the RCA process and
corrective action quality standards.



24. Common Internal Audit Findings

Experience across multiple ISO/IEC 27701 audit cycles reveals a consistent set of recurring findings
that organizations should proactively address. Awareness of these common failure patterns allows
privacy officers and compliance teams to target pre-audit remediation efforts effectively and
reduces the likelihood of major nonconformities during certification audits. Each finding type
below represents a systemic vulnerability with predictable root causes.

Missing Risk Assessments

Privacy risks have not been formally
documented, or existing assessments are
outdated and no longer reflect current
processing activities, new vendors, or
changed regulatory requirements. This is a
Clause 6 finding with direct implications
for the credibility of the entire PIMS.

Weak Vendor Oversight

Processor reviews are not performed on a
scheduled basis, Data Processing
Agreements are unsigned or outdated, and
sub-processor notifications are not
managed. This represents a significant gap
given that third-party risk is one of the
highest-rated privacy risk areas for most
organizations.

Inadequate Retention Controls

Personal data is retained beyond
documented and approved retention
periods, either due to technical limitations,
process failures, or lack of automated
enforcement. This is a Clause 8 finding
with direct regulatory exposure under
GDPR and equivalent frameworks.

Incomplete Processing Records

The Records of Processing Activities
(RoPA) is incomplete, inaccurate, or not
updated when new processing activities
are introduced. A stale RoPA undermines
the organization's ability to demonstrate
accountability and is frequently cited in
both internal and external audits.

Training Gaps

Employees in roles with privacy
responsibilities have not completed
required training, or training content does
not reflect current privacy obligations.
Awareness is not maintained on an
ongoing basis — onboarding training alone
is insufficient for Clause 7 conformity.

Ineffective Corrective Actions

Issues recur in subsequent audits because
corrective actions addressed surface
symptoms rather than underlying root
causes. Alternatively, actions are marked
as closed without documented
effectiveness verification - a Clause 10
nonconformity.



25. Internal Audit Best Practices

Excellence in internal auditing requires more than technical knowledge of the standard - it
demands professional discipline, intellectual rigor, and a commitment to delivering genuine value
to the organization. The following best practices distinguish high-performing audit programs from
those that merely satisfy the procedural requirement for internal audits under Clause 9.
Organizations that embed these practices consistently will find that their internal audit program
becomes a genuine driver of PIMS maturity and certification confidence.

%

Maintain Auditor Independence

Auditors must not audit their own work. Independence - from the processes, systems, and
teams being audited - is a prerequisite for objective findings. Perceived or actual conflicts of
interest must be documented and managed before audit assignments are made.

Follow a Risk-Based Approach

Direct audit effort proportionally to privacy risk. High-risk processing activities, sensitive
data categories, and areas with prior findings deserve more intensive scrutiny. Risk ratings
should be reviewed annually and reflected in the audit program design.

Verify Implementation, Not Just Documentation

A documented procedure is not evidence that the procedure is followed. Auditors must
verify actual practice through observation, record sampling, and interviews - not merely
confirm that a policy document exists and is signed.

Interview Multiple Stakeholders

Single-point interviews risk producing biased findings. Validate key assertions by
interviewing multiple stakeholders across different levels and roles - discrepancies between
accounts are often the most revealing evidence available to the auditor.

Validate Corrective Actions

Follow up on all open corrective actions from previous audits. Verify that actions have been
implemented and have achieved their intended effect. Never close findings based on a plan
- only close on verified evidence of effective implementation.



Internal Audit Readiness Checklist

The following readiness checklist provides a comprehensive pre-audit self-assessment framework.
Privacy officers and compliance teams should use this checklist to evaluate the organization's
audit readiness before scheduling internal audits - and again as a preparation tool ahead of
external certification audits. A completed checklist does not guarantee conformity, but systematic
gaps identified at this stage allow for targeted remediation before the formal audit begins.

Governance

(O Privacy Policy current, approved, and
communicated

(O Roles and Responsibilities formally
assigned and documented

(O Measurable Privacy Objectives established

and tracked

Risk Management

(O Privacy Risk Assessments current and
reflecting all processing activities

(O Risk Treatment Plans documented with
owners and timelines

(O Risk Reviews conducted at scheduled
intervals

Operations
(O Records of Processing Activities (RoPA)
complete and current

(O Consent records maintained and
withdrawal mechanisms operational

(O Retention Controls implemented and
enforced

(O Vendor Management reviews conducted
with current DPAs

Monitoring

O Internal Audits conducted per the annual
audit program

(O KPI Reports generated and reviewed on
schedule

(O Privacy Incident Reviews completed and
trends analyzed

(O Management Reviews performed with
documented outputs

Improvement

(O Corrective Actions documented for all
open findings

O Root Cause Analysis completed for each
nonconformity

(O Closure Verification documented before
findings are marked closed

© Organizations that can demonstrate
complete or near-complete
readiness across all five domains are
well-positioned for both internal
audit and external certification audit
success.
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