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Introduction 
Achieving ISO 27701 PIMS compliance is crucial for protecting personal 

data and aligning your organization with the growing global focus on 

privacy. As organizations aim to implement a Privacy Information 

Management System (PIMS) under ISO 27701, many face common non-

conformities that can delay certification and increase audit risks. 

This guide details the 100 most common non-conformities encountered 

during ISO 27701 PIMS audits, along with practical solutions for 

overcoming them. Each non-conformity is linked to the corresponding ISO 

27701 PIMS clause, explaining why it matters during an audit, and offering 

clear steps for resolution. 

 

Objectives of this Guide: 

• Achieve ISO 27701 compliance: Strengthen your PIMS and 

safeguard personal data. 

• Address common audit non-conformities: Proactively resolve 

issues before the audit. 

• Enhance privacy management: Optimize privacy risk management 

and improve data protection measures. 

• Prepare for successful audits: Minimize audit disruptions and 

ensure seamless ISO 27701 certification. 

• Support continuous improvement: Build a resilient PIMS 

framework that meets ongoing regulatory requirements. 
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The Structure of the Guide: 

• Each non-conformity is categorized according to the relevant ISO 

27701 PIMS clause. 

• Solutions are provided to help organizations fix identified gaps. 

• Real-world results illustrate the effectiveness of addressing these 

non-conformities. 

• The guide covers the most frequently encountered issues during ISO 

27701 audits. 
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1. Absence of a Formal Privacy Policy or Documentation 

      Clause: 5.1 – Leadership Commitment 

 

What’s Going Wrong: 

Organizations often lack a formal, documented privacy policy that defines 

how privacy is managed across the organization. This leads to an 

inconsistent understanding of privacy practices and a lack of accountability. 

Why It Matters During an Audit: 

ISO 27701 requires a documented privacy policy to set clear expectations 

and demonstrate leadership’s commitment to privacy management. 

Auditors expect the policy to guide the entire organization’s privacy efforts. 

How to Fix It: 

✔ Develop a comprehensive privacy policy that outlines privacy principles, 

objectives, and management commitments. 

✔ Ensure that leadership formally approves the policy and communicates it 

to all employees. 

✔ Regularly review and update the policy in response to legal changes or 

organizational shifts. 

Real-World Result: 

A well-documented privacy policy ensures that all employees understand 

the organization’s commitment to privacy and helps to build trust with 

stakeholders, which enhances audit readiness. 

 

2. Inadequate Privacy Risk Assessment Process 

      Clause: 6.1 – Risk Assessment and Treatment 
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What’s Going Wrong: 

Organizations fail to assess privacy risks thoroughly, resulting in gaps in the 

risk management process and undetected vulnerabilities in personal data 

handling. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy risks be properly identified, assessed, and 

mitigated. Without a structured risk assessment process, auditors will find 

that privacy risks are not being adequately addressed, which can lead to 

audit failures. 

How to Fix It: 

✔ Conduct a comprehensive privacy risk assessment to identify potential 

risks to personal data processing. 

✔ Use a standardized risk matrix to evaluate and prioritize risks based on 

their impact and likelihood. 

✔ Develop and implement treatment plans to mitigate identified risks. 

Real-World Result: 

A comprehensive risk assessment helps organizations proactively address 

privacy risks, ensuring stronger data protection and reducing audit issues. 

 

3. No Formalized Data Subject Rights Process 

      Clause: 8.1 – Data Subject Rights 

 

What’s Going Wrong: 

Data subject rights, such as access, erasure, and rectification, are not being 

managed or tracked effectively, leading to non-compliance with privacy 

regulations. 

Why It Matters During an Audit: 

ISO 27701 requires a formal process for handling data subject rights 
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requests. Auditors will check whether requests are managed in compliance 

with the regulation and whether the organization is able to provide timely 

responses. 

How to Fix It: 

✔ Develop a standardized process for handling data subject requests, 

including access, correction, erasure, and objection. 

✔ Ensure that requests are tracked and responded to within the required 

timeframes. 

✔ Implement a system for logging and documenting all data subject 

requests for audit purposes. 

Real-World Result: 

A well-managed data subject rights process ensures compliance with 

privacy laws and improves audit performance by demonstrating the 

organization’s ability to respect and uphold data subject rights. 

 

4. Incomplete or Outdated Privacy Impact Assessments (PIAs) 

      Clause: 7.2 – Privacy Impact Assessment 

 

What’s Going Wrong: 

Privacy Impact Assessments (PIAs) are not conducted for all relevant 

processes, or they are outdated and do not reflect current business 

operations or data processing activities. 

Why It Matters During an Audit: 

ISO 27701 requires PIAs to be conducted for any new projects or significant 

changes to data processing activities. Failure to carry out PIAs can lead to 

privacy risks being overlooked. 

How to Fix It: 

✔ Ensure that PIAs are conducted whenever new data processing activities 
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are initiated. 

✔ Update existing PIAs regularly to reflect any changes in data handling or 

privacy practices. 

✔ Involve key stakeholders, including legal and IT teams, to ensure 

comprehensive assessments. 

Real-World Result: 

Properly conducted and updated PIAs demonstrate that the organization is 

proactively addressing privacy risks and complying with ISO 27701 

requirements. 

 

5. No Incident Response Plan for Privacy Breaches 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

Organizations lack a formal incident response plan for managing privacy 

breaches, which leads to confusion and delayed responses in the event of an 

actual breach. 

Why It Matters During an Audit: 

ISO 27701 requires that organizations have a well-documented and 

effective process for managing privacy incidents, including data breaches. 

Without this plan, auditors will flag a critical gap in the organization’s 

privacy management system. 

How to Fix It: 

✔ Develop a comprehensive incident response plan that includes specific 

procedures for managing privacy breaches. 

✔ Ensure the plan covers roles and responsibilities, communication 

protocols, and escalation procedures. 
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✔ Regularly test and update the plan to ensure it is effective during a 

breach scenario. 

Real-World Result: 

A well-structured incident response plan enables the organization to 

respond swiftly and effectively to privacy breaches, minimizing damage and 

ensuring compliance with ISO 27701 PIMS. 

 

6. No Formal Privacy Training for Employees 

      Clause: 7.3 – Awareness and Training 

 

What’s Going Wrong: 

Employees are not adequately trained on privacy policies, procedures, or 

the importance of data protection, leading to errors, security 

vulnerabilities, and non-compliance. 

Why It Matters During an Audit: 

ISO 27701 requires that all employees be trained on privacy policies and 

procedures to ensure they understand their roles in protecting personal 

data. Lack of training is a significant audit failure. 

How to Fix It: 

✔ Develop a formal privacy training program that covers key policies, 

procedures, and the importance of data protection. 

✔ Ensure all employees, especially those handling personal data, complete 

the training during onboarding and periodically afterward. 

✔ Monitor the effectiveness of the training program through assessments 

and feedback. 

Real-World Result: 

Well-trained employees are more likely to follow privacy policies correctly, 

reducing data breaches and enhancing overall compliance during audits. 
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7. No Clear Privacy Communication Plan 

      Clause: 8.1 – Privacy Communication 

 

What’s Going Wrong: 

There is no formalized process for communicating privacy policies and 

changes to stakeholders, including customers, employees, and regulators. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy information is communicated effectively to 

stakeholders. Lack of communication can result in confusion, non-

compliance, and loss of trust. 

How to Fix It: 

✔ Develop a communication plan that outlines how privacy information 

will be shared with relevant stakeholders. 

✔ Ensure that privacy updates and changes are communicated to 

employees, customers, and regulators promptly. 

✔ Regularly review the communication plan to ensure it remains effective. 

Real-World Result: 

Clear and timely communication of privacy practices helps maintain 

stakeholder trust and demonstrates the organization’s commitment to 

transparency and compliance with ISO 27701. 

 

11. No Integration Between Privacy Management and Information 

Security Systems 

      Clause: 8.2 – Integration with ISMS 
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What’s Going Wrong: 

Privacy management and information security systems are not integrated, 

leading to fragmented processes and missed opportunities to streamline 

compliance across both areas. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy management be integrated with ISMS 

(Information Security Management Systems) to provide holistic protection 

of personal data. Lack of integration can lead to inefficiencies and audit 

failures. 

How to Fix It: 

✔ Integrate privacy management processes with the organization’s ISMS to 

ensure both privacy and security measures are aligned. 

✔ Use common tools and platforms for managing both privacy and security 

controls. 

✔ Regularly assess the effectiveness of the integration and make 

adjustments as needed. 

Real-World Result: 

A unified approach to privacy and information security enhances overall 

protection of personal data, reduces operational inefficiencies, and ensures 

smoother audits. 

 

12. Lack of Periodic Privacy Audits 

      Clause: 9.2 – Internal Audits 

 

What’s Going Wrong: 

Privacy audits are not conducted regularly, which can result in overlooked 

compliance gaps and delayed identification of non-conformities. 
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Why It Matters During an Audit: 

ISO 27701 requires periodic privacy audits to ensure that privacy 

management processes remain effective and aligned with compliance 

requirements. Infrequent or missing audits can result in undetected issues 

during the certification process. 

How to Fix It: 

✔ Schedule regular internal privacy audits, at least annually or biannually. 

✔ Use audit results to identify weaknesses and areas for improvement in 

the PIMS. 

✔ Ensure audits are conducted by trained, impartial personnel to provide 

objective insights. 

Real-World Result: 

Regular audits ensure continuous improvement and allow organizations to 

identify gaps early, reducing the likelihood of audit failures. 

 

13. Failure to Track Third-Party Privacy Risks 

      Clause: 6.1 – Risk Assessment 

 

What’s Going Wrong: 

Third-party risks, such as vendors or partners handling personal data, are 

not adequately assessed or managed, leading to potential compliance 

violations and security breaches. 

Why It Matters During an Audit: 

ISO 27701 requires that third-party risks be included in the privacy risk 

assessment process. Auditors will assess whether third-party relationships 

are properly monitored and whether appropriate controls are in place. 

How to Fix It: 

✔ Include third-party relationships in your privacy risk assessments to 
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identify and address potential risks. 

✔ Ensure contracts with third parties contain clear privacy and security 

obligations. 

✔ Regularly monitor and audit third-party compliance with privacy 

standards. 

Real-World Result: 

Proactive management of third-party risks ensures compliance with ISO 

27701 and protects personal data from external threats. 

 

14. Incomplete Data Mapping and Inventory of Personal Data 

      Clause: 8.1 – Asset Identification 

 

What’s Going Wrong: 

Personal data is not comprehensively mapped or inventoried, making it 

difficult to identify data flows, understand where data is stored, and ensure 

proper protection measures are in place. 

Why It Matters During an Audit: 

ISO 27701 requires that personal data be tracked and mapped throughout 

its lifecycle. Without a complete data inventory, auditors cannot verify 

compliance or assess privacy risks effectively. 

How to Fix It: 

✔ Perform a thorough data inventory to identify all personal data 

processed within the organization. 

✔ Map data flows, including where data is collected, stored, processed, and 

disposed of. 

✔ Regularly review and update the data inventory as new systems or data 

processing activities are introduced. 
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Real-World Result: 

Accurate data mapping enhances transparency, enables better risk 

assessments, and strengthens privacy protection across the organization. 

 

15. Lack of Privacy Control for Data Transfers Across Borders 

      Clause: 8.2.5 – Cross-border Data Transfers 

 

What’s Going Wrong: 

Data transfers across borders are not properly controlled or documented, 

which can lead to compliance violations, particularly with international 

privacy laws like the GDPR. 

Why It Matters During an Audit: 

ISO 27701 requires that data transfers, especially cross-border transfers, be 

properly managed to comply with local and international privacy laws. 

Failure to do so can result in significant legal and reputational risks. 

How to Fix It: 

✔ Ensure that appropriate legal mechanisms (e.g., Standard Contractual 

Clauses, Binding Corporate Rules) are in place for cross-border data 

transfers. 

✔ Regularly review international privacy regulations to ensure compliance. 

✔ Implement controls to ensure data is protected during transfers, such as 

encryption or access restrictions. 

Real-World Result: 

Effective control over data transfers ensures compliance with international 

privacy laws, mitigating risks related to cross-border data handling. 
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16. No Data Minimization Strategy in Place 

      Clause: 8.2.3 – Data Collection and Minimization 

 

What’s Going Wrong: 

The organization collects and stores excessive personal data beyond what is 

necessary for its operations, violating the principle of data minimization. 

Why It Matters During an Audit: 

ISO 27701 requires that personal data collected be limited to what is 

necessary for processing purposes. Collecting unnecessary data can lead to 

compliance issues and privacy risks. 

How to Fix It: 

✔ Implement a data minimization strategy that limits personal data 

collection to the minimum necessary for business needs. 

✔ Regularly review and update data collection processes to ensure they 

align with data minimization principles. 

✔ Train employees on the importance of data minimization and how to 

apply it in daily operations. 

Real-World Result: 

A clear data minimization strategy reduces the volume of personal data 

processed, minimizing privacy risks and ensuring compliance with privacy 

regulations. 

 

17. Inconsistent Enforcement of Privacy Policies Across Departments 

      Clause: 5.2 – Privacy Policy Implementation 

 

What’s Going Wrong: 

Different departments or business units are not enforcing privacy policies 
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consistently, leading to fragmented privacy practices and potential non-

compliance. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy policies be implemented consistently 

across the organization. Discrepancies in enforcement can result in non-

compliance findings during audits. 

How to Fix It: 

✔ Ensure that privacy policies are consistently communicated and enforced 

across all departments. 

✔ Use a centralized privacy governance structure to oversee the 

implementation of privacy policies. 

✔ Monitor policy adherence and provide additional training or support 

where necessary. 

Real-World Result: 

Consistent enforcement of privacy policies leads to a unified approach to 

privacy management, reducing the risk of non-compliance during audits. 

 

18. No Process for Handling Privacy-Related Complaints 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

There is no clear process for handling privacy-related complaints, leading 

to unresolved issues and dissatisfied stakeholders. 

Why It Matters During an Audit: 

ISO 27701 requires that organizations have a process for addressing 

privacy-related complaints. Failure to manage complaints effectively can 

lead to reputational damage and audit findings. 
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How to Fix It: 

✔ Develop a formal procedure for logging, investigating, and resolving 

privacy complaints. 

✔ Ensure that complaints are tracked, addressed in a timely manner, and 

communicated back to the complainant. 

✔ Regularly review complaint handling procedures to improve response 

times and outcomes. 

Real-World Result: 

A well-defined complaint handling process improves customer satisfaction 

and ensures that privacy issues are resolved promptly, reducing risks 

during audits. 

 

19. No Defined Privacy Governance Structure 

      Clause: 5.1 – Leadership Commitment 

 

What’s Going Wrong: 

There is no formal governance structure overseeing privacy management, 

which leads to fragmented responsibility and accountability for privacy 

within the organization. 

Why It Matters During an Audit: 

ISO 27701 requires a clear governance structure to ensure that privacy is 

managed effectively and that there is accountability at all levels of the 

organization. 

How to Fix It: 

✔ Establish a clear privacy governance structure with designated roles 

and responsibilities for privacy management. 

✔ Ensure that the governance structure is endorsed by senior leadership 

and communicated across the organization. 
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✔ Regularly review and adjust the structure to ensure it remains effective 

and aligned with business needs. 

Real-World Result: 

A strong privacy governance structure ensures effective management of 

privacy risks, enhances accountability, and strengthens compliance with 

ISO 27701 PIMS. 

 

20. Incomplete Documentation of Data Processing Activities 

      Clause: 8.2.1 – Data Processing Documentation 

 

What’s Going Wrong: 

Organizations fail to document all data processing activities 

comprehensively, leading to gaps in understanding data flows and potential 

violations of privacy regulations. 

Why It Matters During an Audit: 

ISO 27701 requires that organizations maintain complete and accurate 

records of all data processing activities. Auditors will check for gaps in 

documentation that may suggest non-compliance. 

How to Fix It: 

✔ Document all data processing activities, including details on data sources, 

purposes, retention periods, and sharing practices. 

✔ Ensure documentation is regularly updated to reflect changes in 

processing activities. 

✔ Implement a centralized system for storing and accessing data 

processing records. 

Real-World Result: 

Comprehensive documentation of data processing activities enhances 

transparency and demonstrates compliance, ensuring smoother audits. 
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21. No Privacy Incident Reporting Mechanism 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

There is no established mechanism for reporting privacy incidents, which 

may delay response times and impact compliance with regulatory reporting 

requirements. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy incidents be reported and managed 

promptly. Failure to implement an incident reporting mechanism can result 

in non-compliance with privacy regulations and lead to severe audit 

findings. 

How to Fix It: 

✔ Develop a formal privacy incident reporting mechanism to allow 

employees and stakeholders to report potential privacy breaches or 

concerns. 

✔ Ensure that the reporting system is accessible, easy to use, and supports 

immediate action. 

✔ Train staff on how to report incidents and ensure timely resolution. 

Real-World Result: 

A clear incident reporting system ensures quick detection of privacy 

breaches, reducing the impact on the organization and ensuring compliance 

during audits. 

 

22. Lack of Data Encryption for Personal Data 

      Clause: 8.2.5 – Data Security 
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What’s Going Wrong: 

Personal data is not adequately encrypted, leaving it vulnerable to 

unauthorized access or breaches, especially during data transmission or 

storage. 

Why It Matters During an Audit: 

ISO 27701 requires that personal data be protected through appropriate 

technical controls, including encryption. Failure to implement encryption 

could result in significant non-compliance during an audit. 

How to Fix It: 

✔ Implement end-to-end encryption for personal data, both at rest and in 

transit. 

✔ Ensure encryption standards are aligned with industry best practices 

and legal requirements. 

✔ Regularly test and audit encryption systems to ensure they are 

functioning as expected. 

Real-World Result: 

Data encryption ensures personal data is securely protected, reducing the 

risk of unauthorized access and improving compliance with ISO 27701 

PIMS. 

 

23. No Data Anonymization or Pseudonymization Processes 

      Clause: 8.2.5 – Data Security 

 

What’s Going Wrong: 

The organization does not utilize data anonymization or pseudonymization 

techniques, putting personal data at greater risk in case of a breach. 
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Why It Matters During an Audit: 

ISO 27701 requires the use of data anonymization or pseudonymization 

techniques when appropriate to reduce the risks of data processing. Lack of 

these techniques may lead to non-compliance with privacy regulations and 

audit failures. 

How to Fix It: 

✔ Implement anonymization or pseudonymization measures for sensitive 

personal data when full identification is not required. 

✔ Regularly review and update pseudonymization and anonymization 

processes to ensure they meet legal and regulatory requirements. 

✔ Provide training to staff on the importance and application of these 

techniques. 

Real-World Result: 

Anonymization and pseudonymization reduce the risk of exposing personal 

data and demonstrate proactive data protection measures during audits. 

 

24. Inadequate Access Control for Personal Data 

      Clause: 8.2.4 – Access Control 

 

What’s Going Wrong: 

There are inadequate access controls in place to restrict access to personal 

data, leading to potential data breaches or unauthorized disclosures. 

Why It Matters During an Audit: 

ISO 27701 mandates the implementation of strict access controls to protect 

personal data. Auditors will assess whether the organization limits access 

to sensitive data to only those with legitimate needs. 

How to Fix It: 

✔ Implement role-based access control (RBAC) for all personal data. 
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✔ Regularly review and update access permissions to ensure they align 

with the principle of least privilege. 

✔ Use multi-factor authentication (MFA) to strengthen access control 

security. 

Real-World Result: 

Effective access controls prevent unauthorized data access, ensuring 

compliance and protecting personal data from breaches during audits. 

 

25. No Regular Privacy Audits or Compliance Checks 

      Clause: 9.2 – Internal Audits 

 

What’s Going Wrong: 

There are no regular internal privacy audits to assess the effectiveness of 

PIMS and ensure compliance with ISO 27701 and other applicable privacy 

regulations. 

Why It Matters During an Audit: 

ISO 27701 requires periodic internal audits to evaluate the functioning and 

compliance of the PIMS. The absence of these audits may lead to missed 

compliance gaps and non-compliance findings. 

How to Fix It: 

✔ Schedule and conduct regular internal privacy audits, at least annually or 

bi-annually. 

✔ Focus audits on assessing privacy risks, controls, data subject rights, and 

incident response effectiveness. 

✔ Use audit findings to continuously improve privacy practices. 

Real-World Result: 

Regular privacy audits help identify and resolve compliance issues early, 

ensuring smooth ISO 27701 certification and ongoing compliance. 
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26. No Data Retention and Disposal Policy 

      Clause: 8.2.6 – Data Retention and Disposal 

 

What’s Going Wrong: 

The organization does not have a formal data retention and disposal policy, 

leading to personal data being stored longer than necessary or improperly 

disposed of. 

Why It Matters During an Audit: 

ISO 27701 requires a clear data retention and disposal policy to ensure 

personal data is retained only for as long as necessary for processing 

purposes and securely disposed of afterward. 

How to Fix It: 

✔ Develop a formal data retention policy that specifies the retention period 

for different types of personal data. 

✔ Implement secure methods for data disposal, including data erasure and 

physical destruction of hard drives. 

✔ Regularly review and update retention schedules to comply with legal 

and regulatory requirements. 

Real-World Result: 

A robust data retention and disposal policy minimizes data risks, ensures 

compliance, and improves the organization’s ability to pass audits with 

ease. 
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27. No Mechanism for Monitoring and Measuring Privacy Performance 

      Clause: 9.1 – Monitoring, Measurement, and Evaluation 

 

What’s Going Wrong: 

The organization does not have a mechanism in place for monitoring and 

measuring the performance of its PIMS, leading to a lack of visibility into 

privacy management effectiveness. 

Why It Matters During an Audit: 

ISO 27701 requires the ongoing monitoring and measurement of privacy 

performance to ensure that the PIMS remains effective and compliant with 

privacy regulations. 

How to Fix It: 

✔ Establish key performance indicators (KPIs) to measure privacy 

performance, such as data subject request response time and privacy 

breach resolution time. 

✔ Regularly assess privacy program performance and take corrective 

actions based on findings. 

✔ Use automated tools to track privacy compliance metrics and support 

decision-making. 

Real-World Result: 

Monitoring and measurement tools provide insights into privacy 

performance, allowing organizations to continuously improve and stay 

compliant with ISO 27701 PIMS. 

 

28. No Defined Process for Privacy Incident Reporting and 

Management 

      Clause: 9.1 – Incident Management 
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What’s Going Wrong: 

There is no formal process for reporting and managing privacy incidents, 

leading to delays and missed opportunities for mitigation in the event of a 

breach. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to have a clear, documented process for 

managing privacy incidents to ensure a prompt and effective response to 

breaches. 

How to Fix It: 

✔ Implement a privacy incident management process that includes 

reporting, investigation, and resolution procedures. 

✔ Ensure the process is well-communicated to all employees and 

stakeholders. 

✔ Conduct periodic tests of the incident response process to ensure 

readiness. 

Real-World Result: 

A formalized privacy incident management process enables the 

organization to respond quickly to incidents, minimizing damage and 

ensuring legal compliance. 

 

29. Inconsistent Privacy Documentation Across Departments 

      Clause: 8.2.1 – Documentation of Privacy Processes 

 

What’s Going Wrong: 

There is a lack of consistent privacy documentation across different 

departments, making it difficult to ensure alignment and audit readiness. 

Why It Matters During an Audit: 

ISO 27701 requires that all privacy management processes be consistently 
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documented. Auditors will check for gaps in documentation and whether all 

departments follow the same standards. 

How to Fix It: 

✔ Create a standardized approach to documenting privacy management 

processes across all departments. 

✔ Ensure all privacy policies, procedures, and controls are centrally stored 

and easily accessible. 

✔ Regularly review documentation to ensure it reflects the most current 

privacy management practices. 

Real-World Result: 

Consistent privacy documentation ensures alignment across departments, 

improves transparency, and simplifies the audit process. 

 

30. Failure to Conduct Periodic Risk Assessments for Third-Party 

Vendors 

      Clause: 6.1 – Risk Assessment 

 

What’s Going Wrong: 

Privacy risks related to third-party vendors are not assessed, leading to 

potential compliance violations and security breaches. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to assess third-party privacy risks to 

ensure that vendor relationships do not compromise data security and 

privacy. 

How to Fix It: 

✔ Conduct periodic privacy risk assessments for all third-party vendors 

that handle personal data. 

✔ Ensure third-party contracts include privacy protection clauses and 
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compliance requirements. 

✔ Monitor third-party compliance with privacy standards through regular 

audits. 

Real-World Result: 

Effective management of third-party privacy risks helps protect personal 

data, reduce vendor-related risks, and ensure smooth audits. 

 

31. No Privacy Risk Treatment Plans 

      Clause: 6.1 – Risk Assessment and Treatment 

 

What’s Going Wrong: 

Once privacy risks are identified, there is no formalized treatment plan to 

mitigate or manage those risks, leaving the organization exposed to 

potential privacy violations. 

Why It Matters During an Audit: 

ISO 27701 requires that identified privacy risks be treated appropriately 

with mitigation plans. Without a formal treatment plan, auditors may 

question the effectiveness of your privacy management system. 

How to Fix It: 

✔ Develop formal risk treatment plans for all identified privacy risks. 

✔ Assign responsibility for risk mitigation actions and establish timelines 

for implementation. 

✔ Ensure that risk treatment plans are regularly reviewed and updated to 

reflect changing circumstances. 

Real-World Result: 

Implementing risk treatment plans reduces exposure to privacy violations 

and provides auditors with clear evidence of proactive privacy 

management. 
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32. Failure to Maintain Privacy Records for Audit Trails 

      Clause: 8.2.4 – Access Control and Documentation 

 

What’s Going Wrong: 

Organizations do not maintain sufficient records or audit trails for privacy-

related activities, making it difficult to demonstrate compliance during an 

audit. 

Why It Matters During an Audit: 

ISO 27701 mandates that privacy activities, including access to personal 

data, be tracked and documented. Inadequate record-keeping raises 

concerns during audits and can lead to compliance issues. 

How to Fix It: 

✔ Implement a comprehensive system for logging privacy-related activities 

and data access. 

✔ Ensure that audit trails are stored securely and include relevant details 

(e.g., data access, processing activities). 

✔ Regularly review and audit records to ensure accuracy and compliance. 

Real-World Result: 

Maintaining privacy records ensures transparency, strengthens 

accountability, and improves audit outcomes. 

 

33. No Defined Process for Data Subject Access Requests (DSARs) 

      Clause: 8.1 – Data Subject Rights 

 

What’s Going Wrong: 

The organization lacks a clear, consistent process for managing Data 
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Subject Access Requests (DSARs), which can result in delays and non-

compliance. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to have procedures in place for handling 

DSARs within specific timeframes. Failure to do so can lead to violations of 

privacy regulations. 

How to Fix It: 

✔ Develop and implement a DSAR procedure that covers how requests 

will be received, tracked, and responded to. 

✔ Ensure that the process includes clear timelines and protocols for 

verifying the identity of requesters. 

✔ Regularly train employees on handling DSARs to ensure compliance with 

legal requirements. 

Real-World Result: 

A clear DSAR process ensures compliance with privacy laws, enhances 

customer trust, and facilitates smoother audits. 

 

34. Inconsistent Vendor Privacy Compliance Checks 

      Clause: 6.1 – Risk Assessment and Treatment 

 

What’s Going Wrong: 

Third-party vendors are not consistently assessed for privacy compliance, 

leaving the organization exposed to risks associated with vendor data 

handling. 

Why It Matters During an Audit: 

ISO 27701 requires that vendors and third-party partners who handle 

personal data be regularly assessed for compliance with privacy standards. 

Lack of vendor assessments could result in audit failures. 
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How to Fix It: 

✔ Establish a process for regularly assessing the privacy compliance of 

third-party vendors. 

✔ Include privacy compliance checks as part of the vendor selection and 

onboarding process. 

✔ Ensure that contracts with third parties include privacy obligations and 

terms for audits. 

Real-World Result: 

Regular vendor privacy compliance checks ensure that third-party 

relationships do not undermine the organization’s privacy management 

system and reduce audit risks. 

 

35. Insufficient Employee Awareness of Privacy Policies 

      Clause: 7.3 – Awareness and Training 

 

What’s Going Wrong: 

Employees are not fully aware of privacy policies or their role in protecting 

personal data, resulting in unintentional non-compliance and data 

breaches. 

Why It Matters During an Audit: 

ISO 27701 requires that employees are trained on privacy policies and their 

responsibilities. A lack of awareness can lead to poor privacy practices and 

potential audit failures. 

How to Fix It: 

✔ Develop and deliver ongoing privacy training for all employees, ensuring 

they understand privacy policies and data protection practices. 

✔ Use various training formats, such as in-person workshops, e-learning, 

and refresher courses. 
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✔ Test employees’ understanding of privacy policies to ensure they can 

apply them in practice. 

Real-World Result: 

Well-informed employees are more likely to follow privacy policies, 

reducing data breaches and audit failures related to privacy non-

compliance. 

 

36. Failure to Implement Strong Privacy Governance 

      Clause: 5.1 – Leadership Commitment 

 

What’s Going Wrong: 

There is no clear governance structure for overseeing privacy management, 

leading to fragmented responsibility and unclear accountability for privacy 

compliance. 

Why It Matters During an Audit: 

ISO 27701 requires a clear privacy governance framework to ensure 

privacy management is effectively integrated into the organization’s overall 

strategy. Without it, auditors may find insufficient leadership commitment. 

How to Fix It: 

✔ Establish a clear privacy governance structure with dedicated roles for 

senior leadership, data protection officers, and privacy coordinators. 

✔ Ensure privacy is incorporated into the organization’s overall 

management framework, with clear oversight and accountability. 

✔ Provide regular updates to leadership on privacy risks and compliance 

status. 

Real-World Result: 

A strong privacy governance structure ensures that privacy is managed 

effectively and is supported at all levels of the organization. 
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37. No Integration Between Privacy and Security Policies 

      Clause: 8.2 – Integration with ISMS 

 

What’s Going Wrong: 

Privacy policies are not aligned with information security policies, leading 

to gaps in data protection and a lack of coordinated efforts across the 

organization. 

Why It Matters During an Audit: 

ISO 27701 requires the integration of privacy and security management 

systems to provide a unified approach to protecting personal data. 

Disconnected policies may result in security vulnerabilities or privacy 

breaches. 

How to Fix It: 

✔ Integrate privacy policies with your ISMS (Information Security 

Management System) to ensure cohesive data protection measures. 

✔ Regularly review and update both sets of policies to reflect the latest 

legal and regulatory requirements. 

✔ Ensure that both privacy and security teams work collaboratively on data 

protection initiatives. 

Real-World Result: 

Integrated privacy and security policies improve overall data protection, 

reduce risks, and ensure better audit performance. 
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38. No Process for Periodically Reviewing and Updating Privacy 

Practices 

      Clause: 9.1 – Monitoring, Measurement, and Evaluation 

 

What’s Going Wrong: 

There is no formal process for reviewing and updating privacy practices, 

which may result in outdated procedures that fail to meet current 

regulatory or business requirements. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy practices be periodically reviewed to 

ensure they remain effective and compliant. Failing to do so can result in 

the organization falling out of alignment with privacy regulations. 

How to Fix It: 

✔ Establish a regular review process for privacy practices, policies, and 

controls. 

✔ Monitor changes in privacy laws and best practices, and update internal 

practices accordingly. 

✔ Involve key stakeholders in the review process to ensure that all relevant 

areas are addressed. 

Real-World Result: 

Periodic reviews ensure that privacy practices stay current, improving 

compliance and audit performance. 

 

39. No Defined Roles for Data Privacy Incident Response 

      Clause: 9.1 – Incident Management 
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What’s Going Wrong: 

Roles and responsibilities for handling data privacy incidents are not 

clearly defined, leading to delays and confusion in the event of a breach. 

Why It Matters During an Audit: 

ISO 27701 requires a clear incident response plan with defined roles and 

responsibilities. Auditors will look for evidence of preparedness in handling 

data privacy incidents. 

How to Fix It: 

✔ Define clear roles and responsibilities for responding to privacy incidents 

within the organization. 

✔ Develop a comprehensive incident response plan that outlines steps for 

containment, investigation, communication, and resolution. 

✔ Regularly train employees on how to respond to privacy incidents. 

Real-World Result: 

A well-defined incident response plan ensures a timely and coordinated 

response to data privacy breaches, minimizing damage and demonstrating 

compliance during audits. 

 

40. Inconsistent Enforcement of Privacy Policies Across Regions 

      Clause: 5.2 – Privacy Policy Implementation 

 

What’s Going Wrong: 

Privacy policies are enforced differently in various regions or departments, 

leading to inconsistencies in data protection practices. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy policies be applied consistently across the 

organization, regardless of region or department. Inconsistent enforcement 

can lead to gaps in compliance and audit failures. 
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How to Fix It: 

✔ Ensure that privacy policies are consistently enforced across all regions 

and departments. 

✔ Provide uniform training and awareness programs to employees 

worldwide. 

✔ Establish a centralized oversight process to ensure policies are being 

adhered to. 

Real-World Result: 

Consistent enforcement of privacy policies ensures alignment across the 

organization, reducing risks and improving audit outcomes. 

 

41. No Privacy Risk Management Framework 

      Clause: 6.1 – Risk Assessment and Treatment 

 

What’s Going Wrong: 

Organizations lack a structured privacy risk management framework, 

leading to inconsistent risk identification and mitigation strategies. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to implement a comprehensive risk 

management framework that ensures all privacy risks are identified, 

assessed, and treated in accordance with legal and regulatory 

requirements. 

How to Fix It: 

✔ Develop a formal privacy risk management framework aligned with ISO 

27701 guidelines. 

✔ Implement a consistent process for identifying, assessing, and mitigating 

privacy risks across the organization. 
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✔ Regularly review and update the framework to adapt to changing risks 

and legal requirements. 

Real-World Result: 

A structured privacy risk management framework helps proactively 

address potential threats to personal data, ensuring compliance and audit 

readiness. 

 

42. Lack of Effective Data Subject Consent Mechanisms 

      Clause: 8.1 – Data Subject Rights 

 

What’s Going Wrong: 

Data subject consent mechanisms are either absent or ineffective, leading 

to unauthorized processing of personal data and potential violations of 

privacy regulations. 

Why It Matters During an Audit: 

ISO 27701 requires clear and documented consent processes for personal 

data processing. Inadequate consent mechanisms will result in non-

compliance findings during audits. 

How to Fix It: 

✔ Implement clear consent mechanisms that allow data subjects to give 

informed and explicit consent for data processing activities. 

✔ Ensure that consent is freely given, specific, informed, and unambiguous. 

✔ Regularly review consent practices to ensure they remain aligned with 

applicable data protection laws. 

Real-World Result: 

Clear and effective consent mechanisms ensure that personal data is 

processed lawfully and that data subjects' rights are respected, reducing 

audit risks. 
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43. No Ongoing Privacy Awareness Campaigns for Employees 

      Clause: 7.3 – Awareness and Training 

 

What’s Going Wrong: 

Employees are not regularly educated on the importance of privacy, leaving 

the organization vulnerable to data breaches and non-compliance with 

privacy regulations. 

Why It Matters During an Audit: 

ISO 27701 requires ongoing privacy training to ensure that employees 

understand their roles in protecting personal data and are aware of the 

latest privacy policies. 

How to Fix It: 

✔ Develop a regular privacy awareness program that includes workshops, 

seminars, and e-learning modules. 

✔ Ensure employees understand how privacy laws impact their daily tasks 

and data handling practices. 

✔ Periodically assess the effectiveness of training through tests or feedback 

to reinforce privacy principles. 

Real-World Result: 

Ongoing privacy awareness campaigns ensure that employees remain 

vigilant in protecting personal data, reducing the risk of data breaches and 

non-compliance. 

 

44. Failure to Establish Data Minimization Practices 

      Clause: 8.2.3 – Data Collection and Minimization 
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What’s Going Wrong: 

Organizations collect excessive personal data beyond what is necessary for 

processing purposes, increasing the risk of non-compliance and security 

breaches. 

Why It Matters During an Audit: 

ISO 27701 mandates that organizations practice data minimization, 

ensuring that only the personal data necessary for business operations is 

collected and processed. 

How to Fix It: 

✔ Implement data minimization policies that ensure personal data is only 

collected when necessary and for specific purposes. 

✔ Regularly assess the data collected to identify and eliminate unnecessary 

data. 

✔ Train employees to be mindful of data minimization principles when 

handling personal data. 

Real-World Result: 

Data minimization reduces the amount of personal data handled by the 

organization, minimizing security risks and enhancing compliance with 

privacy laws. 

 

45. Lack of Privacy Compliance Monitoring Tools 

      Clause: 9.1 – Monitoring, Measurement, and Evaluation 

 

What’s Going Wrong: 

Organizations do not have effective tools for monitoring privacy 

compliance, making it difficult to identify gaps or inefficiencies in privacy 

management processes. 
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Why It Matters During an Audit: 

ISO 27701 requires organizations to measure and monitor their privacy 

performance to ensure ongoing compliance and effectiveness. Without 

proper monitoring tools, organizations risk overlooking compliance gaps. 

How to Fix It: 

✔ Implement privacy compliance monitoring tools that track key privacy 

metrics, such as consent collection, data subject requests, and privacy 

incident response times. 

✔ Use automated tools to generate compliance reports and identify trends 

or potential issues. 

✔ Regularly review compliance performance and take corrective actions 

when necessary. 

Real-World Result: 

Effective monitoring tools provide real-time insights into privacy 

performance, ensuring that non-compliance issues are identified early and 

resolved before audits. 

 

46. Incomplete Privacy Incident Response Plan 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

The organization does not have a comprehensive or well-defined privacy 

incident response plan, which delays the resolution of data breaches and 

privacy-related incidents. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to have a clear incident response plan to 

manage privacy incidents effectively. Auditors will assess whether the 

organization is prepared to handle privacy breaches swiftly and in 

compliance with applicable regulations. 
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How to Fix It: 

✔ Develop a comprehensive privacy incident response plan that outlines 

clear steps for handling privacy breaches, including roles, responsibilities, 

and escalation protocols. 

✔ Ensure that the plan includes mechanisms for reporting, investigating, 

and remediating incidents. 

✔ Regularly test and update the plan to ensure its effectiveness. 

Real-World Result: 

An effective privacy incident response plan ensures swift action during data 

breaches, reducing the impact on data subjects and enhancing compliance. 

 

47. Inconsistent Application of Data Protection by Design and by 

Default 

      Clause: 8.2.5 – Data Protection by Design and by Default 

 

What’s Going Wrong: 

The principles of data protection by design and by default are not 

consistently applied throughout the organization, leading to privacy risks in 

new projects or systems. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy controls are integrated into systems and 

processes from the outset. Failing to apply these principles consistently can 

result in non-compliance and poor privacy outcomes. 

How to Fix It: 

✔ Ensure that all new projects, systems, and business processes are 

designed with privacy in mind, integrating data protection controls from 

the start. 

✔ Apply data protection by default by limiting data access and use to the 
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minimum necessary for processing. 

✔ Regularly review business processes and systems to ensure privacy is 

embedded throughout. 

Real-World Result: 

Integrating privacy into business processes from the outset reduces privacy 

risks and enhances audit outcomes by ensuring compliance with ISO 

27701 PIMS. 

 

48. No Defined Privacy Metrics for Performance Evaluation 

      Clause: 9.1 – Monitoring, Measurement, and Evaluation 

 

What’s Going Wrong: 

Organizations do not define specific privacy metrics for evaluating the 

effectiveness of their PIMS, making it difficult to measure success and 

identify areas for improvement. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to establish metrics for evaluating 

privacy performance. Without clear metrics, auditors will find it 

challenging to assess the effectiveness of the privacy management system. 

How to Fix It: 

✔ Develop privacy-specific KPIs (Key Performance Indicators) to measure 

data protection efforts, incident response times, and data subject rights 

fulfillment. 

✔ Regularly track and analyze these metrics to gauge the success of your 

PIMS. 

✔ Use the results to continuously improve privacy management processes. 
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Real-World Result: 

Defining and tracking privacy metrics enables the organization to monitor 

privacy performance effectively and make data-driven improvements. 

 

49. No Formal Process for Managing Data Subject Complaints 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

Data subject complaints are not formally tracked or resolved, leading to 

potential violations of privacy rights and poor customer satisfaction. 

Why It Matters During an Audit: 

ISO 27701 requires a process for managing and addressing data subject 

complaints. Failing to do so can result in audit findings and potential legal 

consequences. 

How to Fix It: 

✔ Develop a formal process for receiving, tracking, and resolving data 

subject complaints. 

✔ Ensure that complaints are addressed within the legally mandated 

timeframes and in a manner that respects data subject rights. 

✔ Monitor complaint resolution trends to identify and address recurring 

issues. 

Real-World Result: 

A formalized complaint handling process improves customer satisfaction, 

ensures compliance with ISO 27701, and helps maintain a positive 

reputation. 

 

50. Failure to Protect Personal Data in Third-Party Cloud 

Environments 
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      Clause: 8.2.5 – Data Security 

 

What’s Going Wrong: 

Personal data stored in third-party cloud environments is not adequately 

protected, increasing the risk of data breaches and non-compliance. 

Why It Matters During an Audit: 

ISO 27701 requires that personal data be protected regardless of where it is 

stored, including third-party cloud environments. Inadequate protections 

could lead to security breaches and audit failures. 

How to Fix It: 

✔ Implement strong data protection measures for personal data stored in 

cloud environments, including encryption and access controls. 

✔ Ensure that third-party cloud providers meet ISO 27701 PIMS 

compliance standards and include data protection terms in contracts. 

✔ Regularly audit cloud service providers to ensure they are maintaining 

privacy and security standards. 

Real-World Result: 

Effective data protection in cloud environments reduces security risks and 

ensures compliance with ISO 27701 and other data protection regulations. 

 

51. No Defined Privacy Communication Plan for Stakeholders 

      Clause: 8.2 – Communication of Privacy Policies 

 

What’s Going Wrong: 

The organization does not have a formalized plan for communicating 

privacy policies, practices, and updates to stakeholders, leading to a lack of 

transparency and awareness. 
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Why It Matters During an Audit: 

ISO 27701 requires that privacy policies and practices be communicated 

effectively to stakeholders, including customers, employees, and regulators. 

Failure to do so may result in a lack of trust and compliance issues. 

How to Fix It: 

✔ Develop a privacy communication plan that details how privacy-related 

information will be shared with stakeholders. 

✔ Ensure that privacy policies and updates are easily accessible to 

stakeholders. 

✔ Regularly review and update communication strategies to meet changing 

regulations and stakeholder needs. 

Real-World Result: 

Clear communication of privacy practices fosters trust, enhances 

compliance, and demonstrates transparency during audits. 

 

52. No Privacy Considerations for New Technologies or Projects 

      Clause: 8.2.5 – Data Protection by Design 

 

What’s Going Wrong: 

Privacy is not considered during the planning or implementation of new 

technologies or projects, which can lead to compliance gaps and data 

protection issues. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to integrate privacy considerations into 

new technologies or projects from the outset. Failure to do so increases the 

risk of non-compliance and data breaches. 

How to Fix It: 

✔ Integrate data protection by design principles into the development of 
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new technologies, products, or services. 

✔ Conduct Privacy Impact Assessments (PIAs) during the planning phase 

of new projects. 

✔ Ensure privacy is embedded into system architecture, processes, and 

workflows from the start. 

Real-World Result: 

By embedding privacy into new projects, organizations reduce the 

likelihood of privacy risks, ensuring smoother audits and greater 

compliance. 

 

53. Inconsistent Enforcement of Data Retention Policies 

      Clause: 8.2.6 – Data Retention and Disposal 

 

What’s Going Wrong: 

Data retention policies are inconsistently applied across departments or 

regions, leading to unnecessary retention of personal data and potential 

privacy violations. 

Why It Matters During an Audit: 

ISO 27701 requires that personal data be retained only for as long as 

necessary. Inconsistent application of data retention policies can result in 

data over-retention and violations of the principle of data minimization. 

How to Fix It: 

✔ Ensure that data retention policies are consistently enforced across all 

departments and regions. 

✔ Regularly audit data retention practices to ensure compliance with 

retention schedules. 

✔ Implement automated data retention tools to help ensure that personal 

data is disposed of securely and on time. 
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Real-World Result: 

Consistent application of data retention policies reduces the risk of over-

retention, ensuring compliance with privacy regulations and ISO 27701. 

 

54. Failure to Track and Audit Privacy Training Participation 

      Clause: 7.3 – Awareness and Training 

 

What’s Going Wrong: 

There is no mechanism for tracking and verifying employee participation in 

privacy training programs, leading to gaps in knowledge and non-

compliance. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to ensure employees are adequately 

trained in privacy policies and data protection principles. Auditors will seek 

evidence that employees have completed training, and failure to track this 

can result in a non-compliance finding. 

How to Fix It: 

✔ Implement a system to track and document employee participation in 

privacy training. 

✔ Include assessments and certifications to verify the effectiveness of the 

training. 

✔ Schedule periodic refresher courses to ensure ongoing compliance with 

privacy standards. 

Real-World Result: 

Tracking and verifying privacy training participation helps ensure that 

employees are equipped to handle personal data appropriately, reducing 

the risk of non-compliance. 
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55. Inconsistent or Inadequate Documentation of Data Processing 

Activities 

      Clause: 8.2.1 – Documentation of Processing Activities 

 

What’s Going Wrong: 

Data processing activities are not fully documented, making it difficult to 

track personal data flows and assess compliance with privacy regulations. 

Why It Matters During an Audit: 

ISO 27701 mandates that all data processing activities be documented to 

ensure transparency and effective privacy management. Failure to do so 

will result in non-conformities during audits. 

How to Fix It: 

✔ Document all data processing activities, including data flows, purposes, 

recipients, and retention periods. 

✔ Use centralized tools for data processing documentation to ensure that it 

is consistently updated. 

✔ Regularly review and update documentation to ensure its accuracy. 

Real-World Result: 

Clear and up-to-date documentation of data processing activities enhances 

transparency and ensures compliance with ISO 27701 PIMS during audits. 

 

56. No Defined Process for Data Subject Consent Withdrawal 

      Clause: 8.1 – Data Subject Rights 

 

What’s Going Wrong: 

The process for withdrawing consent to process personal data is not clearly 
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defined, leading to difficulties in complying with data subject rights under 

ISO 27701 PIMS. 

Why It Matters During an Audit: 

ISO 27701 requires a process that allows data subjects to withdraw consent 

at any time. Failure to manage consent withdrawal can lead to non-

compliance with privacy regulations. 

How to Fix It: 

✔ Develop a clear, documented process for handling consent withdrawal 

requests. 

✔ Ensure that data subjects can easily access and submit requests to 

withdraw consent. 

✔ Track all consent withdrawal requests to ensure compliance. 

Real-World Result: 

A clear and effective process for consent withdrawal increases compliance 

with data subject rights and strengthens the overall PIMS. 

 

57. Inconsistent Privacy Practices Across International Operations 

      Clause: 8.2.5 – Data Protection Across Borders 

 

What’s Going Wrong: 

Privacy practices vary between regions, leading to inconsistent 

implementation of privacy protections across international operations. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy practices be consistent across all regions 

and departments. Disparities between international operations can lead to 

non-compliance with privacy regulations in different jurisdictions. 

How to Fix It: 

✔ Implement uniform privacy practices and policies across all regions. 
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✔ Ensure compliance with both local and international privacy laws by 

aligning global operations with ISO 27701 PIMS. 

✔ Regularly monitor international operations to ensure consistency in 

privacy management. 

Real-World Result: 

Consistent privacy practices across regions help ensure global compliance 

and reduce audit findings related to privacy discrepancies. 

 

58. Failure to Implement a Data Protection Officer (DPO) Role 

      Clause: 5.1 – Leadership Commitment 

 

What’s Going Wrong: 

The organization lacks a dedicated Data Protection Officer (DPO), leading 

to gaps in privacy governance and oversight. 

Why It Matters During an Audit: 

ISO 27701 requires the appointment of a DPO for organizations engaged in 

large-scale processing of personal data. The absence of a DPO could lead to 

insufficient oversight of privacy practices. 

How to Fix It: 

✔ Appoint a qualified Data Protection Officer to oversee privacy 

management and ensure compliance with ISO 27701 PIMS. 

✔ Ensure the DPO has sufficient authority, resources, and access to senior 

leadership. 

✔ Provide the DPO with ongoing training to stay up-to-date with privacy 

regulations. 

Real-World Result: 

A dedicated DPO ensures that privacy risks are effectively managed and 

compliance with ISO 27701 is maintained. 
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59. No Clear Privacy Governance Structure 

      Clause: 5.1 – Leadership Commitment 

 

What’s Going Wrong: 

There is no defined privacy governance structure, leading to fragmented 

accountability and a lack of oversight over privacy management practices. 

Why It Matters During an Audit: 

ISO 27701 requires clear leadership and governance structures to ensure 

effective privacy management. Without it, auditors will find that the 

organization is not fully committed to maintaining privacy standards. 

How to Fix It: 

✔ Establish a clear privacy governance structure, ensuring that privacy 

management is overseen by senior leadership. 

✔ Assign privacy roles and responsibilities at all levels, from leadership to 

operational teams. 

✔ Ensure that governance structures are reviewed regularly to keep pace 

with privacy regulations. 

Real-World Result: 

A clear governance structure ensures accountability and facilitates better 

management of privacy risks across the organization. 

 

60. Inconsistent Vendor Privacy Assessments 

      Clause: 6.1 – Risk Assessment 

 

What’s Going Wrong: 

Vendors and third-party service providers are not regularly assessed for 
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privacy risks, leaving the organization vulnerable to breaches and 

compliance issues. 

Why It Matters During an Audit: 

ISO 27701 requires that third-party vendors who process personal data be 

regularly assessed for privacy risks. Lack of vendor assessments increases 

the risk of non-compliance and data protection failures. 

How to Fix It: 

✔ Implement a process for assessing vendor privacy risks, including 

regular audits and contract reviews. 

✔ Ensure that third-party vendors comply with privacy standards outlined 

in ISO 27701. 

✔ Negotiate privacy clauses in vendor contracts to ensure clear obligations 

regarding data protection. 

Real-World Result: 

Regular vendor privacy assessments reduce the risk of data breaches and 

ensure that third-party relationships align with ISO 27701 PIMS. 

 

61. No Process for Periodic Review of Third-Party Privacy Agreements 

      Clause: 8.2.5 – Vendor Management 

 

What’s Going Wrong: 

Privacy agreements with third-party vendors are not regularly reviewed, 

leaving gaps in data protection and compliance. 

Why It Matters During an Audit: 

ISO 27701 requires that third-party agreements be periodically reviewed to 

ensure that vendors are meeting privacy requirements and are compliant 

with the organization's PIMS. 
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How to Fix It: 

✔ Regularly review and update third-party privacy agreements to ensure 

compliance with ISO 27701 PIMS and other relevant regulations. 

✔ Ensure that contracts with vendors include clear clauses about privacy 

responsibilities and breach notification requirements. 

✔ Establish a process for assessing vendor compliance with privacy 

standards on a regular basis. 

Real-World Result: 

Regularly reviewed third-party agreements ensure that vendor 

relationships remain compliant with privacy requirements, reducing audit 

risks. 

 

62. No Regular Updates to the Privacy Policy Based on Regulatory 

Changes 

      Clause: 5.2 – Privacy Policy Implementation 

 

What’s Going Wrong: 

The organization’s privacy policy is outdated and does not reflect the latest 

privacy regulations, leading to non-compliance. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy policies be reviewed and updated to reflect 

changes in privacy laws and regulations. Failing to do so could lead to legal 

issues and audit findings. 

How to Fix It: 

✔ Set a regular schedule for reviewing and updating the privacy policy to 

ensure it aligns with the latest privacy laws and industry best practices. 

✔ Involve legal and compliance teams in the policy review process. 
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✔ Ensure that the updated policy is communicated to all employees and 

stakeholders. 

Real-World Result: 

Up-to-date privacy policies ensure compliance with current laws and 

regulations, reducing the risk of non-compliance during audits. 

 

63. No Clear Process for Handling Privacy Complaints 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

The organization does not have a clear process for handling privacy 

complaints, leading to delays in resolving issues and potential breaches of 

data subject rights. 

Why It Matters During an Audit: 

ISO 27701 requires a formalized process for managing privacy complaints. 

Failure to address complaints properly can lead to reputational damage and 

audit failures. 

How to Fix It: 

✔ Develop and implement a formal process for receiving, investigating, and 

resolving privacy complaints. 

✔ Ensure that complaints are logged, tracked, and responded to within the 

prescribed timeframes. 

✔ Train employees on how to handle complaints in compliance with 

privacy regulations. 

Real-World Result: 

An effective privacy complaint process demonstrates compliance with ISO 

27701 PIMS and ensures that data subject rights are respected. 
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64. Inconsistent Application of Privacy-by-Design Principles 

      Clause: 8.2.5 – Data Protection by Design 

 

What’s Going Wrong: 

The organization does not consistently apply privacy-by-design principles 

when developing new products, systems, or processes that involve personal 

data. 

Why It Matters During an Audit: 

ISO 27701 mandates that privacy be incorporated into the design of new 

systems and processes. Failure to do so leads to privacy risks and audit 

findings. 

How to Fix It: 

✔ Ensure that privacy is integrated into the design phase of all new projects 

and systems. 

✔ Conduct Privacy Impact Assessments (PIAs) during the planning phase 

of new developments. 

✔ Incorporate privacy controls into product and system development 

workflows from the outset. 

Real-World Result: 

Applying privacy-by-design principles ensures that data protection is 

considered at every stage of product or system development, reducing 

privacy risks and improving audit readiness. 

 

65. No Regular Evaluation of Data Retention Practices 

      Clause: 8.2.6 – Data Retention and Disposal 
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What’s Going Wrong: 

Data retention practices are not reviewed regularly, leading to personal 

data being stored longer than necessary and non-compliance with data 

protection regulations. 

Why It Matters During an Audit: 

ISO 27701 requires that organizations regularly evaluate and update their 

data retention practices to ensure compliance with the data retention 

principle, minimizing risks related to data over-retention. 

How to Fix It: 

✔ Regularly review data retention schedules and policies to ensure they 

align with legal requirements and business needs. 

✔ Ensure that personal data is only retained for as long as necessary and is 

securely disposed of once no longer needed. 

✔ Implement automated tools to manage data retention and ensure timely 

disposal of data. 

Real-World Result: 

Regular evaluation of data retention practices ensures that data is not kept 

longer than necessary, reducing compliance risks and improving audit 

performance. 

 

66. No Privacy Impact Assessments for New Projects or Processes 

      Clause: 7.2 – Privacy Impact Assessment 

 

What’s Going Wrong: 

Privacy Impact Assessments (PIAs) are not conducted for new projects or 

processes that involve personal data, leading to potential privacy risks. 

Why It Matters During an Audit: 

ISO 27701 requires PIAs to be performed when initiating new data 
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processing activities. Failure to conduct these assessments can lead to 

undetected risks and audit findings. 

How to Fix It: 

✔ Ensure that PIAs are conducted for all new projects, processes, or 

systems that involve the processing of personal data. 

✔ Review and update existing PIAs regularly to ensure they remain 

relevant. 

✔ Involve relevant stakeholders (e.g., legal, IT, and data protection teams) in 

the PIA process. 

Real-World Result: 

Conducting PIAs ensures that privacy risks are identified and mitigated 

early, reducing the potential for privacy breaches and improving 

compliance with ISO 27701 PIMS. 

 

67. Inadequate Data Security Measures for Sensitive Personal Data 

      Clause: 8.2.5 – Data Security 

 

What’s Going Wrong: 

Sensitive personal data, such as financial or health information, is not 

adequately protected through encryption or other data security measures. 

Why It Matters During an Audit: 

ISO 27701 requires sensitive personal data to be protected using 

appropriate technical measures, such as encryption or pseudonymization. 

Inadequate protection can lead to audit failures. 

How to Fix It: 

✔ Implement robust security measures, such as data encryption and access 

controls, to protect sensitive personal data. 

✔ Ensure that sensitive data is pseudonymized where possible to reduce 
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risks. 

✔ Regularly test and evaluate data security measures to identify 

vulnerabilities. 

Real-World Result: 

Implementing strong data security measures ensures sensitive personal 

data is protected, reducing the risk of data breaches and enhancing 

compliance during audits. 

 

68. Lack of Clear Ownership for Privacy Initiatives 

      Clause: 5.3 – Organizational Roles and Responsibilities 

 

What’s Going Wrong: 

There is no designated owner for privacy-related initiatives, leading to a 

lack of accountability and inefficiency in managing privacy practices. 

Why It Matters During an Audit: 

ISO 27701 requires clear roles and responsibilities for privacy 

management. Failure to designate ownership can result in gaps in the 

execution of privacy policies and practices. 

How to Fix It: 

✔ Appoint a Data Protection Officer (DPO) or a privacy lead to take 

responsibility for privacy initiatives. 

✔ Ensure that privacy roles and responsibilities are clearly defined and 

communicated to all staff. 

✔ Regularly review the effectiveness of privacy management processes to 

ensure proper implementation. 

Real-World Result: 

Designating ownership for privacy initiatives ensures accountability, clear 
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execution of privacy practices, and better compliance with ISO 27701 

PIMS. 

 

69. No Clear Privacy Breach Notification Process 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

The organization does not have a defined process for notifying authorities 

or affected individuals in the event of a privacy breach, resulting in delayed 

responses and non-compliance. 

Why It Matters During an Audit: 

ISO 27701 requires that organizations notify affected individuals and 

regulatory authorities within the required timeframes in the event of a 

privacy breach. Lack of a notification process can lead to audit non-

conformities. 

How to Fix It: 

✔ Develop a clear privacy breach notification process that includes steps 

for identifying breaches, notifying affected individuals, and reporting to 

authorities. 

✔ Ensure that the process complies with applicable regulations, such as 

GDPR, regarding timelines and content of notifications. 

✔ Regularly test the breach notification process through simulations. 

Real-World Result: 

A clear breach notification process ensures that privacy breaches are 

handled quickly and transparently, minimizing harm and improving audit 

outcomes. 
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70. Lack of Consistent Application of Privacy Policy Across 

Subsidiaries 

      Clause: 5.2 – Privacy Policy Implementation 

 

What’s Going Wrong: 

Privacy policies are not consistently applied across subsidiaries or 

branches, leading to fragmented privacy practices and potential compliance 

issues. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy policies are applied consistently across the 

organization, including subsidiaries and international branches. 

Discrepancies can lead to compliance gaps and audit failures. 

How to Fix It: 

✔ Ensure that privacy policies are standardized across all subsidiaries and 

branches. 

✔ Provide training and resources to subsidiaries to ensure consistent policy 

implementation. 

✔ Regularly monitor subsidiaries for compliance with the organization’s 

privacy policies. 

Real-World Result: 

Consistent privacy policy application across subsidiaries improves 

organizational compliance, strengthens data protection, and enhances audit 

preparedness. 

 

71. Failure to Ensure Privacy in Third-Party Cloud Services 

      Clause: 8.2.5 – Data Security 
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What’s Going Wrong: 

Personal data is stored in third-party cloud environments without adequate 

privacy safeguards, leading to potential data breaches and compliance 

failures. 

Why It Matters During an Audit: 

ISO 27701 requires that personal data, even when processed by third-party 

vendors or cloud services, must be secured and protected. Failing to apply 

privacy and security measures in cloud environments can result in non-

compliance and audit issues. 

How to Fix It: 

✔ Implement privacy and security measures, such as encryption and access 

controls, in third-party cloud services. 

✔ Regularly review third-party cloud service providers for compliance with 

privacy regulations and ISO 27701 PIMS. 

✔ Ensure that contracts with cloud providers include data protection 

clauses and compliance terms. 

Real-World Result: 

Securing personal data in cloud services reduces the risk of breaches and 

ensures compliance with ISO 27701 PIMS, improving audit performance. 

 

72. No Formal Process for Privacy Incident Documentation 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

There is no formal process for documenting privacy incidents, which makes 

it difficult to track issues and implement corrective actions. 

Why It Matters During an Audit: 

ISO 27701 mandates that all privacy incidents be documented to ensure 
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transparency and accountability. Lack of documentation can hinder the 

effectiveness of your incident management process and lead to compliance 

gaps during audits. 

How to Fix It: 

✔ Implement a formal process for documenting all privacy incidents, 

including details such as the nature of the incident, impacted data, and 

actions taken. 

✔ Maintain an incident log that is regularly reviewed by relevant privacy 

personnel. 

✔ Ensure the incident documentation process is part of the organization’s 

overall compliance framework. 

Real-World Result: 

Documenting privacy incidents provides valuable insights into the 

effectiveness of your privacy management system, improving both 

corrective actions and audit performance. 

 

73. No Evaluation of Privacy Risks in Mergers and Acquisitions 

      Clause: 6.1 – Risk Assessment 

 

What’s Going Wrong: 

Privacy risks associated with mergers, acquisitions, or partnerships are not 

evaluated, which may result in non-compliance with privacy laws and 

exposure to data breaches. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy risks be assessed as part of any new 

business activity, including mergers and acquisitions. Failing to conduct a 

privacy risk assessment during these processes can result in non-

compliance and security vulnerabilities. 
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How to Fix It: 

✔ Integrate privacy risk assessments into the due diligence process during 

mergers and acquisitions. 

✔ Ensure that privacy controls and policies from both organizations are 

aligned and evaluated. 

✔ Develop a privacy integration plan to address any gaps or risks identified. 

Real-World Result: 

By evaluating privacy risks during mergers and acquisitions, organizations 

can ensure privacy compliance and data protection during transitions, 

reducing audit risks. 

 

74. No Regular Review of Data Processing Agreements (DPAs) 

      Clause: 6.1 – Risk Assessment 

 

What’s Going Wrong: 

Data processing agreements (DPAs) with third-party vendors are not 

reviewed regularly, leading to outdated terms and non-compliance with 

data protection regulations. 

Why It Matters During an Audit: 

ISO 27701 requires that data processing agreements be reviewed regularly 

to ensure compliance with privacy standards. Failing to review DPAs can 

result in outdated clauses and potential risks for personal data. 

How to Fix It: 

✔ Schedule regular reviews of all data processing agreements to ensure 

that they comply with ISO 27701 PIMS and other privacy regulations. 

✔ Update the agreements when necessary to reflect changes in privacy laws 

or data protection standards. 
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✔ Ensure that third-party vendors are regularly audited for compliance 

with DPA terms. 

Real-World Result: 

Regularly reviewed and updated DPAs ensure that third-party relationships 

remain compliant with ISO 27701, reducing risks and improving audit 

performance. 

 

75. Inadequate Control of Personal Data in Digital Systems 

      Clause: 8.2.5 – Data Security 

 

What’s Going Wrong: 

Personal data is not adequately controlled in digital systems, leaving it 

vulnerable to unauthorized access, theft, or accidental exposure. 

Why It Matters During an Audit: 

ISO 27701 requires that personal data be protected in all systems, including 

digital systems, through appropriate security measures. Inadequate control 

of data can lead to privacy breaches and non-compliance findings during 

audits. 

How to Fix It: 

✔ Implement strong security measures, including access control, 

encryption, and regular monitoring, to protect personal data in digital 

systems. 

✔ Regularly review and update security protocols to address emerging 

risks and threats. 

✔ Ensure that personal data is adequately segregated from non-personal 

data to reduce the risk of unauthorized access. 

Real-World Result: 

By strengthening control over personal data in digital systems, 
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organizations reduce the risk of security breaches and improve audit 

readiness. 

 

76. Lack of Regular Privacy Impact Assessment (PIA) Updates 

      Clause: 7.2 – Privacy Impact Assessment 

 

What’s Going Wrong: 

Privacy Impact Assessments (PIAs) are not updated regularly, leading to an 

incomplete understanding of privacy risks associated with ongoing data 

processing activities. 

Why It Matters During an Audit: 

ISO 27701 requires that PIAs be updated regularly to reflect changes in 

data processing activities, new risks, and evolving privacy laws. Failure to 

update PIAs can result in missed risks and non-compliance. 

How to Fix It: 

✔ Regularly update PIAs to reflect any changes in data processing activities, 

business operations, or legal requirements. 

✔ Conduct PIAs for all new systems, processes, or data processing 

activities. 

✔ Ensure that PIAs are reviewed and approved by relevant stakeholders, 

including legal, security, and compliance teams. 

Real-World Result: 

Regularly updated PIAs provide ongoing risk mitigation and ensure 

compliance with ISO 27701 PIMS, enhancing audit outcomes. 

 

77. Inadequate Monitoring of Privacy Compliance Across Departments 

      Clause: 9.1 – Monitoring, Measurement, and Evaluation 
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What’s Going Wrong: 

Privacy compliance is not consistently monitored across all departments, 

resulting in fragmented practices and potential gaps in data protection. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy compliance be monitored across the entire 

organization. Inconsistent monitoring can result in compliance gaps and 

audit failures. 

How to Fix It: 

✔ Implement a centralized system for monitoring privacy compliance 

across departments. 

✔ Regularly assess the effectiveness of privacy practices and make 

adjustments where necessary. 

✔ Provide support and resources to departments to ensure consistent 

adherence to privacy policies. 

Real-World Result: 

Effective monitoring of privacy practices across departments ensures 

comprehensive compliance with ISO 27701 PIMS, improving audit 

performance. 

 

78. No Privacy Breach Impact Assessment 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

There is no formal process for assessing the impact of privacy breaches, 

leading to delayed response times and inadequate mitigation measures. 

Why It Matters During an Audit: 

ISO 27701 requires that organizations assess the impact of privacy 
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breaches to determine the appropriate response. Failure to do so can result 

in delayed notifications and non-compliance findings. 

How to Fix It: 

✔ Implement a process for assessing the impact of privacy breaches 

immediately after they are detected. 

✔ Ensure that all incidents are logged, evaluated, and prioritized for timely 

resolution. 

✔ Regularly review breach impact assessments to improve incident 

management processes. 

Real-World Result: 

Assessing the impact of privacy breaches helps ensure a quick and effective 

response, reducing the potential harm and ensuring compliance with 

privacy regulations. 

 

79. No Transparency in Privacy Practices for Data Subjects 

      Clause: 8.1 – Data Subject Rights 

 

What’s Going Wrong: 

The organization does not provide clear and accessible information to data 

subjects about how their personal data is being processed, leading to 

transparency issues. 

Why It Matters During an Audit: 

ISO 27701 requires transparency in how personal data is handled and 

processed. Failure to provide clear privacy notices or transparency can 

result in a lack of trust and non-compliance. 

How to Fix It: 

✔ Provide clear, concise privacy notices to data subjects outlining how their 

data will be processed, stored, and used. 
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✔ Ensure privacy notices are accessible and regularly updated to reflect 

changes in data processing activities. 

✔ Inform data subjects of their rights and how to exercise them. 

Real-World Result: 

Transparent privacy practices help build trust with data subjects and 

demonstrate compliance with ISO 27701 PIMS during audits. 

 

80. Failure to Align Privacy Policies with Industry-Specific Regulations 

      Clause: 5.2 – Privacy Policy Implementation 

 

What’s Going Wrong: 

Privacy policies are not aligned with industry-specific privacy regulations 

(e.g., healthcare, finance), which may lead to non-compliance with sector-

specific requirements. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy policies are not only aligned with general 

privacy regulations but also with industry-specific requirements. Failure to 

do so can result in audit failures and legal penalties. 

How to Fix It: 

✔ Review industry-specific privacy regulations (e.g., HIPAA for healthcare, 

PCI DSS for payment card data) and update policies accordingly. 

✔ Ensure that privacy practices reflect the specific needs and obligations of 

your industry. 

✔ Regularly monitor changes in industry regulations to ensure compliance. 

Real-World Result: 

Aligning privacy policies with industry regulations ensures full compliance 

and reduces the risk of sector-specific audit findings. 
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81. No Clear Policy for Data Subject Access Requests (DSARs) 

      Clause: 8.1 – Data Subject Rights 

 

What’s Going Wrong: 

There is no formal policy for handling Data Subject Access Requests 

(DSARs), leading to delays or inconsistencies in fulfilling data subject 

rights. 

Why It Matters During an Audit: 

ISO 27701 requires a defined process for responding to DSARs. Failure to 

provide a structured approach for managing these requests can result in 

non-compliance and audit findings. 

How to Fix It: 

✔ Develop a clear DSAR policy outlining the process for receiving, verifying, 

and responding to requests. 

✔ Ensure that employees are trained to handle DSARs in compliance with 

privacy regulations. 

✔ Monitor and document DSAR requests to ensure timely responses and 

actions. 

Real-World Result: 

A clear DSAR policy ensures that data subject rights are respected, 

improving compliance with ISO 27701 PIMS and enhancing stakeholder 

trust. 

 

82. Inadequate Management of Personal Data in Legacy Systems 

      Clause: 8.2 – Data Protection Measures 
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What’s Going Wrong: 

Personal data in legacy systems is not adequately protected or properly 

classified, which exposes sensitive information to unauthorized access. 

Why It Matters During an Audit: 

ISO 27701 mandates that personal data must be protected across all 

systems, including legacy systems. Auditors will check for adequate 

protection of data stored in older systems that may not have been designed 

with privacy in mind. 

How to Fix It: 

✔ Review and update legacy systems to ensure they meet current privacy 

and security standards. 

✔ Implement data classification measures to ensure that personal data is 

treated according to its sensitivity level. 

✔ Apply encryption, access controls, and other privacy measures to legacy 

systems where personal data is stored. 

Real-World Result: 

Ensuring the privacy of personal data in legacy systems reduces risks and 

demonstrates compliance with ISO 27701 PIMS during audits. 

 

83. Lack of Privacy Training for Third-Party Contractors 

      Clause: 7.3 – Awareness and Training 

 

What’s Going Wrong: 

Third-party contractors and vendors who handle personal data are not 

trained on privacy practices, leading to potential data protection breaches. 

Why It Matters During an Audit: 

ISO 27701 requires that third-party vendors and contractors be trained on 
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the organization’s privacy policies and the handling of personal data. 

Inadequate training can lead to gaps in compliance. 

How to Fix It: 

✔ Provide privacy training to all third-party contractors who have access to 

personal data. 

✔ Ensure that contractors understand the organization's privacy policies, 

incident response procedures, and data security practices. 

✔ Regularly assess contractor compliance with privacy training 

requirements. 

Real-World Result: 

Privacy training for contractors ensures that third parties handle personal 

data securely, reducing the risk of non-compliance during audits. 

 

84. No Privacy Controls for Personal Data Shared with Business 

Partners 

      Clause: 8.2.5 – Data Sharing 

 

What’s Going Wrong: 

Personal data shared with business partners is not adequately protected, 

leading to privacy risks and potential data breaches. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy controls be applied when sharing personal 

data with business partners. Failure to do so could lead to non-compliance 

and audit failures. 

How to Fix It: 

✔ Ensure that personal data shared with business partners is protected by 

appropriate privacy controls, such as data encryption and contractual 

obligations. 
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✔ Regularly assess business partner compliance with privacy standards 

and data protection agreements. 

✔ Include specific privacy protection clauses in contracts with business 

partners to enforce data security measures. 

Real-World Result: 

Applying privacy controls when sharing personal data with business 

partners ensures that data remains secure and compliant with ISO 27701 

PIMS. 

 

85. Failure to Implement Adequate Data Minimization Practices 

      Clause: 8.2.3 – Data Collection and Minimization 

 

What’s Going Wrong: 

The organization collects more personal data than necessary for its 

business operations, violating the principle of data minimization. 

Why It Matters During an Audit: 

ISO 27701 mandates that only the minimum amount of personal data 

necessary for specific purposes should be collected. Excessive data 

collection increases the risk of non-compliance and security breaches. 

How to Fix It: 

✔ Implement a data minimization policy that limits the collection of 

personal data to what is necessary for the specific purpose. 

✔ Regularly audit data collection practices to ensure compliance with the 

data minimization principle. 

✔ Train employees to avoid over-collecting personal data during their 

interactions with data subjects. 

http://www.gsdcouncil.org/


 
 
 
 

www.gsdcouncil.org                                                     71 
 

Real-World Result: 

Data minimization reduces the risk of processing unnecessary data, 

ensuring better privacy protection and compliance with ISO 27701 PIMS. 

 

86. No Defined Process for Privacy Risk Treatment 

      Clause: 6.1 – Risk Assessment and Treatment 

 

What’s Going Wrong: 

Identified privacy risks are not properly treated or mitigated, leaving the 

organization vulnerable to potential privacy violations. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy risks identified during assessments be 

treated with appropriate mitigation strategies. Failure to do so leads to 

increased risks and non-compliance. 

How to Fix It: 

✔ Establish a formal process for treating privacy risks, including risk 

mitigation, transfer, or acceptance strategies. 

✔ Prioritize risk treatment based on the severity and likelihood of 

identified risks. 

✔ Regularly review and update the risk treatment plans to ensure their 

effectiveness. 

Real-World Result: 

A formalized privacy risk treatment process helps mitigate potential 

breaches and ensures compliance with ISO 27701 PIMS. 

 

87. Inconsistent Data Security Practices for Mobile Devices 

      Clause: 8.2.5 – Data Security 
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What’s Going Wrong: 

Data security practices for mobile devices are inconsistent or inadequate, 

which increases the risk of personal data being compromised. 

Why It Matters During an Audit: 

ISO 27701 requires that all devices that process personal data be protected 

through appropriate security measures. Inconsistent or inadequate security 

for mobile devices can result in security breaches and non-compliance 

findings. 

How to Fix It: 

✔ Implement robust security measures for mobile devices, such as 

encryption, remote wiping, and secure authentication. 

✔ Regularly audit mobile devices to ensure they comply with privacy and 

security standards. 

✔ Provide training on secure mobile data handling and usage to all 

employees who use mobile devices for work. 

Real-World Result: 

Effective data security for mobile devices reduces the risk of unauthorized 

access to personal data, ensuring compliance and improving audit 

outcomes. 

 

88. No Mechanism for Reporting Privacy Breaches to Regulatory 

Authorities 

      Clause: 9.1 – Incident Management 

 

What’s Going Wrong: 

The organization does not have a formal mechanism in place for reporting 
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privacy breaches to regulatory authorities, which can lead to fines and 

penalties. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy breaches be reported to relevant 

regulatory authorities within specific timeframes. Failing to do so can lead 

to non-compliance and audit failures. 

How to Fix It: 

✔ Develop a clear breach reporting mechanism to ensure that incidents are 

reported to regulatory authorities in a timely manner. 

✔ Ensure that the mechanism is in line with legal and regulatory 

requirements regarding breach notifications. 

✔ Conduct regular drills to test the breach reporting process and ensure 

that employees understand the procedures. 

Real-World Result: 

A clear breach reporting process ensures compliance with privacy 

regulations and reduces the risk of penalties during audits. 

 

89. Inconsistent or Missing Data Subject Consent Records 

      Clause: 8.1 – Data Subject Rights 

 

What’s Going Wrong: 

The organization does not maintain consistent records of data subject 

consent, leading to difficulties in demonstrating compliance with privacy 

regulations. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to maintain accurate and up-to-date 

records of data subject consent for personal data processing. Missing or 
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inconsistent consent records can result in audit findings and non-

compliance. 

How to Fix It: 

✔ Implement a system to track and document all data subject consents. 

✔ Ensure that consent records are easily accessible and regularly updated. 

✔ Ensure that consent mechanisms are clear, and data subjects are fully 

informed about how their data will be used. 

Real-World Result: 

Maintaining accurate consent records ensures that the organization can 

demonstrate compliance with privacy regulations, improving audit 

outcomes. 

 

90. No Privacy Due Diligence Process for New Vendors 

      Clause: 6.1 – Risk Assessment and Treatment 

 

What’s Going Wrong: 

There is no formal due diligence process for assessing the privacy practices 

of new vendors before engaging with them, leaving the organization 

exposed to privacy risks. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to assess the privacy practices of third-

party vendors before entering into agreements. Failing to do so can result in 

non-compliance and data protection issues. 

How to Fix It: 

✔ Implement a privacy due diligence process that assesses the privacy 

practices and risks associated with new vendors. 

✔ Review vendor privacy policies, data protection measures, and 

compliance with applicable privacy regulations. 
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✔ Include privacy clauses in contracts with vendors to ensure they meet 

ISO 27701 requirements. 

Real-World Result: 

Privacy due diligence ensures that third-party vendors meet the 

organization's privacy standards, reducing risks and improving audit 

performance. 

 

91. Inadequate Privacy Controls for Employee Personal Data 

      Clause: 8.2.5 – Data Security 

 

What’s Going Wrong: 

Employee personal data is not adequately protected, leaving it vulnerable 

to unauthorized access or misuse. 

Why It Matters During an Audit: 

ISO 27701 requires that all personal data, including employee data, be 

adequately protected. Failure to secure employee data can result in non-

compliance and audit issues. 

How to Fix It: 

✔ Apply the same privacy and security controls to employee data as you 

would to customer or client data. 

✔ Implement strong access controls, encryption, and data minimization 

practices for employee personal data. 

✔ Regularly review employee data handling practices to ensure compliance 

with ISO 27701 PIMS. 

Real-World Result: 

Securing employee personal data ensures that the organization meets its 

privacy obligations and maintains compliance during audits. 
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92. Failure to Conduct Regular Privacy Risk Assessments for New 

Projects 

      Clause: 6.1 – Risk Assessment and Treatment 

 

What’s Going Wrong: 

Privacy risks are not assessed when launching new projects, systems, or 

business activities, leaving personal data vulnerable to privacy breaches. 

Why It Matters During an Audit: 

ISO 27701 requires that all new projects or systems undergo privacy risk 

assessments before implementation. Failure to do so can result in 

unaddressed risks and potential non-compliance. 

How to Fix It: 

✔ Implement a privacy risk assessment process for all new projects, 

systems, and business activities. 

✔ Include key stakeholders such as IT, legal, and privacy teams in the 

assessment process. 

✔ Regularly update the risk assessment process to address evolving threats 

and privacy regulations. 

Real-World Result: 

Conducting regular privacy risk assessments for new projects ensures that 

risks are identified and mitigated early, reducing the likelihood of 

compliance failures. 

 

93. No Privacy Auditing Mechanism for Cloud Services 

      Clause: 8.2.5 – Data Security 
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What’s Going Wrong: 

Cloud service providers and other external vendors are not regularly 

audited for privacy compliance, exposing the organization to potential 

privacy violations. 

Why It Matters During an Audit: 

ISO 27701 requires that third-party cloud service providers be regularly 

audited to ensure compliance with privacy and security standards. Failing 

to audit these services increases the risk of non-compliance. 

How to Fix It: 

✔ Implement a regular audit schedule for third-party cloud services and 

vendors. 

✔ Ensure that cloud service providers comply with your organization’s 

privacy policies and ISO 27701 requirements. 

✔ Include privacy audit clauses in vendor contracts and regularly assess 

compliance. 

Real-World Result: 

Regular privacy audits of cloud services ensure that third-party providers 

comply with your privacy policies, reducing the risk of breaches and 

improving audit outcomes. 

 

94. No Clear Accountability for Data Subject Rights Requests 

      Clause: 8.1 – Data Subject Rights 

 

What’s Going Wrong: 

There is no clear accountability for handling Data Subject Rights 

Requests (DSARs), leading to delays or non-compliance with legal 

obligations. 
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Why It Matters During an Audit: 

ISO 27701 mandates that data subject rights, such as access, rectification, 

and erasure, are respected and fulfilled promptly. Lack of accountability can 

result in delays and non-compliance. 

How to Fix It: 

✔ Designate a responsible team or individual to handle DSARs and ensure 

timely responses. 

✔ Implement clear procedures for verifying requests, responding, and 

recording data subject rights fulfillment. 

✔ Regularly monitor DSAR handling to ensure compliance with legal 

timelines. 

Real-World Result: 

Clear accountability for DSARs ensures timely and accurate responses, 

improving compliance and trust with data subjects. 

 

95. No Process for Ensuring Privacy in Data Transfers 

      Clause: 8.2.5 – Cross-border Data Transfers 

 

What’s Going Wrong: 

Data transfers, particularly across borders, are not adequately secured or 

monitored, leading to potential privacy breaches. 

Why It Matters During an Audit: 

ISO 27701 requires that data transfers, particularly cross-border transfers, 

comply with privacy laws and regulations. Inadequate privacy safeguards 

can lead to audit failures. 

How to Fix It: 

✔ Implement secure methods for cross-border data transfers, such as 

encryption or data anonymization. 
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✔ Ensure that data transfer agreements meet the requirements of ISO 

27701 and local regulations, such as GDPR. 

✔ Regularly review and update policies for cross-border data transfers. 

Real-World Result: 

Securing data transfers and ensuring legal compliance with privacy 

regulations minimizes the risk of breaches and improves audit 

performance. 

 

96. Inconsistent Privacy Impact Assessments for New Technology 

Deployments 

      Clause: 7.2 – Privacy Impact Assessment 

 

What’s Going Wrong: 

Privacy Impact Assessments (PIAs) are not consistently conducted for new 

technologies or systems that process personal data, leaving privacy risks 

unaddressed. 

Why It Matters During an Audit: 

ISO 27701 mandates that PIAs be conducted for new technologies or data 

processing activities. Inconsistent application of this requirement can lead 

to unmitigated privacy risks. 

How to Fix It: 

✔ Implement a standardized process for conducting PIAs whenever new 

technologies or systems are introduced. 

✔ Ensure that PIAs are reviewed and approved by key stakeholders, 

including legal and IT teams. 

✔ Regularly update PIAs to reflect any changes to existing technologies or 

processing activities. 
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Real-World Result: 

Consistent PIAs ensure that privacy risks are identified and mitigated 

during the planning phase of new technology deployments, improving 

compliance and reducing audit risks. 

 

97. Failure to Regularly Review and Update Data Protection Policies 

      Clause: 5.2 – Privacy Policy Implementation 

 

What’s Going Wrong: 

Data protection policies are not reviewed regularly, leading to outdated 

procedures that may not align with the latest privacy regulations. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy policies be reviewed and updated regularly 

to reflect the latest legal requirements. Outdated policies may lead to 

compliance issues during audits. 

How to Fix It: 

✔ Set a regular schedule for reviewing and updating data protection 

policies to reflect new laws, regulations, or organizational changes. 

✔ Involve relevant stakeholders (e.g., legal, compliance, IT) in the review 

process. 

✔ Ensure that updated policies are communicated effectively across the 

organization. 

Real-World Result: 

Regularly updated data protection policies help ensure that the 

organization remains compliant with privacy regulations and improve the 

audit process. 
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98. Inconsistent Enforcement of Data Protection Rules Across Regions 

      Clause: 5.1 – Leadership Commitment 

 

What’s Going Wrong: 

Data protection rules and privacy practices are not consistently enforced 

across different regions, leading to gaps in compliance. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy policies and practices are consistently 

enforced across all regions. Disparities between regions can lead to non-

compliance and failed audits. 

How to Fix It: 

✔ Ensure that privacy rules are standardized across all regions and 

subsidiaries. 

✔ Regularly monitor regional practices to ensure compliance with the 

organization’s global privacy framework. 

✔ Provide regular training and support to employees in different regions to 

ensure consistent enforcement of privacy practices. 

Real-World Result: 

Consistent enforcement of privacy rules across regions ensures that the 

organization remains compliant globally, reducing risks during audits. 

 

99. Lack of Regular Privacy Awareness Campaigns for Stakeholders 

      Clause: 7.3 – Awareness and Training 

 

What’s Going Wrong: 

There are no regular campaigns to raise privacy awareness among 
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stakeholders, leading to a lack of engagement with privacy principles and 

potential non-compliance. 

Why It Matters During an Audit: 

ISO 27701 requires organizations to ensure that privacy awareness is 

raised regularly across all stakeholders. Failure to do so can result in non-

compliance and audit risks. 

How to Fix It: 

✔ Develop and run regular privacy awareness campaigns aimed at internal 

and external stakeholders. 

✔ Use a variety of formats (e.g., webinars, workshops, newsletters) to 

engage stakeholders with privacy policies and principles. 

✔ Regularly evaluate the effectiveness of awareness campaigns and adapt 

them based on feedback. 

Real-World Result: 

Effective privacy awareness campaigns help ensure that all stakeholders 

understand their roles in data protection, reducing non-compliance during 

audits. 

 

100. Failure to Integrate Privacy with the Organization’s Corporate 

Strategy 

      Clause: 5.1 – Leadership Commitment 

 

What’s Going Wrong: 

Privacy is not integrated into the organization’s corporate strategy, leading 

to a lack of leadership focus on privacy risks and compliance. 

Why It Matters During an Audit: 

ISO 27701 requires that privacy be embedded into the organization’s 
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overall strategy and governance. Without integration, privacy risks may be 

overlooked, and compliance efforts will be fragmented. 

How to Fix It: 

✔ Ensure that privacy is part of the organization’s corporate strategy and is 

supported by senior leadership. 

✔ Align privacy goals with broader business objectives to ensure privacy is 

considered in decision-making. 

✔ Regularly review the integration of privacy into the business strategy to 

ensure alignment with ISO 27701 PIMS. 

Real-World Result: 

Integrating privacy into the corporate strategy ensures that privacy risks 

are proactively managed, improving compliance and audit outcomes. 
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Taking Charge of Your ISO 27701 Compliance 
 

Achieving and maintaining ISO 27701 PIMS compliance is a continuous 

journey, not just a one-time certification. By addressing the 100 non-

conformities outlined in this guide, you are not only ensuring that your 

organization is audit-ready but also creating a robust privacy framework 

that fosters trust, security, and resilience. 

Proactive management of privacy risks, consistent training, and 

effective data protection practices are key to staying ahead in the ever-

evolving landscape of privacy regulations. It's about more than just meeting 

the standards—it's about embedding privacy into the fabric of your 

organization's culture and operations. 

As the privacy landscape grows more complex, those organizations that 

view ISO 27701 compliance as an ongoing, integral part of their operations 

will be better equipped to handle future challenges, mitigate risks, and 

respond to emerging regulations. Make ISO 27701 PIMS your foundation 

for long-term privacy success. 

Start today by taking action on the gaps identified in this guide. With 

consistent effort, continuous improvement, and strong leadership 

commitment, you’ll ensure that privacy management remains effective, 

efficient, and aligned with the highest standards. 
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