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Introduction

This guide is built for developers who already know Python fundamentals and are
preparing for intermediate-to-advanced technical interviews, including Python full
stack developer roles. If you are just starting out, we recommend first reviewing our
companion post, "Python Interview Questions: A Practical Guide for Developer Roles,"

which covers foundational concepts.

Each question below includes a detailed explanation rather than a one-line definition,
because interviewers at this level are usually testing whether you understand the
reasoning behind a concept, not just its name. Use this guide two ways: read it top to
bottom as a concept refresher, or use it as a mock interview by covering the answers

and testing yourself question by question.

The questions are organized into eleven sections covering language internals, object-
oriented design, concurrency, data structures, web backend development, databases,
testing, security, DevOps tooling, system design, and Al-adjacent skills mirroring what a

Python full stack developer is commonly expected to know.

Section 1: Core Language Internals

Q1. How does memory management and garbage collection work in Python?
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Python manages memory automatically using a combination of reference counting and a
generational garbage collector. Every object keeps a count of how many references

point to it; when that count drops to zero, the memory is deallocated immediately.

Reference counting alone cannot handle circular references, where two or more objects
reference each other but are no longer reachable from the program. To solve this,
Python's garbage collector periodically scans for these reference cycles using a
generational approach: objects are grouped into three generations based on how long
they have survived, and younger generations are scanned more frequently since most

objects are short-lived.

In an interview, it helps to mention the “gc’ module, which lets you inspect, tune, or

manually trigger this cycle-detecting collector.
Q2. What is the GIL (Global Interpreter Lock), and why does it matter?

The GIL is a mutex in CPython (the standard Python implementation) that allows only
one thread to execute Python bytecode at a time, even on multi-core systems. It exists
primarily to simplify memory management, since reference counting is not thread-safe

without some form of locking.

The practical impact is that CPU-bound multithreaded Python code does not achieve
true parallelism — threads take turns rather than running simultaneously on separate
cores. [/O-bound code is less affected, because the GIL is released during blocking

operations like network or file I/0.
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This is why CPU-bound workloads typically use multiprocessing (separate processes,
each with its own interpreter and memory space) instead of threading, while I/0-bound

workloads often use threading or asyncio.
Q3. Why are mutable default arguments a common bug source in Python?

Default argument values in Python are evaluated once, when the function is defined, not
each time the function is called. If a mutable object such as a list or dictionary is used as
a default value, that same object is shared across every call that doesn't explicitly pass

its own value.

For example, ‘def add_item(item, items=[]): items.append(item); return items will keep

appending to the same list across unrelated calls, which is rarely the intended behavior.

The standard fix is to use "None™ as the default and create a new object inside the

AN

function body: "def add_item(item, items=None): items = items or []

Q4. What is the difference between a generator and a regular function returning a

list, and why does it matter for memory?

A regular function that returns a list computes and holds every value in memory at
once. A generator function, defined using ‘yield" instead of "return’, produces values

lazily one at a time, on demand and does not store the full sequence in memory.

This matters significantly for large or unbounded data sets. Iterating over a generator
that reads a multi-gigabyte file line by line uses a small, constant amount of memory,

while loading the whole file into a list would not.
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Generators also support cooperative patterns like pipelines, where one generator feeds
into another, processing data in a memory-efficient stream rather than materializing

intermediate results.

Section 2: OOP & Advanced Design

Q5. What is Method Resolution Order (MRO), and why does it matter with

multiple inheritance?

MRO is the order in which Python searches parent classes when resolving a method or
attribute on an object, particularly relevant when a class inherits from multiple parent
classes. Python uses the C3 linearization algorithm to compute a consistent, predictable

order.

You can inspect a class's MRO directly using "ClassName.__mro__" or 'ClassName.mro()".
Understanding MRO is important when two parent classes define a method with the
same name — the MRO determines which one is actually called, and it is also what

makes “super()" behave correctly in diamond inheritance hierarchies.
Q6. What are metaclasses, and when would you actually use one?

A metaclass is the "class of a class" — it defines how a class itself behaves and is created,
in the same way a class defines how its instances behave. By default, every class in

Python is an instance of the built-in "type” metaclass.
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Custom metaclasses let you control class creation: enforcing that certain methods are
implemented, automatically registering subclasses, injecting attributes, or validating

class structure at definition time rather than at instantiation time.

In practice, metaclasses are a fairly advanced tool and are often unnecessary — class
decorators or "__init_subclass__" can achieve similar results more simply. A good
interview answer acknowledges both what metaclasses do and that they should be

reached for sparingly.
Q7. What s the difference between @staticmethod and @classmethod?

A’ @classmethod’ receives the class itself as its first argument (conventionally named
“cls’) and can access or modify class-level state, or be used as an alternative constructor.
A @staticmethod’ receives no automatic first argument at all — it behaves like a plain

function that is simply namespaced inside the class for organizational purposes.

A common real-world use of "@classmethod’ is a factory method, such as
"Employee.from_csv_row(row)’, which builds and returns an instance using class-level
logic. "@staticmethod’ is appropriate for utility logic that is conceptually related to the

class but doesn't need access to the class or instance at all.
Q8. When should you favor composition over inheritance?

Inheritance models an "is-a" relationship and works well when subclasses are genuinely
specialized versions of a shared parent with stable, well-defined behavior. Composition
models a "has-a" relationship, where an object is built by combining other objects

rather than inheriting from them.
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Composition is generally preferred when behavior needs to be swapped or extended at
runtime, when deep inheritance hierarchies would become fragile or hard to reason
about, or when only part of a parent class's behavior is actually needed. It also tends to
produce more testable code, since components can be mocked or replaced

independently.

A strong interview answer notes that this isn't an absolute rule — well-designed
systems often use both, applying inheritance for genuine type hierarchies and

composition for flexible behavior.

Section 3: Concurrency & Performance

Q9. When would you choose multiprocessing over multithreading in Python?

Because of the GIL, multithreading in CPython does not provide true parallel execution
of Python bytecode across cores. Multiprocessing sidesteps this by running separate
Python interpreter processes, each with its own memory space, which do achieve real
parallelism at the cost of higher memory usage and inter-process communication

overhead.

As a general rule: use multiprocessing for CPU-bound work (heavy computation, data
processing, image manipulation), and use threading or asyncio for I/0-bound work
(network requests, file /0, database queries), where the GIL is released while waiting

on external operations anyway.

Q10. How does asyncio differ from threading, and what problem does it solve?
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“asyncio” provides concurrency through a single-threaded event loop that cooperatively
switches between tasks whenever one is waiting on an I/0 operation, rather than
relying on the operating system to preemptively switch between threads. Functions
written with "async def” and awaited with “await’ yield control back to the event loop

instead of blocking.

This makes asyncio well suited to handling large numbers of concurrent I/0-bound
operations, such as thousands of simultaneous network connections, with much lower
overhead than spinning up an equivalent number of threads. The trade-off is that all
code in the async chain needs to cooperate — a single blocking, synchronous call can

stall the entire event loop.
Q11. What is the practical difference between concurrency and parallelism?

Concurrency means multiple tasks are in progress and making progress over
overlapping time periods, but not necessarily executing at the exact same instant — this
is what asyncio and, effectively, GIL-bound threading provide in Python. Parallelism
means multiple tasks are literally executing at the same instant on separate CPU cores,

which is what multiprocessing (or a non-GIL implementation) provides.

A useful analogy: a single chef switching between four dishes on the stove is

concurrency; four chefs each cooking one dish simultaneously is parallelism.

Q12. How would you profile and optimize a slow Python function?
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Start by measuring rather than guessing: "cProfile’ (or 'line_profiler for line-level
detail) identifies which functions or lines consume the most time. For memory issues,

tools like ‘'memory_profiler' or ‘tracemalloc’ reveal where allocations are concentrated.

Once the bottleneck is identified, common optimization strategies include replacing
repeated computation with caching (‘functools.Iru_cache’), reducing algorithmic
complexity, using built-in and C-optimized operations (list comprehensions,
“collections’ types) over manual Python loops, and avoiding unnecessary object creation

in hot paths.

It's worth mentioning in an interview that premature optimization without profiling
data is a common mistake — the goal is to optimize the actual bottleneck, not the code

that merely looks inefficient.

Section 4: Data Structures & Algorithms
(Python-Specific)
Q13. What are the time complexities of common list and dictionary operations in

Python?

For lists: indexing and appending to the end are O(1) on average; inserting or deleting
at the beginning or middle is O(n), because subsequent elements must shift; searching

for a value with ‘in" is O(n).
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For dictionaries (and sets), which are implemented as hash tables: lookups, insertions,
and deletions are O(1) on average, though worst-case behavior can degrade to O(n)

with hash collisions, which is rare in practice.

Knowing these trade-offs is what lets you justify data structure choices in coding rounds
— for example, using a set or dictionary instead of a list when membership testing

happens frequently.

Q14. What are the most useful tools in the collections module, and when would

you use each?

“defaultdict” automatically creates a default value for missing keys, which is useful for
grouping or counting without manually checking key existence first. ‘Counter" is
purpose-built for counting hashable items and provides convenience methods like
‘most_common()". 'OrderedDict’ preserves insertion order with additional reordering
methods (largely less necessary since regular dicts preserve insertion order as of
Python 3.7, but still useful for its ‘'move_to_end ()’ method). ‘deque’ is a double-ended
queue optimized for O(1) appends and pops from both ends, making it ideal for queues,
stacks, and sliding-window algorithms where a regular list's O(n) inserts at the front

would be too slow.

Q15. How would you approach a sliding-window or two-pointer coding problem

in Python during an interview?

Two-pointer and sliding-window patterns are typically used on sorted arrays or

strings/substrings to avoid a brute-force O(n?*) nested loop, bringing the complexity
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down to O(n). The core idea is maintaining one or two indices that move through the

data structure based on a condition, rather than recomputing from scratch each time.

In Python, a "deque’ is often useful for sliding-window problems that need to track a
window of elements efficiently, since appending and popping from either end is O(1).
It's good interview practice to first state the brute-force approach and its complexity,
then explain how the two-pointer or sliding-window technique improves it, before

writing code.

Section 5: Web Backend & API
Development

Q16. What are the core principles of REST API design?

REST (Representational State Transfer) APIs are built around resources, identified by
URLs, and manipulated using standard HTTP methods: GET to retrieve, POST to create,
PUT/PATCH to update, and DELETE to remove. Good REST design keeps the API
stateless — each request contains all the information needed to process it, without

relying on server-side session state.

Other core principles include using proper HTTP status codes (200 for success, 201 for
created, 400 for client errors, 401/403 for authentication/authorization failures, 404
for not found, 500 for server errors), consistent and predictable URL naming (plural
nouns for collections, e.g. " /users/123"), and returning structured, well-documented

response bodies, typically in JSON.
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Q17. How do Django, Flask, and FastAPI differ architecturally?

Django is a full-featured, "batteries-included" framework that provides an ORM, admin
interface, authentication, and templating out of the box, following a fairly opinionated project

structure — well suited to larger applications that benefit from convention over configuration.

Flask is a lightweight, minimalist framework that provides routing and request handling but
leaves choices like the ORM, authentication, and project structure to the developer, offering

more flexibility at the cost of more manual setup.

FastAPI is a newer, async-first framework built around Python type hints, offering automatic
request validation and interactive API documentation (via OpenAPI/Swagger) out of the box,

and is particularly well suited to high-performance APIs and microservices.
Q18. What is the N+1 query problem, and how do you avoid it?

The N+1 query problem occurs when code fetches a list of N parent records with one query,
then issues a separate query for each parent's related data — resulting in N+1 total database
queries instead of a small, fixed number. This is a common performance issue in ORMs like

Django's or SQLAlchemy's when related objects are accessed inside a loop.

The fix is to eagerly load related data upfront using techniques like Django's “select_related ()’
(for foreign key/one-to-one relationships, via SQL JOIN) and “prefetch_related()" (for many-to-
many or reverse foreign key relationships, via a separate optimized query), or the equivalent

‘joinedload”/"selectinload” in SQLAlchemy.

Section 6: Databases & Data Handling

Q19. How do you decide between SQL and NoSQL for a given project?
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SQL (relational) databases are a strong default when data has clear structure, relationships
between entities matter, and strong consistency and transactional guarantees (ACID) are

important — for example, financial systems or applications with complex reporting needs.

NoSQL databases are often a better fit when the schema is flexible or evolving, the application
needs to scale horizontally across many servers, or the data model is naturally document-, key-
value-, or graph-shaped rather than tabular. The trade-off is typically weaker consistency

guarantees (often eventual consistency) in exchange for scalability and flexibility.

In an interview, framing this as a trade-off analysis specific to the use case, rather than declaring

one universally better, demonstrates stronger judgment.

Q20. What are ACID properties, and why do they matter for database

transactions?

ACID stands for Atomicity (a transaction either fully completes or fully rolls back, with
no partial state), Consistency (a transaction moves the database from one valid state to
another, respecting all defined rules and constraints), Isolation (concurrent transactions
don't interfere with each other's intermediate states), and Durability (once committed,

a transaction's changes survive system failures).

These properties matter whenever multiple related operations must succeed or fail
together — the classic example is transferring money between two accounts, where

both the debit and the credit must happen, or neither should.

Q21. How would you handle processing a dataset too large to fit in memory using

Python?
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Rather than loading the entire dataset into memory at once, process it in chunks or as a
stream. For files, this means reading line by line or in fixed-size blocks instead of calling
“.read()’ on the whole file; for pandas, the "chunksize’ parameter on ‘read_csv()" returns

an iterator of smaller DataFrames instead of one large one.

Generators are a natural fit here, since they let you build a processing pipeline that
operates on one chunk at a time without materializing the full dataset. For genuinely
large-scale processing, distributed tools like Dask or Spark extend this chunked

approach across multiple machines.

Section 7: Testing, Debugging & Code
Quality

Q22. What is the difference between pytest and unittest, and how do you

approach mocking in tests?

“unittest’ is Python's built-in testing framework, based on a class-based, JUnit-style
structure with “setUp’/"tearDown’ methods. ‘pytest’ is a widely used third-party
framework that supports simpler function-based tests, more expressive assertions
using plain “assert’ statements, and a powerful fixture system for managing test setup

and dependencies.

Mocking replaces a real dependency — a database call, an external API, the current time

— with a controlled stand-in, so tests can run quickly, deterministically, and without
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side effects. Python's "unittest. mock” module (usable from both frameworks) provides

"Mock’, "MagicMock’, and the "patch” decorator/context manager for this purpose.
Q23. What is test-driven development (TDD), and what are its practical benefits?

TDD is a development approach where you write a failing test for a piece of
functionality before writing the implementation code, then write just enough code to

make the test pass, then refactor — often summarized as the red-green-refactor cycle.

Practical benefits include a test suite that grows alongside the code by construction
rather than as an afterthought, code that is naturally designed to be testable (since it's
written to satisfy a test), and faster detection of regressions during refactoring. The
main trade-off often raised in interviews is that TDD requires upfront discipline and can
slow initial development, though many teams find it pays off in reduced debugging time

later.

Q24. How do tools like pylint, mypy, and black fit into a Python development

workflow?

pylint’ is a static analysis tool that checks code for style issues, potential bugs, and
violations of conventions like PEP 8. ‘'mypy" performs static type checking based on
Python type hints, catching type-related bugs before runtime without requiring a
separate compiled language. ‘black’ is an opinionated auto-formatter that enforces a

consistent code style automatically, removing formatting debates from code review.
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Together, these tools are commonly wired into CI pipelines or pre-commit hooks, so
code quality and consistency checks happen automatically before code is merged, rather

than relying purely on manual code review.

Section 8: Security

Q25. How does SQL injection happen, and how do you prevent it in Python

applications?

SQL injection occurs when untrusted user input is concatenated directly into a SQL
query string, allowing an attacker to alter the query's structure — for example,
appending ' OR '1'="1" to bypass a login check. This is especially dangerous when input

is inserted using plain string formatting or concatenation.

The standard prevention is to use parameterized queries (also called prepared
statements), where user input is passed separately from the query structure and the
database driver handles safe escaping — for example, using "cursor.execute("SELECT *
FROM users WHERE id = %s", (user_id,))" rather than building the string manually.
Using an ORM like Django's or SQLAlchemy's also provides this protection by default, as

long as raw queries are avoided.

Q26. What is the correct way to handle secrets and environment variables in a

Python application?

Secrets such as API keys, database credentials, and signing keys should never be

hardcoded in source code or committed to version control. The common approach is to
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load them from environment variables at runtime, often using a ".env' file for local
development (via a library like "python-dotenv") that is explicitly excluded from version

control via ".gitignore".

For production systems, secrets are typically managed through a dedicated secrets
manager (such as AWS Secrets Manager, HashiCorp Vault, or a cloud provider's
equivalent) rather than plain environment variables on disk, and access to them is

scoped and audited.

Section 9: DevOps, Deployment & Tooling

Q27. What branching strategy would you use for a team working on a Python web

application?

Common approaches include Git Flow (separate "develop™ and ‘main” branches, with
feature branches merging into "develop’ and releases merging into ‘'main’) and the
simpler trunk-based development / GitHub Flow (short-lived feature branches merged
directly into ‘'main’ via pull requests, often paired with feature flags for incomplete

work).

Trunk-based approaches have become more common for teams practicing continuous
deployment, since they reduce long-lived branch divergence and merge conflicts. The
right choice depends on release cadence, team size, and how mature the CI/CD pipeline
is — a good interview answer explains the trade-off rather than naming just one

strategy as universally correct.
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Q28. Why containerize a Python application with Docker, and what does a basic

setup involve?

Containerizing an application packages the code together with its exact dependencies,
Python version, and system libraries into a single, portable image, ensuring it runs
identically across a developer's machine, CI pipeline, and production — eliminating "it

works on my machine" issues.

A basic setup involves a "Dockerfile’ that specifies a base Python image, copies the
application code, installs dependencies (from ‘requirements.txt” or "pyproject.toml’),
and defines the command to run the app. Multi-stage builds are often used to keep the

final image small by separating build-time dependencies from runtime ones.

Q29. What is the difference between pip with requirements.txt and modern tools

like Poetry?

‘pip” with a ‘requirements.txt” file is the traditional approach: dependencies are listed in
a flat text file, typically pinned to specific versions, and installed with “pip install -r
requirements.txt’. It doesn't inherently manage a dependency resolution graph or

distinguish between direct and transitive dependencies.

Tools like Poetry (and the broader shift toward "pyproject.toml’) combine dependency
management, virtual environment handling, and package building into a single tool,
with a lock file that pins the exact resolved versions of all dependencies (direct and

transitive) for reproducible installs across environments.
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Section 10: System Design & Scenario-

Based Questions

Q30. How would you approach designing a rate limiter for an API?

Start by clarifying requirements: what's being limited (per user, per IP, per API key), the
desired limit (e.g., 100 requests per minute), and the desired behavior when the limit is

exceeded (reject with a 429 status, or queue).

Common algorithms include the fixed window counter (simple but allows bursts at
window boundaries), sliding window log or sliding window counter (more accurate,
slightly more expensive), and the token bucket algorithm (allows controlled bursts
while enforcing an average rate). In a distributed system with multiple API servers, the
counter state typically needs to live in a shared, fast store like Redis rather than in each

server's local memory, so limits are enforced consistently across instances.

A strong answer walks through this reasoning out loud — clarify requirements, propose
an algorithm, discuss the storage/distribution concern — rather than jumping straight

to a single implementation.

Q31. How would you approach debugging a production incident under time

pressure?
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First, assess impact and stabilize — determine severity, whether a rollback or feature-
flag disable can quickly mitigate the issue, and communicate status to stakeholders,

before diving into root-cause analysis if the issue is actively harming users.

Once stabilized, gather evidence systematically: check logs, monitoring dashboards, and
recent deployments or config changes around the time the issue started, since a large
fraction of production incidents correlate with a recent change. Form a hypothesis,
verify it against the evidence rather than guessing, apply a fix, and confirm resolution
through monitoring before considering the incident closed. A postmortem afterward,
focused on process rather than blame, is what turns an incident into a long-term

improvement.

Interviewers are typically evaluating your process and communication under pressure

here as much as the technical steps, so narrating your reasoning clearly matters.
Q32. How should you explain a past project in a technical interview?

A structured approach (similar to the STAR method — Situation, Task, Action, Result)
works well: briefly set context on the problem or goal, explain your specific role and the
technical decisions you made, describe the actions taken including any trade-offs

considered, and close with the measurable or observed outcome.

Interviewers are especially interested in the reasoning behind decisions — why you
chose a particular framework, database, or architecture, what alternatives you

considered, and what you would do differently in hindsight. Being able to discuss a
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project's limitations honestly is usually viewed more favorably than presenting it as

flawless.

Section 11: AI/ML-Adjacent Questions

Q33. What baseline familiarity with pandas and NumPy is expected of a full stack

developer today?

Even outside dedicated data science roles, many full stack and backend developers are
expected to have working familiarity with NumPy (array-based numerical computation,
vectorized operations that are far faster than native Python loops) and pandas
(DataFrame-based tabular data manipulation: filtering, grouping, merging, and basic

aggregation).

This typically comes up in interviews around tasks like processing exported data,
generating reports, or feeding data into a lightweight analytics or ML feature, rather

than deep modeling expertise.

Q34. How are Al-powered developer tools typically used in a modern Python

workflow?

Al coding assistants are commonly used for accelerating boilerplate code generation,
suggesting test cases, explaining unfamiliar code during onboarding or code review, and
drafting documentation. They're increasingly integrated directly into IDEs and
command-line tools as part of the standard development loop rather than being a

separate, occasional lookup.
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A thoughtful interview answer acknowledges both the productivity benefit and the need
to review Al-generated code carefully — for correctness, security implications, and
whether it actually fits the codebase's existing patterns — rather than treating

suggestions as automatically correct.

Q35. What should you know about calling an LLM provider's API (such as

Anthropic's or OpenAlI's) from a Python backend?

At a basic level, this involves making authenticated HTTP requests (typically via the
provider's official SDK) with a prompt or message history, handling the response —
which may be a single completion or a stream of incremental chunks — and managing

concerns like rate limits, error handling/retries, and cost tracking based on token usage.

For production use, it's also worth understanding streaming responses for responsive
user experiences, structuring conversation history correctly across multiple turns, and,
where relevant, tool use/function calling patterns that let the model invoke external

functions as part of its response.

Quick-Reference Cheat Sheet

Concept Summary
e ———
GIL Lock allowing one thread to run Python bytecode at a time

in CPython; affects CPU-bound threading, not I/0-bound.
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Multiprocessing vs Multiprocessing = true parallelism (CPU-bound);

Threading Threading/asyncio = concurrency (I/0-bound).

Shallow vs Deep Copy Shallow copies the outer object only; deep copy recursively
copies nested objects too.

MRO Order Python searches parent classes for

methods/attributes in multiple inheritance (C3

linearization).

N+1 Query Problem

One query per parent row's related data instead of a single
joined/prefetched query; fix with

select_related/prefetch_related.

ACID Atomicity, Consistency, Isolation, Durability — guarantees
for reliable database transactions.

defaultdict / Counter / defaultdict auto-fills missing keys; Counter counts

deque hashables; deque gives O(1) appends/pops at both ends.

SQL Injection Fix Always use parameterized queries or an ORM — never
concatenate user input into SQL strings.

TDD Cycle Red (write failing test) — Green (make it pass) — Refactor.
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Rate Limiter Algorithms |Fixed window, sliding window, token bucket — trade off

simplicity vs burst control vs accuracy.

Recommended Next Steps

e  Build or contribute to a small full-stack project end to end (backend AP],
database, simple frontend) to have concrete examples ready for behavioral

questions.

e  Practice explaining these concepts out loud, not just recognizing the

answers — interviews test communication as much as knowledge.

e  Pair this guide with timed coding practice on data structures and
algorithms, since technical rounds usually combine conceptual questions with

live coding.

e  Revisit the fundamentals guide if any core-language questions in Section 1

felt unfamiliar before moving on to system design practice.

Thanks for downloading — for more Python and full-stack developer resources, visit our

blog.
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field.

LEARN I NG ¢ Demonstrate front-end as well as back-end technical skills.
* Analysis of Integrating database with other resources such as

APIs and Cloud integration technology.
OBJ ECTIVE * Verify understanding of frameworks in Java and Python.

Enroll now with the

code(@@XTF)T0

avail 20% discount

e www.gsdcouncil.org


https://www.gsdcouncil.org/train-the-trainer-certification
https://www.gsdcouncil.org/certified-blockchain-professional-expert
https://www.gsdcouncil.org/
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