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1. Introduction  

Autonomous AI agents are moving IT Service Management from reactive ticket handling 

toward proactive, intelligent, and increasingly self-directed service operations. In an 

ITSM context, these agents can classify incidents, recommend or execute fixes, update 

knowledge articles, trigger workflows, and escalate complex cases with context. 

However, successful adoption depends less on simply buying an AI tool and more on 

whether the service desk has the right process discipline, data quality, automation 

foundation, governance, and operating model.  

This assessment is designed as a practical readiness checklist for IT leaders, service desk 

managers, automation owners, ITSM process owners, and transformation teams. It helps 

identify where the organization is ready for AI agents today, where foundational gaps 

exist, and which improvement actions should be prioritized before deploying 

autonomous capabilities.  

1.1 Why AI Readiness Matters  

AI readiness matters because autonomous agents operate on the organization’s existing 

data, processes, workflows, rules, and knowledge. If those foundations are inconsistent, 

the AI agent may accelerate poor practices rather than improve service quality. For 

example, if incident categories are unclear or historical tickets are poorly documented, 

an AI agent may misclassify new incidents, route them to the wrong support group, or 

suggest incomplete resolutions.  
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 Better decision-making: Readiness assessment gives leaders a factual view of 

whether the service desk can support autonomous AI safely and effectively.  

 Reduced implementation risk: It identifies gaps in ticket data, knowledge 

quality, workflow documentation, and escalation procedures before AI is 

deployed.  

 Higher return on investment: AI agents perform best when common use cases 

are well-defined and tied to measurable outcomes such as reduced resolution 

time, improved first-contact resolution, and lower cost per ticket.  

 Improved user experience: A ready service desk can use AI to give employees 

faster answers, consistent guidance, and 24/7 support for routine issues.  

 Stronger governance: Readiness checks ensure that human oversight, risk 

controls, security rules, and auditability are in place before AI agents begin taking 

action.  

Example: A service desk wants to deploy an AI agent to resolve password-reset requests 

automatically. If the identity verification process, access policy, and audit logging are 

already standardized, the use case may be low risk and high value. If verification rules 

vary by team or are handled manually, the same AI use case could create compliance and 

security issues.  
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1.2 Who This Assessment Is For  

This assessment is useful for organizations at different stages of ITSM and AI adoption. It 

can be used before starting an AI pilot, during an ITSM improvement program, or as part 

of a broader digital transformation roadmap.  

 CIOs and IT leaders who need to understand whether the service desk is ready 

for agentic AI investment.  

 Service desk managers who want to identify operational gaps before 

introducing AI-based triage, routing, or resolution.  

 ITSM process owners responsible for incident, request, problem, change, 

knowledge, and configuration management practices.  

 Automation and AI teams designing workflows, bots, virtual agents, or 

autonomous remediation capabilities.  

 Risk, compliance, and security teams who need assurance that AI agents will 

operate within approved policies and controls.  

Example: In a mid-sized enterprise, the service desk manager may use this checklist to 

assess ticket quality and repetitive tasks, while the cybersecurity lead reviews whether 

AI agents can safely interact with identity, endpoint, or access-management systems.  
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1.3 How to Use This Checklist  

Use this checklist as both a diagnostic tool and a planning guide. Each section should be 

reviewed by the relevant stakeholders, supported by evidence such as ticket reports, 

process documentation, workflow diagrams, knowledge-base analytics, automation logs, 

and user feedback. Avoid rating readiness based only on assumptions or tool availability.  

 Step 1: Score each area honestly. Use simple ratings such as Not Started, Basic, 

Developing, Mature, and AI-Ready.  

 Step 2: Collect evidence. Attach examples such as process documents, ticket 

samples, automation reports, and knowledge article usage data.  

 Step 3: Identify gaps. Mark any area where autonomous AI could fail because of 

unclear rules, poor data, weak workflows, or missing approvals.  

 Step 4: Prioritize use cases. Start with high-volume, low-risk tasks before 

moving to complex incident resolution or change execution.  

 Step 5: Build an improvement roadmap. Convert readiness gaps into actions, 

owners, timelines, and success metrics.  

Suggested scoring scale: 1 = Ad hoc or undocumented, 2 = partially defined, 3 = 

consistently defined, 4 = measured and automated, 5 = optimized and ready for 

autonomous AI supervision. A score below 3 usually indicates that foundational work is 

needed before AI agents are allowed to act independently.  
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2. Current ITSM Maturity  

Current ITSM maturity is the starting point for AI readiness. Autonomous AI agents 

depend on stable processes, predictable workflows, reliable knowledge, accurate 

configuration data, and clear accountability. If the service desk is still heavily dependent 

on individual experience, informal workarounds, or tribal knowledge, AI adoption should 

focus first on assistive capabilities rather than autonomous decision-making.  

A practical maturity review should evaluate people, process, technology, data, 

governance, and measurement together. For example, a service desk may have an 

advanced ITSM platform but still lack mature AI readiness if ticket categorization is 

inconsistent, approval rules are unclear, or knowledge articles are outdated.  

2.1 Existing ITSM Processes  

Begin by reviewing which ITSM processes are formally defined, consistently followed, 

and supported by measurable outcomes. Autonomous AI agents work best when process 

boundaries are clear. They need to know what actions are allowed, when escalation is 

required, what approvals are mandatory, and how exceptions should be handled.  

 Incident Management: Are incident categories, priorities, escalation rules, and 

resolution codes clearly defined?  

 Service Request Management: Are common requests standardized with catalog 

items, approval rules, and fulfillment workflows?  
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 Knowledge Management: Are knowledge articles accurate, searchable, 

reviewed, and linked to ticket resolution patterns?  

 Problem Management: Are recurring incidents analyzed for root causes, 

workarounds, and permanent fixes?  

 Change Enablement: Are low-risk standard changes clearly separated from 

normal or emergency changes?  

 Configuration Management: Is the CMDB reliable enough for AI agents to 

understand service relationships and asset dependencies?  

Assessment questions: Which processes are documented? Which ones are only 

practiced informally? Where do agents or analysts still rely on personal judgment 

because the process does not define the next step? Are there frequent exceptions that 

would confuse an autonomous agent?  

Example: If laptop provisioning follows a standard catalog workflow with predefined 

approvals, asset assignment, software installation, and delivery steps, it is a strong 

candidate for AI-assisted orchestration. If each request is handled differently depending 

on the analyst, the process should be standardized before AI automation is expanded.  

2.2 Current Automation Level  

The current level of automation shows how prepared the service desk is to move from 

manual execution to AI-driven orchestration. AI agents are most effective when they can 
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connect to existing workflows, scripts, service catalog items, monitoring tools, identity 

platforms, and notification systems through governed integrations.  

 Manual: Tickets are reviewed, assigned, and resolved mostly by human analysts.  

 Rule-based automation: Basic routing, notifications, SLA alerts, and approval 

reminders are automated.  

 Workflow automation: Service catalog requests and standard changes are 

fulfilled through predefined workflows.  

 AI-assisted automation: AI suggests categories, priorities, responses, knowledge 

articles, or next-best actions, but humans approve execution.  

 Autonomous automation: AI agents can complete selected actions 

independently within approved guardrails, with logging and exception handling.  

Assessment questions: What percentage of tickets are routed automatically? Which 

service requests are fulfilled without manual intervention? Are approvals automated? 

Are automation failures tracked and reviewed? Are there integration gaps between the 

ITSM platform and tools such as identity management, endpoint management, 

monitoring, collaboration, and asset systems?  

Example: A password-reset workflow that verifies user identity, checks policy, triggers 

reset, updates the ticket, and notifies the user is more AI-ready than a process where the 

analyst manually validates the user, copies information between systems, and closes the 

ticket without structured resolution notes.  
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2.3 Service Desk Challenges  

Understanding current service desk challenges helps determine where AI can provide 

meaningful value and where it may introduce additional risk. AI should not be used 

simply because it is available; it should be applied to specific pain points where 

automation, prediction, or intelligent assistance can improve outcomes.  

 High ticket volume: Analysts spend too much time on routine requests and low-

complexity incidents.  

 Slow response or resolution: Users wait too long for acknowledgement, triage, 

assignment, or closure.  

 Inconsistent categorization: Similar tickets are classified differently, weakening 

reporting and AI training data.  

 Knowledge gaps: Analysts repeatedly solve the same issues without updating or 

reusing knowledge articles.  

 Poor visibility: Managers lack reliable dashboards for backlog, aging, trends, 

automation success, and recurring issues.  

 Escalation overload: L2 and L3 teams receive tickets that could have been 

resolved at L1 with better guidance or automation.  

Example: If 30% of tickets are related to account lockouts, VPN access, printer issues, 

software installation, and how-to questions, the service desk may benefit from AI agents 
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that classify tickets, present verified knowledge articles, collect missing information, and 

trigger approved workflows.  

Readiness indicator: A service desk is more AI-ready when challenges are measurable. 

For example, instead of saying “tickets take too long,” the team should know average first 

response time, average resolution time, backlog age, reopen rate, escalation rate, and self-

service deflection rate.  

2.4 High-Volume Repetitive Tasks  

High-volume repetitive tasks are usually the best starting point for AI readiness because 

they provide clear patterns, measurable benefits, and lower implementation risk. These 

tasks are often rule-based, predictable, and well suited for AI-assisted triage or 

autonomous fulfillment when sufficient guardrails are in place.  

 Password resets and account unlocks: Suitable when identity verification and 

audit logging are standardized.  

 Access requests: Suitable when role-based access rules, manager approvals, and 

segregation-of-duties checks are defined.  

 Software installation requests: Suitable when approved software lists, license 

checks, and device compatibility rules are available.  

 VPN and connectivity issues: Suitable when diagnostic scripts and 

troubleshooting steps are reliable.  
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 Email and collaboration tool issues: Suitable for common problems such as 

mailbox access, distribution list changes, or meeting-room booking guidance.  

 Knowledge-based how-to questions: Suitable when articles are current, 

complete, and written in user-friendly language.  

Example selection method: Export the last 6 to 12 months of service desk tickets and 

group them by category, subcategory, assignment group, resolution code, and closure 

notes. Identify the top 10 repetitive tasks by volume and then assess each one for process 

clarity, risk level, data quality, automation feasibility, and user impact.  

Task Type  AI Readiness Questions  Example AI Agent Action  

Password reset  Is identity verification 

standardized? Are reset 

actions logged?  

Verify user, trigger reset 

workflow, update ticket, 

notify user.  

Software request  Is the software approved? 

Are license checks 

automated?  

Check catalog eligibility, 

request approval, 

initiate installation.  

VPN issue  Are diagnostic steps 

documented? Can logs be 

checked safely?  

Collect symptoms, run 

diagnostics, suggest or apply 

known fix.  
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Access request  Are role rules and approvals 

clear? Are risks reviewed?  

Validate entitlement, route 

approval, provision access if 

approved.  
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3. Process Readiness  

Process readiness determines whether autonomous AI agents can operate safely within 

defined ITSM practices. AI agents need clear workflows, decision rules, escalation paths, 

approvals, exception handling, and performance measures. If processes are inconsistent 

or undocumented, AI may create faster but less controlled outcomes.  

A process-ready service desk should be able to answer three questions for every AI-

enabled workflow: what can the AI agent do, when must it involve a human, and how will 

the organization know whether the outcome was correct?  

3.1 Incident Management  

Incident Management readiness focuses on whether the organization can restore normal 

service quickly, consistently, and with enough context for AI to assist or act. For 

autonomous agents, incident records must contain reliable symptoms, affected services, 

priority, impact, urgency, assignment group, resolution notes, and linked configuration 

items.  

 Classification readiness: Are incident categories and subcategories consistent 

enough for AI to learn routing and resolution patterns?  

 Prioritization readiness: Are impact and urgency definitions used consistently 

across teams?  
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 Escalation readiness: Are rules clear for when an AI agent should escalate to L2, 

L3, security, or vendor support?  

 Resolution readiness: Are known errors, workarounds, and closure codes 

structured and reusable?  

 Major incident readiness: Are separate controls in place so AI does not 

independently handle high-risk outages without human command?  

Example: For a recurring VPN connectivity incident, an AI agent may collect device type, 

location, error message, network status, and recent changes. If the issue matches a known 

pattern, it can suggest a fix or trigger an approved diagnostic workflow. If multiple users 

are affected, the agent should identify a possible broader outage and escalate according 

to major incident rules.  

3.2 Service Request Management  

Service Request Management is often one of the strongest starting points for autonomous 

AI because many requests are repeatable, low-risk, and workflow-driven. Readiness 

depends on a well-designed service catalog, standardized fulfillment steps, defined 

approvals, and clear eligibility rules.  

 Catalog clarity: Are request items written in user-friendly language with clear 

descriptions, inputs, and expected turnaround times?  

 Fulfillment workflow: Are request steps mapped from submission to closure?  
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 Approval logic: Are manager, budget, license, security, or application-owner 

approvals configured consistently?  

 Eligibility rules: Can the system determine who is allowed to request which 

service?  

 Status transparency: Can users receive automated updates without contacting 

the service desk?  

Example: A new software installation request may be AI-ready if the service catalog 

captures the software name, business justification, device name, user role, license 

availability, and approval path. The AI agent can validate the request, check eligibility, 

route approvals, initiate installation, and close the request after confirmation.  

3.3 Change Management  

Change Management readiness is critical because AI agents may eventually recommend, 

prepare, schedule, or execute changes. The organization must distinguish between 

standard, normal, and emergency changes and define exactly where AI can assist versus 

where human approval is mandatory.  

 Standard change readiness: Are low-risk, pre-approved changes documented 

with repeatable implementation steps?  

 Risk assessment: Are risk, impact, backout plan, communication plan, and test 

evidence required before change approval?  
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 Change calendar integration: Can AI agents check maintenance windows, 

blackout periods, and dependency conflicts?  

 Approval controls: Are approval thresholds based on risk, affected service, 

customer impact, and regulatory requirements?  

 Post-implementation review: Are failed changes analyzed and linked to 

incidents or problems?  

Example: Restarting a non-production application service during an approved 

maintenance window may be suitable for AI-assisted execution if it is a standard change 

with monitoring, rollback, and logging. A production database schema change should 

remain under strong human review, even if AI helps draft the change plan or impact 

analysis.  

3.4 Problem Management  

Problem Management readiness shows whether the organization can move beyond 

repeated firefighting and use AI to identify patterns, recurring incident clusters, root 

causes, and preventive actions. AI agents can be valuable in highlighting trends, but they 

require consistent historical data and disciplined follow-through from problem owners.  

 Pattern detection: Are recurring incidents analyzed by service, asset, location, 

user group, time, and symptom?  

 Root cause discipline: Are problems documented separately from incidents with 

known errors, workarounds, and permanent fixes?  
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 Linkage: Are incidents, problems, changes, and knowledge articles connected in 

the ITSM tool?  

 Ownership: Are problem owners accountable for investigation, corrective action, 

and prevention?  

 Preventive automation: Are there opportunities for AI to recommend proactive 

fixes before incidents recur?  

Example: If the service desk receives repeated tickets about email delays every Monday 

morning, AI can identify the pattern by combining ticket history, monitoring alerts, and 

change records. The problem team can then investigate root cause, publish a 

workaround, create a permanent fix, and prevent the recurring incident from consuming 

L1 capacity.  

3.5 Knowledge Management  

Knowledge Management readiness is one of the most important predictors of AI success. 

AI agents rely on knowledge articles, troubleshooting guides, FAQs, runbooks, and 

resolution notes to answer questions and recommend actions. If knowledge is outdated, 

duplicated, incomplete, or difficult to understand, AI outputs will be less reliable.  

 Article quality: Are articles accurate, concise, complete, and written for the 

intended audience?  

 Searchability: Do articles use consistent keywords, symptoms, error messages, 

product names, and tags?  
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 Lifecycle management: Are articles reviewed, expired, updated, and retired 

through a defined workflow?  

 Ticket-to-knowledge loop: Are resolved tickets converted into new or improved 

knowledge articles?  

 AI grounding: Can the AI agent reference approved knowledge rather than 

generating unsupported answers?  

Example: A strong VPN troubleshooting article includes symptoms, screenshots or error 

codes where appropriate, step-by-step checks, expected outcomes, escalation conditions, 

and related configuration items. An AI agent can use this article to guide the user, collect 

diagnostic information, and escalate only if the documented steps fail.  
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4. Data Readiness  

Data readiness determines whether AI agents have trustworthy information to interpret 

requests, diagnose issues, recommend actions, and execute workflows. In ITSM, data 

readiness includes structured ticket data, reliable configuration information, accurate 

knowledge articles, monitoring signals, logs, user and asset data, and clear governance 

rules.  

AI agents do not need perfect data to start, but they do need enough quality and context 

to avoid unsafe decisions. The goal is to identify which data is required for each use case 

and improve that data before autonomy is expanded.  

4.1 CMDB Accuracy  

CMDB accuracy is essential because it gives AI agents context about services, assets, 

relationships, owners, dependencies, and impact. A weak CMDB can cause AI to 

underestimate risk, miss affected services, or route incidents to the wrong team.  

 Completeness: Are critical services, applications, infrastructure components, 

cloud resources, and endpoints represented?  

 Correctness: Are configuration item details accurate and updated when assets 

change?  

 Relationship mapping: Are upstream and downstream dependencies 

documented?  
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 Ownership: Are business service owners, technical owners, and support groups 

defined?  

 Update mechanism: Does the CMDB rely on automated discovery, integration, 

reconciliation, and governance rather than manual updates alone?  

Example: If an AI agent detects alerts from a database server, CMDB relationships help it 

understand which business services, applications, and users may be affected. Without 

these relationships, the agent may treat the event as a technical issue rather than a 

business-impacting incident.  

4.2 Knowledge Base Quality  

Knowledge base quality affects how accurately AI agents answer questions, suggest fixes, 

and guide users. Poor-quality knowledge can lead to generic responses, incorrect 

recommendations, or unnecessary escalations. Quality should be assessed not only by 

article count, but by usefulness, freshness, approval status, and usage outcomes.  

 Accuracy: Are articles technically correct and validated by the responsible 

support team?  

 Freshness: Are review dates, version history, and retirement rules in place?  

 Coverage: Do articles exist for the most common incidents and service requests?  

 Usability: Are steps clear enough for users or L1 analysts to follow without 

additional explanation?  
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 Feedback loop: Are article ratings, failed searches, and escalation after 

knowledge use reviewed regularly?  

Example: If users frequently search for “Teams microphone not working” but the 

knowledge article is titled “Unified Communications Peripheral Audio Troubleshooting,” 

AI may still struggle unless synonyms, tags, and user-friendly phrasing are added.  

4.3 Historical Ticket Data  

Historical ticket data is the learning signal for many AI use cases. It helps AI agents 

understand common symptoms, likely categories, assignment patterns, resolution paths, 

recurring problems, and user communication styles. However, historical data must be 

clean enough to support confident recommendations.  

 Structured fields: Are category, subcategory, priority, service, assignment group, 

CI, and resolution code consistently populated?  

 Resolution quality: Do closure notes explain what was done, why it worked, and 

whether the user confirmed resolution?  

 Duplicate handling: Are duplicate or related tickets linked to major incidents, 

problems, or known errors?  

 Volume and recency: Is there enough recent data for the priority use cases being 

considered?  
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 Bias and inconsistency: Are there teams or categories where historical records 

reflect poor practices that should not be automated?  

Example: If past printer tickets are closed with vague notes such as “fixed” or “done,” AI 

will have little useful data to learn from. Better closure notes would include the printer 

model, error message, root cause, action taken, and whether the user tested printing 

successfully.  

4.4 Monitoring & Log Availability  

Monitoring and log availability allow AI agents to diagnose issues using operational 

evidence rather than relying only on user descriptions. This is especially important for 

incident detection, event correlation, root-cause analysis, and proactive remediation.  

 Coverage: Are critical applications, infrastructure, cloud services, networks, 

endpoints, and user experience indicators monitored?  

 Correlation: Can alerts be connected to incidents, services, configuration items, 

and changes?  

 Log access: Can AI agents securely access relevant logs without exposing 

sensitive data unnecessarily?  

 Noise reduction: Are duplicate, low-value, or unactionable alerts filtered or 

grouped?  
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 Runbook linkage: Are monitoring signals connected to diagnostic procedures or 

remediation workflows?  

Example: If CPU alerts, application response-time metrics, recent deployment logs, and 

incident records are available together, an AI agent can identify whether a slowdown is 

likely caused by capacity, code deployment, database latency, or network conditions.  

4.5 Data Governance  

Data Governance defines how ITSM data is owned, protected, classified, retained, 

corrected, and used by AI systems. Strong governance ensures that autonomous agents 

operate with appropriate access, auditability, privacy controls, and accountability.  

 Data ownership: Are owners assigned for CMDB data, knowledge articles, ticket 

taxonomies, service catalog items, and automation rules?  

 Access control: Can AI agents access only the data required for approved use 

cases?  

 Privacy and security: Are sensitive fields masked, minimized, or restricted 

where necessary?  

 Retention and audit: Are AI actions, recommendations, approvals, and overrides 

logged for review?  

 Quality management: Are data quality issues tracked with owners, remediation 

plans, and recurring review cycles?  
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Example: An AI agent handling access requests should not see unnecessary HR-sensitive 

information. It may need role, department, manager approval status, and entitlement 

rules, but it should not automatically access unrelated employee records. Governance 

should define what data is required, who approves access, and how activity is reviewed.  
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5. Automation Readiness  

Automation readiness assesses whether the organization already has the technical and 

operational foundation needed for AI agents to execute work reliably. Autonomous AI 

agents are not useful if they can only provide advice but cannot trigger approved actions, 

update records, query systems, or complete workflows. At the same time, giving agents 

execution power without mature automation controls can create operational and 

security risks.  

The goal is to determine which workflows are already automated, where manual handoffs 

still exist, and whether automation is measurable, maintainable, secure, and connected 

across the IT ecosystem.  

5.1 Existing Workflow Automation  

Existing workflow automation shows whether the service desk can move from manual 

ticket handling to repeatable, system-driven execution. AI agents can enhance these 

workflows by interpreting user intent, selecting the right path, collecting missing 

information, and triggering approved automation steps.  

 Workflow coverage: Which incident, request, change, onboarding, offboarding, 

and access workflows are already automated?  

 Trigger readiness: Can workflows be triggered by ticket status, user input, 

monitoring alerts, approvals, or scheduled events?  
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 Exception handling: What happens when required data is missing, approval is 

denied, or automation fails?  

 Ownership: Are workflow owners responsible for reviewing, updating, and 

retiring outdated automation?  

 Performance tracking: Are automation success rate, failure rate, cycle time, and 

manual override rate measured?  

Example: A new employee onboarding workflow may include account creation, device 

provisioning, application access, email setup, security training assignment, and welcome 

communication. If these steps are already automated and monitored, an AI agent can 

coordinate the workflow more intelligently by answering questions, checking status, and 

escalating exceptions.  

5.2 API Availability  

API availability determines whether AI agents can interact with IT systems in a controlled 

and consistent way. APIs allow agents to query information, create or update tickets, 

trigger scripts, check approvals, retrieve asset details, and initiate fulfillment actions 

without relying on fragile manual steps.  

 Documented APIs: Are APIs available and documented for the ITSM platform, 

identity system, endpoint tools, monitoring platform, CMDB, and service catalog?  

 Authentication: Do APIs support secure authentication methods such as service 

principals, OAuth, managed identities, or token-based access?  
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 Granular permissions: Can the organization limit what an AI agent can read, 

write, approve, or execute?  

 Rate limits and reliability: Are API limits, error responses, retries, and service-

level expectations understood?  

 Testing environment: Can API actions be tested safely in non-production before 

being enabled for real users?  

Example: If an AI agent needs to unlock a user account, it should call an approved 

identity-management API with limited permissions, not use a shared administrator 

account. The API should return clear success, failure, and audit responses so the ITSM 

ticket can be updated accurately.  

5.3 Integration Readiness  

Integration readiness evaluates whether the ITSM platform is connected to the tools that 

AI agents need to complete work. These may include identity and access management, 

endpoint management, monitoring, cloud platforms, HR systems, collaboration tools, 

asset management, and security tools.  

 System coverage: Are critical systems integrated with the ITSM platform or 

automation layer?  

 Data consistency: Do systems use consistent identifiers for users, devices, 

applications, services, and locations?  
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 Event integration: Can alerts, approvals, status updates, and fulfillment 

outcomes flow automatically between systems?  

 Integration ownership: Are owners assigned for maintaining connectors, 

credentials, mappings, and error handling?  

 Monitoring: Are integration failures logged, alerted, and reviewed?  

Example: For a software installation request, integration readiness means the AI agent 

can check the service catalog, validate the user’s device, confirm license availability, route 

approval, trigger endpoint deployment, and update the ticket when installation 

completes.  

5.4 Cross-System Connectivity  

Cross-system connectivity is the ability to coordinate work across multiple platforms 

without losing context, control, or visibility. Many ITSM processes are not contained in 

one system; they depend on HR data, identity permissions, asset records, security 

policies, collaboration tools, monitoring alerts, and business approvals.  

 End-to-end process mapping: Are the systems involved in each workflow clearly 

mapped from request to resolution?  

 Context preservation: Can the AI agent maintain ticket context, user context, 

asset context, and approval context across systems?  
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 Orchestration capability: Is there a workflow engine, integration platform, or 

automation layer that can coordinate actions across tools?  

 Rollback and recovery: Can changes be reversed or corrected if an automation 

step fails midway?  

 Operational visibility: Can support teams see where a workflow is stuck and 

what the AI agent has already done?  

Example: An employee offboarding workflow may need inputs from HR, identity 

management, laptop asset records, email retention policies, SaaS application owners, and 

security monitoring. Cross-system connectivity ensures the AI agent can coordinate these 

steps without bypassing approvals or leaving incomplete access removal tasks.  
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6. AI Governance Readiness  

AI governance readiness determines whether the organization can control how 

autonomous AI agents are designed, approved, monitored, and improved. Because AI 

agents may access data, call APIs, take actions, and influence operational decisions, 

governance must be built into the execution path rather than treated as a separate policy 

document.  

A mature governance model defines what agents are allowed to do, what they are 

prohibited from doing, when human approval is required, how actions are logged, and 

how risks are reviewed. Governance should align with existing identity, security, 

compliance, data protection, and IT change-control practices.  

6.1 Approval Policies  

Approval policies define which AI actions can be performed automatically, which require 

human review, and which are not permitted. These policies should be based on risk, 

reversibility, business impact, data sensitivity, and compliance obligations.  

 Low-risk actions: Examples include suggesting knowledge articles, drafting 

ticket responses, collecting missing information, or updating non-sensitive ticket 

fields.  

 Medium-risk actions: Examples include routing tickets, triggering standard 

diagnostic scripts, or initiating pre-approved service request workflows.  
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 High-risk actions: Examples include modifying access rights, executing 

infrastructure changes, deleting data, disabling accounts, or changing production 

configurations.  

 Prohibited actions: Define actions that AI agents must never take, such as 

bypassing approvals, granting privileged access without verification, or 

overriding security controls.  

Example: An AI agent may automatically draft a response explaining how to connect to 

Wi-Fi, but it should require human approval before disabling a user account, granting 

administrator privileges, or executing a production server restart.  

6.2 Human-in-the-Loop Controls  

Human-in-the-loop controls ensure that people remain accountable for decisions where 

AI errors could create operational, security, financial, legal, or reputational impact. The 

control should not be vague; it should specify exactly when the AI agent pauses, what 

information the reviewer receives, who can approve, and how the decision is recorded.  

 Approval checkpoints: Define where the agent must stop for review before 

taking action.  

 Reviewer context: Provide the human reviewer with ticket details, user identity, 

affected service, proposed action, rationale, risk level, and rollback plan.  

 Override rights: Allow authorized reviewers to approve, reject, modify, or 

escalate the AI recommendation.  

http://www.gsdcouncil.org/


 
 

www.gsdcouncil.org                                                     32 
 

 Escalation rules: Route decisions to the correct role based on risk, service 

criticality, or security sensitivity.  

 Feedback loop: Capture reviewer decisions to improve future AI 

recommendations and governance rules.  

Example: For a production change recommendation, the AI agent should present the 

proposed steps, affected systems, risk assessment, test evidence, backout plan, and 

monitoring plan. A change approver or CAB representative can then approve, request 

changes, or reject the recommendation.  

6.3 Security & Access Permissions  

Security and access permissions define what the AI agent can see, do, and change. Agents 

should follow least privilege, strong authentication, secure secrets handling, and role-

based access controls. They should not inherit broad administrator access simply 

because they need to perform a narrow workflow step.  

 Least privilege: Grant only the permissions required for approved use cases.  

 Identity separation: Use named service identities or managed identities instead 

of shared accounts.  

 Credential protection: Store secrets securely and rotate them according to 

policy.  
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 Segregation of duties: Prevent AI agents from both requesting and approving 

sensitive access or changes.  

 Security monitoring: Include AI agent activity in security logs, anomaly 

detection, and incident response processes.  

Example: An AI agent that provisions application access should be able to read the 

approved request and execute only the specific entitlement change. It should not have 

broad permissions to modify unrelated groups, bypass approval status, or access 

confidential user records.  

6.4 Auditability & Compliance  

Auditability and compliance ensure that AI actions can be explained, reviewed, and 

evidenced. This is especially important when agents interact with regulated data, security 

controls, access rights, financial approvals, production systems, or customer-facing 

services.  

 Action logs: Record what the AI agent recommended, what it executed, when it 

acted, and which systems were affected.  

 Decision rationale: Capture the reason for recommendations, the evidence used, 

and any confidence or risk indicators.  

 Human approvals: Log who approved, rejected, modified, or escalated an AI-

proposed action.  
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 Compliance mapping: Map AI controls to relevant internal policies, service 

management controls, security standards, and regulatory obligations.  

 Review cadence: Schedule periodic audits of agent activity, exceptions, failures, 

overrides, and policy violations.  

Example: If an AI agent closes a ticket after executing a standard workflow, the record 

should show the trigger, data used, action taken, automation outcome, user confirmation, 

and any human approval involved. This gives auditors and managers a clear trail from 

request to resolution.  

6.5 Risk Management  

Risk management identifies where AI agents could cause harm, fail unexpectedly, or act 

outside intended boundaries. Risks should be assessed before deployment, monitored 

during operation, and reviewed whenever the agent, workflow, data source, or connected 

system changes.  

 Operational risk: Could an incorrect AI action disrupt service availability or 

increase ticket backlog?  

 Security risk: Could the agent expose data, modify access, or interact with 

systems beyond its authorization?  

 Compliance risk: Could agent decisions violate internal policy, contractual 

obligations, or regulatory requirements?  
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 Model risk: Could hallucination, incomplete context, outdated knowledge, or 

prompt manipulation affect the recommendation?  

 Third-party risk: Are risks reviewed when the agent depends on vendor 

platforms, external models, plugins, or integrations?  

Example: Before allowing an AI agent to remediate server alerts, the organization should 

define the maximum action boundary. The agent may collect logs, recommend a restart, 

or run a diagnostic script, but production remediation may require human approval 

unless the action is low-risk, reversible, and pre-approved.  
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7. AI Agent Readiness Assessment  

The AI Agent Readiness Assessment translates the earlier process, data, automation, and 

governance findings into practical deployment decisions. It helps the organization decide 

which AI agent use cases should be piloted first, which require more controls, and which 

should wait until the environment is more mature.  

A useful approach is to classify AI agent opportunities by risk, workflow complexity, 

business impact, data dependency, and level of required autonomy. This prevents the 

organization from starting with high-risk scenarios before it has proven agent reliability 

in controlled service desk activities.  

7.1 Low-Risk Automation Opportunities  

Low-risk automation opportunities are the best starting point for AI agent pilots. These 

use cases usually involve information retrieval, ticket enrichment, user guidance, simple 

routing, or triggering predefined workflows with limited impact if an error occurs. They 

should be measurable, reversible, and easy to supervise.  

 Ticket classification: The agent suggests category, subcategory, priority, and 

assignment group based on ticket description and historical patterns.  

 Knowledge article recommendation: The agent recommends approved articles 

to users or analysts based on symptoms, keywords, and service context.  
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 User information collection: The agent asks structured questions before a ticket 

reaches an analyst, reducing back-and-forth communication.  

 Status updates: The agent provides users with ticket status, next step, expected 

response time, or fulfillment progress.  

 Routine request intake: The agent guides users to the correct catalog item and 

validates mandatory fields before submission.  

Example: A user submits “I cannot access VPN.” The AI agent asks for device type, 

location, error message, network used, and whether the issue started after a password 

change. It then recommends a VPN troubleshooting article and assigns the ticket to the 

correct support group if the issue is not resolved.  

7.2 Medium-Complexity Workflows  

Medium-complexity workflows involve multiple steps, integrations, approvals, or 

conditional logic. These workflows are suitable for AI agents when the organization has 

strong workflow documentation, reliable APIs, clear exception paths, and human-in-the-

loop checkpoints for sensitive steps.  

 Software installation fulfillment: The agent checks eligibility, validates license 

availability, routes approval, and triggers endpoint deployment.  

 Access request orchestration: The agent validates role-based access rules, 

collects business justification, routes approval, and initiates provisioning only 

after approval.  
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 Standard change preparation: The agent drafts implementation steps, confirms 

maintenance window availability, prepares communication text, and submits the 

change for review.  

 Recurring incident triage: The agent correlates symptoms with known errors, 

recent changes, monitoring alerts, and historical resolution paths.  

 Employee onboarding support: The agent coordinates request status across HR, 

identity, device provisioning, and application access workflows.  

Example: For a new analytics tool request, the AI agent checks whether the tool is 

approved, whether a license is available, whether the requester’s role is eligible, and 

whether manager approval is required. It can prepare the request and trigger workflow 

steps, but provisioning should occur only after the required approval is recorded.  

7.3 High-Impact AI Agent Use Cases  

High-impact AI agent use cases can produce significant operational value, but they also 

carry higher risk because they may affect critical services, privileged access, production 

systems, business continuity, or regulatory obligations. These scenarios should be 

considered only after low-risk and medium-complexity use cases have demonstrated 

reliability.  

 Autonomous incident remediation: The agent detects an issue, validates it 

against monitoring data, executes an approved remediation step, and confirms 

service recovery.  
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 Proactive outage prevention: The agent identifies risk patterns, recommends 

preventive action, and triggers controlled workflows before users are affected.  

 Major incident intelligence support: The agent summarizes signals, impacted 

services, known changes, stakeholder updates, and possible root-cause 

hypotheses for human incident commanders.  

 AI-assisted change risk analysis: The agent evaluates dependencies, historical 

failures, service criticality, and test evidence to recommend change risk level.  

 Autonomous knowledge improvement: The agent identifies repeated 

resolution patterns and drafts new or improved knowledge articles for review.  

Example: A high-impact use case may involve an AI agent detecting a memory leak in a 

production application, correlating it with recent deployment logs, recommending a 

rollback, and preparing the incident communication. The actual rollback should require 

approval unless it is a pre-approved, low-risk, reversible remediation action.  

7.4 AI Agent Success Criteria  

Success criteria define how the organization will know whether AI agent deployment is 

actually improving ITSM performance. Criteria should include service outcomes, 

operational efficiency, governance quality, user experience, and risk controls. Avoid 

measuring only adoption or ticket deflection; an agent that closes tickets quickly but 

creates rework is not successful.  
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 Operational metrics: Reduced average resolution time, lower backlog, faster 

triage, improved first-contact resolution, and fewer avoidable escalations.  

 Quality metrics: Accurate ticket categorization, useful knowledge 

recommendations, low reopen rate, and clear resolution notes.  

 User experience metrics: Improved satisfaction, faster responses, better self-

service completion, and fewer status-chasing interactions.  

 Governance metrics: High approval compliance, complete audit trails, low policy 

violation rate, and documented human overrides.  

 Risk metrics: Low automation failure rate, controlled exception handling, no 

unauthorized actions, and rapid rollback when needed.  
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8. Readiness Scorecard  

The readiness scorecard converts the assessment into a practical decision tool. It helps 

stakeholders compare readiness across ITSM maturity, process readiness, data readiness, 

automation readiness, governance readiness, and AI agent use-case readiness. The 

purpose is not to create a perfect score; it is to identify the strongest starting points and 

the highest-priority gaps.  

8.1 Scoring Methodology  

Score each readiness area on a 1 to 5 scale. Use evidence wherever possible, such as 

reports from the ITSM platform, knowledge analytics, CMDB quality dashboards, 

workflow logs, integration inventories, audit findings, and stakeholder interviews.  

 1 = Ad hoc: Activities are informal, inconsistent, mostly manual, and poorly 

documented.  

 2 = Basic: Some processes and tools exist, but quality, ownership, and consistency 

are limited.  

 3 = Defined: Processes, data, workflows, and controls are documented and 

followed with reasonable consistency.  

 4 = Managed: Performance is measured, automation is used, governance is active, 

and exceptions are tracked.  
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 5 = AI-ready: The area is optimized, integrated, monitored, governed, and 

suitable for controlled AI agent autonomy.  

Suggested categories to score: Current ITSM maturity, process readiness, data 

readiness, automation readiness, AI governance readiness, integration readiness, 

knowledge readiness, and AI agent use-case readiness. Each category can be scored 

separately and then averaged for an overall view.  

8.2 Overall Readiness Score  

The overall readiness score can be calculated by adding all category scores and dividing 

by the number of categories assessed. For a more advanced assessment, organizations 

may apply weights to reflect strategic priorities. For example, data readiness and 

governance readiness may be weighted more heavily for autonomous remediation use 

cases, while knowledge readiness may be weighted more heavily for self-service and 

virtual agent use cases.  

Readiness Category  Score 1–5  Evidence to Review  Priority Gap  

Current ITSM 

Maturity  

  Process documentation, 

ticket reports, SLA 

dashboards  
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Process Readiness    Incident, request, 

change, problem, and 

knowledge workflows  

  

Data Readiness    CMDB quality, historical 

ticket data, knowledge 

quality, monitoring logs  

  

Automation 

Readiness  

  Workflow inventory, 

automation success 

rate, integration logs  

  

AI Governance 

Readiness  

  Approval policies, 

access controls, audit 

logs, risk registers  

  

AI Agent Use-Case 

Readiness  

  Use-case backlog, risk 

tiering, success criteria, 

pilot evidence  
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8.3 Readiness Levels  

Readiness levels help translate the numerical score into a practical maturity profile. The 

labels below are designed for ITSM AI agent adoption and should be used to guide next 

steps rather than to judge teams. A lower level simply indicates that foundational 

improvements are needed before autonomy is expanded.  

Readiness Level  Typical Score 

Range  

Description  Recommended Next Step  

Beginner  1.0–1.9  Processes are mostly 

manual, data quality 

is weak, automation 

is limited, and AI 

governance is not 

yet established.  

Standardize core ITSM 

processes, clean ticket 

categories, improve 

knowledge articles, and 

define basic AI governance 

rules.  

Emerging  2.0–2.9  Some processes, 

workflows, and 

automation exist, but 

execution 

is inconsistent and AI 

Prioritize low-risk pilots, 

improve CMDB and 

knowledge quality, 

document workflows, and 

introduce human-in-the-

loop controls.  
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use cases require 

close supervision.  

Ready  3.0–4.1  Core ITSM practices 

are defined, data is 

usable, workflows 

are partially 

automated, 

integrations exist, 

and governance 

controls are active.  

Launch controlled AI agent 

pilots for high-volume 

repetitive tasks and selected 

medium-complexity 

workflows.  

AI-First  4.2–5.0  Processes, data, 

automation, 

integrations, 

governance, and 

monitoring are 

mature enough to 

support scaled AI 

agent adoption with 

controlled 

autonomy.  

Scale AI agents across 

prioritized workflows, 

expand proactive 

operations, and 

continuously monitor value, 

risk, and compliance.  
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9. Improvement Roadmap  

The improvement roadmap converts the readiness assessment into a staged 

transformation plan. The goal is to build confidence gradually: first by fixing foundational 

gaps, then by piloting low-risk AI agent use cases, and finally by scaling governed 

autonomy across selected ITSM workflows.  

9.1 Quick Wins (0–3 Months)  

Quick wins should focus on actions that improve readiness without requiring major 

platform changes. These actions create visible progress, reduce friction, and prepare the 

service desk for low-risk AI pilots.  

 Clean the top ticket categories: Review the most common incident and request 

categories, merge duplicates, remove unclear labels, and define consistent usage 

rules.  

 Identify top repetitive tasks: Use ticket history to find high-volume, low-risk 

candidates such as password resets, account unlocks, basic software requests, and 

how-to questions.  

 Review knowledge articles: Update or retire outdated articles linked to frequent 

tickets and improve titles, symptoms, keywords, and step-by-step instructions.  

 Define AI use-case boundaries: Document what AI can suggest, what it can 

automate, and what must always require human approval.  
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 Start with assistive AI: Pilot AI for ticket summarization, classification 

suggestions, response drafting, and knowledge article recommendations.  

9.2 Mid-Term Improvements (3–6 Months)  

Mid-term improvements should strengthen the systems, workflows, integrations, and 

governance controls needed for more advanced AI agent use cases. At this stage, the 

organization can move from experimentation to controlled operational deployment.  

 Improve CMDB reliability: Prioritize critical services, business applications, 

ownership fields, dependencies, and automated discovery reconciliation.  

 Standardize service request workflows: Document fulfillment steps, approvals, 

exception paths, and success criteria for the most-used catalog items.  

 Strengthen integrations: Connect ITSM workflows with identity, endpoint, 

monitoring, collaboration, and asset systems where AI agents will need controlled 

access.  

 Implement human-in-the-loop checkpoints: Define approval points, reviewer 

roles, escalation rules, and override procedures for medium-risk workflows.  

 Develop pilot dashboards: Track AI impact using metrics such as triage 

accuracy, resolution time, user satisfaction, reopen rate, and automation failure 

rate.  
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9.3 Long-Term AI Adoption Strategy (6–12 Months)  

The long-term strategy should focus on scaling AI agents responsibly across ITSM while 

preserving control, transparency, and continuous improvement. This is where the 

organization can start moving from AI-assisted operations to governed autonomy in 

selected workflows.  

 Scale proven AI use cases: Expand from pilot workflows to additional service 

desk categories only after success criteria and controls are consistently met.  

 Introduce proactive operations: Use monitoring signals, ticket trends, and 

problem records to identify issues before users report them.  

 Build a governed AI agent portfolio: Maintain an inventory of agents, owners, 

approved actions, connected systems, risk ratings, and performance results.  

 Formalize continuous learning: Use analyst feedback, user ratings, audit 

reviews, and model performance data to improve prompts, workflows, 

knowledge, and policies.  

 Embed AI into ITSM operating model: Update roles, procedures, SLAs, 

reporting, training, and governance forums to reflect AI-enabled service 

operations.  
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10. Recommended Next Steps  

The recommended next steps help turn assessment results into a practical action plan. 

Organizations should avoid trying to automate every process at once. Instead, they should 

prioritize a small number of high-value, low-risk initiatives, assign accountable owners, 

and build governance into the delivery plan from the start.  

10.1 Prioritized Action Plan  

Create a prioritized action plan by combining readiness scores, operational pain points, 

risk level, and business value. The strongest starting point is usually a repetitive task with 

high volume, clear rules, usable data, and low security impact.  

Priority  Action  Owner  Success Measure  

1  Identify top 10 repetitive 

ticket types and rank them 

by volume, risk, 

and automation feasibility.  

Service Desk 

Manager  

Use-case shortlist 

approved.  

2  Clean categories, 

resolution codes, and 

closure notes for selected 

pilot areas.  

ITSM Process 

Owner  

Improved ticket 

data quality score.  
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3  Update knowledge articles 

for pilot use cases and 

define review ownership.  

Knowledge 

Manager  

Article accuracy and 

usage improved.  

4  Define AI approval 

boundaries and human-in-

the-loop rules.  

AI Governance 

Lead  

Approval policy 

signed off.  

5  Launch a controlled AI pilot 

for classification, 

knowledge 

recommendation, or 

request intake.  

Automation Lead  Pilot metrics meet 

agreed success 

criteria.  

  

10.2 Team Skill Development  

AI readiness is not only a technology issue; it also requires new skills across the service 

desk, process teams, automation teams, security teams, and leadership. Teams should 

understand what AI agents can do, where they can fail, and how people remain 

accountable for outcomes.  

 Service desk analysts: Learn how to validate AI recommendations, improve 

ticket notes, capture useful feedback, and recognize when escalation is needed.  
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 ITSM process owners: Learn how to redesign workflows for AI-assisted 

execution, exception handling, and evidence-based measurement.  

 Knowledge managers: Learn how to write AI-friendly knowledge articles with 

clear symptoms, steps, outcomes, tags, and review dates.  

 Automation teams: Learn API design, orchestration patterns, secure credentials, 

testing, rollback, and monitoring for agent-triggered workflows.  

 Governance and security teams: Learn AI risk classification, access controls, 

audit requirements, prompt-related risks, and model monitoring practices.  

10.3 AI Governance Checklist  

 AI use cases are inventoried and assigned accountable owners.  

 Each AI agent has a documented purpose, scope, connected systems, and 

approved action boundary.  

 Risk tiers are defined for low, medium, and high-impact AI actions.  

 Human-in-the-loop checkpoints are documented for sensitive or high-risk 

decisions.  

 Access permissions follow least privilege and are reviewed regularly.  

 AI recommendations, actions, approvals, overrides, and failures are logged.  
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 Data privacy, security, retention, and masking requirements are applied to AI 

workflows.  

 Knowledge sources used by AI agents are approved, current, and traceable.  

 Performance, quality, safety, and compliance metrics are reviewed on a defined 

cadence.  

 Incident response procedures include AI-specific failure, misuse, or unexpected 

behavior scenarios.  

10.4 Additional Learning Resources  

Teams should continue learning from recognized guidance on ITSM, AI governance, risk 

management, automation design, and responsible AI adoption. Useful learning topics 

include ITIL-based service management, knowledge-centered service, AIOps 

fundamentals, API and integration design, AI risk management, responsible AI, prompt 

security, and audit-ready governance.  

 ITSM foundations: Review incident, request, problem, change, knowledge, and 

configuration management practices.  

 Automation and integration: Study workflow orchestration, API governance, 

identity integration, monitoring integration, and rollback design.  

 AI governance: Learn about AI policy, risk assessment, human oversight, 

transparency, security, monitoring, and continuous improvement.  
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 Responsible AI and risk management: Use recognized frameworks to assess 

privacy, security, reliability, fairness, transparency, and accountability.  

 Operational adoption: Build communities of practice where analysts, process 

owners, automation engineers, and governance teams review lessons learned 

from pilots.  

 

http://www.gsdcouncil.org/


Enroll Now
Enroll now with the
code LEARN20 To

avail 20% discount

CERTIFIED
GENERATIVE AI IN ITSM

LIFETIME VALIDITY
GSDC Certification is an globally
accreditted certification with lifetime
validity.

CREATED BY EXPERTS
GSDC certifications are created and
authored by world’s leading experts in the
field. 

EBOOK
Extensive and exclusive Ebook created by
world’s experts to help you with
understanding core concepts.

LEARNING MATERIALS
Get access to learning materials such as videos,
ebooks, templates, and practice exams, which
will help you clear the certification exam.

LEARNING
OBJECTIVE

www.gsdcouncil.org

ABOUT GSDC CERTIFICATION

 Validate practical skills in applying Generative AI to IT
Service management processes.
 Validate your skills to use generative AI to redefine SLA
with intelligent escalations.

Get global recognition and stand out as a leader in
the field of Certified Generative AI in ITSM.

https://www.gsdcouncil.org/certified-generative-ai-in-itsm
https://www.gsdcouncil.org/

	1. Introduction
	1.1 Why AI Readiness Matters
	1.2 Who This Assessment Is For
	1.3 How to Use This Checklist

	2. Current ITSM Maturity
	2.1 Existing ITSM Processes
	2.2 Current Automation Level
	2.3 Service Desk Challenges
	2.4 High-Volume Repetitive Tasks

	3. Process Readiness
	3.1 Incident Management
	3.2 Service Request Management
	3.3 Change Management
	3.4 Problem Management
	3.5 Knowledge Management

	4. Data Readiness
	4.1 CMDB Accuracy
	4.2 Knowledge Base Quality
	4.3 Historical Ticket Data
	4.4 Monitoring & Log Availability
	4.5 Data Governance

	5. Automation Readiness
	5.1 Existing Workflow Automation
	5.2 API Availability
	5.3 Integration Readiness
	5.4 Cross-System Connectivity

	6. AI Governance Readiness
	6.1 Approval Policies
	6.2 Human-in-the-Loop Controls
	6.3 Security & Access Permissions
	6.4 Auditability & Compliance
	6.5 Risk Management

	7. AI Agent Readiness Assessment
	7.1 Low-Risk Automation Opportunities
	7.2 Medium-Complexity Workflows
	7.3 High-Impact AI Agent Use Cases
	7.4 AI Agent Success Criteria

	8. Readiness Scorecard
	8.1 Scoring Methodology
	8.2 Overall Readiness Score
	8.3 Readiness Levels

	9. Improvement Roadmap
	9.1 Quick Wins (0–3 Months)
	9.2 Mid-Term Improvements (3–6 Months)
	9.3 Long-Term AI Adoption Strategy (6–12 Months)

	10. Recommended Next Steps
	10.1 Prioritized Action Plan
	10.2 Team Skill Development
	10.3 AI Governance Checklist
	10.4 Additional Learning Resources


